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Testing MPLS 

 

This chapter addresses the procedures involved in testing a router for MPLS-related 
functionality using the three most popular testing tools or route/traffic generators available 
in the industry—Spirent Smartbits 6000, the IXIA 1600T, and the Agilent N2X. 

First, an overview of the topology used to test MPLS functionality is provided, and then 
MPLS Layer 3 (L3) VPN, Layer 2 (L2) VPN, and VPLS are tested using the three traffic 
generators just mentioned. The tools are listed in alphabetical order. 

 

Disclaimer

 

The intention of this chapter is to provide readers with procedures for testing L3 and L2 
MPLS VPNs using the three most common test tools available in the market, namely, the 
Agilent N2X, the IXIA 1600T, and Spirent Smartbits 6000. This chapter provides a generic 
template for readers to use that can be scaled to meet different MPLS VPN scenarios in 

 

testing environments.

 

Testing L3 VPN with Agilent N2X

 

This section provides a step-by-step procedure to test L3 VPN functionality on a single 
device under test (DUT) using the Agilent N2X platform with the 6.4 software release.

The Agilent N2X system can be used for testing multilayer 10/100 Mbps Ethernet, Gigabit 
and 10 Gigabit Ethernet, ATM, and Packet over SONET switches, routers, and networks. 
The N2X product family includes the chassis, line cards, packets and protocols software 
program, and optional Tcl scripts and related software. The packets and protocols software 
provides complete configuration, control, and monitoring of all N2X resources in the test 
network, and the Tcl scripts allow the user to rapidly conduct the most popular industry 
benchmark tests.

The user can configure and control the unit by the implementation of an external controller 
unit, which can be a PC with dual NIC cards where one Ethernet is connected to the back of 
the test set. The PC can then be connected to the management domain, and an administrator 
can remotely monitor and control it using the packets and protocols software program. 
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Multiple users can access the unit simultaneously, thereby splitting the ports within a 
chassis and controlling the activity and configuration of all ports and functions.

 

Topology for L3 VPN Testing

 

The topology used in the test setup attempts to emulate the network, as shown in Figure 15-1. 
A single Cisco router is configured to perform the functions of the Router PE1 in all test 
cases for L3 VPN. All other associated customer edge (CE) routers and core routers shown 
in Figure 15-1 are emulated using two test ports on each of the route/traffic generators.

 

Figure 15-1

 

Topology

 

All directly connected CE routers to PE1 in the topology shown in Figure 15-1 are emulated 
using logical links (sub-interfaces) with a single physical interface connecting to the route/
traffic generator. A second link connecting to the PE from the route/traffic generators 
emulates the MPLS domain (consisting of Routers P1, PE2, PE3, and PE4) with the 
appropriate emulated PE routers advertising VPNv4 prefixes mapping to the networks to be 
advertised by Routers CE2, CE4, and CE6. In all route/traffic generators, no emulation of 
the remote PE-CE Routing protocol is performed. However, VPNv4 routes mapping to 
prefixes to be advertised by the remote CE routers are advertised by their directly connected 
emulated PE routers; for example, prefixes 192.168.20.0 and 21.0 to be advertised by CE 
Router CE2 will be emulated by advertising the same prefixes as part of VPN1 on PE2 as 
VPNv4 routes. The physical connectivity to emulate the network depicted in Figure 15-1 is 
illustrated in Figure 15-2.
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Figure 15-2

 

Physical Connectivity 

 

Testing L3 MPLS VPN Functionality 

 

To test MPLS VPN PE functionality, a network is emulated, as shown in Figure 15-1, in 
which the DUT is PE1. The traffic generator and its ports are used to configure and emulate 
the rest of the network, as shown in Figure 15-2.

 

Conditions and Prerequisites

 

This test requires two ports on the route/traffic generator: one port to emulate CE 
connectivity to the DUT and the other port emulating the MPLS domain, which includes 
provider core routers and PE routers and remote CE routers belonging to multiple VPNs.

The test involves the emulation of three CE routers belonging to different VPNs, VPN1 to 
VPN3, connecting to the DUT using Gigabit Ethernet subinterfaces. Each VPN will 
generate prefixes, as shown in Figure 15-2.

RIP PE-CE will be implemented between PE1 and CE1 (VPN1), OSPF PE-CE will be 
implemented between PE1 and CE3 (VPN2), and BGP PE-CE will be implemented 
between PE1 and CE5 (VPN3).

Example 15-1 shows the configuration of the DUT used for testing MPLS VPN 
functionality.
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Example 15-1

 

DUT Configuration for L3 VPN Test 

 

hostname DUT
!
ip cef
!
ip vrf vpn1
rd 1:1
route-target export 1:1
route-target import 1:1
!
ip vrf vpn2
 rd 1:2
 route-target export 1:2
 route-target import 1:2
!
ip vrf vpn3
 rd 1:3
 route-target export 1:3
 route-target import 1:3
!
interface GigabitEthernet0/1
 description Connected to traffic generator port 1 (emulate local CE connections)
!
interface GigabitEthernet0/1.1
 encapsulation dot1Q 1 
ip vrf forwarding vpn1
 ip address 172.16.1.2 255.255.255.0
!
interface GigabitEthernet0/1.2
 encapsulation dot1Q 2
 ip vrf forwarding vpn2
 ip address 172.16.2.2 255.255.255.0
!
interface GigabitEthernet0/1.3
 encapsulation dot1Q 3
 ip vrf forwarding vpn3
 ip address 172.16.3.2 255.255.255.0
!

interface GigabitEthernet0/2
 Description- Connection to Traffic Generator port 2 (emulate-MPLS domain) 
 ip address 10.10.10.1 255.255.255.252
 mpls label protocol ldp
 mpls ip
!
router ospf 2 vrf vpn2
 log-adjacency-changes
 redistribute bgp 100 metric 10 subnets
 network 172.16.2.0 0.0.0.255 area 0
!
router ospf 100
 log-adjacency-changes
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 network 10.10.10.0 0.0.0.3 area 0
 network 10.10.10.101 0.0.0.0 area 0
!
router rip
 version 2
 !
 address-family ipv4 vrf vpn1
 network 172.16.0.0
 redistribute bgp 100
 no auto-summary
 version 2
 exit-address-family
!
router bgp 100
 no synchronization
 bgp log-neighbor-changes
 neighbor 10.10.10.102 remote-as 100
 neighbor 10.10.10.102 update-source loopback 0
 neighbor 10.10.10.103 remote-as 100
 neighbor 10.10.10.103 update-source loopback 0
 neighbor 10.10.10.104 remote-as 100
 neighbor 10.10.10.104 update-source loopback 0
no auto-summary
 !
 address-family vpnv4
 neighbor 10.10.10.102 activate
 neighbor 10.10.10.102 send-community extended
 neighbor 10.10.10.103 activate
 neighbor 10.10.10.103 send-community extended
 neighbor 10.10.10.104 activate
 neighbor 10.10.10.104 send-community extended
exit-address-family
 !
 address-family ipv4 vrf vpn3
 neighbor 172.16.3.1 remote-as 65001
 no auto-summary
 no synchronization
 exit-address-family
 !
 address-family ipv4 vrf vpn2
 redistribute ospf 2 vrf vpn2 metric 10
 no auto-summary
 no synchronization
 exit-address-family
 !
 address-family ipv4 vrf vpn1
 redistribute rip metric 3
 no auto-summary
 no synchronization
 exit-address-family
!

 

Example 15-1

 

DUT Configuration for L3 VPN Test (Continued)
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Testing L3 MPLS VPN Functionality with the N2X

 

For the first test, use the N2X along with a two-port Gigabit Ethernet line card to test 
L3 VPN PE functionality of the DUT. For this test, all configurations for route as well as 
traffic generation are performed on the tool called the N2X Packets 6.4 System Release. 
The version used for all screenshots in this chapter is 6.4. Prior to all the configurations for 
this chapter, this software has to be installed on a client system that can then be used to 
remotely configure the N2X and cards. This will involve purchasing and installing the 
appropriate licenses and software, which can be procured by contacting your local sales 
representative. After installation, verify that the IP address assigned to the N2X chassis 
controller is reachable from the client system prior to configuration.

 

N2X Packets and Protocols Initial Configuration

 

After installation of the 6.4 release, the following steps are taken to test the DUT for 
L3 VPN functionality:

 

Step 1

 

Double-click the 

 

N2X Packets 6.4 System Release

 

 icon to start the 
program. This will open a window, as shown in Figure 15-3. Select the 
appropriate cards (in our case, 101) in the Port Selection window and 
click 

 

OK

 

.

 

Figure 15-3

 

Card Selection on Agilent
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Step 2

 

The main configuration window for the Agilent N2X chassis appears, 
as shown in Figure 15-4. The configuration panes for the N2X tool are 
also shown in Figure 15-4.

 

Figure 15-4

 

N2X Packets and Protocols Configuration Panes

 

N2X Port Layer 1 (Physical) and Layer 2 (Link Layer) Configuration

 

This section outlines the steps to set up Layer 1 and Layer 2 connectivity between the DUT 
and the Agilent platform:

 

Step 1

 

To set up the Layer 1 connectivity on the Agilent N2X, click the 

 

Physical

 

 
button in the Setup bar. This opens the Physical layer connection 
window, as shown in Figure 15-5. Check to see if all ports are denoted by 
a sign similar to the one depicted in Figure 15-5 (

 

black check mark in 
green circle

 

) that indicates the physical layer is connected. 

Close the Physical layer window by clicking 

 

Close 

 

at the bottom of the 
window. If the 

 

check mark in green circle

 

 does not appear, you might 
have to click the 

 

Turn Lasers

 

 

 

On

 

 button on the top of the Physical layer 
window to make the ports operational. 
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Results Bar Tools Bar

Tool Bar
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Figure 15-5

 

Physical Layer

 

Step 2

 

To set up Layer 2 connectivity on the Agilent N2X, click the 

 

Link

 

 button 
in the Setup bar. This opens the Link layer configuration window, as 
shown in Figure 15-6.

 

Figure 15-6

 

Link Layer Configuration Window
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Click the 

 

Ethernet

 

 tab in the Link layer window. Under the Ethernet tab, 
click the 

 

LAN/VLAN Addresses

 

 button. This opens a new LAN/VLAN 
IPv4 Addresses window that enables you to configure the VLAN IP 
addresses for the CE connections as well as the DUT to Tester connections 
for the core emulation port. The LAN/VLAN IPv4 Addresses window is 
shown in Figure 15-7.

 

Figure 15-7

 

LAN/VLAN IP Configuration Window

 

Port 101/1 will be used to emulate CE Routers CE1, CE3 and CE5. 
Under Port 101/1, click the 

 

Tester

 

 row and click 

 

Add

 

 in the main LAN/
VLAN IPv4 Addresses window. This will open the Add LAN/VLAN 
IP Address Pools window. In the window, perform the configuration as 
shown in Figure 15-8 by setting the number of pools to 3 and enabling 
VLANs where the first SUT IP address is 172.16.1.2 and the first 
address of tester (not Default) is configured to be 172.16.1.1 with a total 
of one address per pool. After entering these values, the last pool (for 
CE3) is depicted in the other half of the IP address pool configuration 
window, as indicated in Figure 15-8. Click 

 

OK

 

.

This process adds three interfaces for the CE-PE (DUT) connections as 
required by the setups illustrated in Figure 15-9 in the LAN/VLAN IP 
configuration window under Tester for Port 101/1. Remove the default 
interface created on Port 101/1 by highlighting the same in the window and 
clicking 

 

Remove

 

 (not shown).
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Figure 15-8

 

LAN/VLAN IP Configuration: CE Emulation on 101/1

 

Figure 15-9

 

LAN/VLAN IP Configuration: CE Configuration
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Step 3

 

Repeat the procedure in Step 2 to configure Port 101/2. This port is used 
to emulate the connection from the DUT/SUT to the emulated core and 
PE routers. Figure 15-10 depicts the configuration process.

 

Figure 15-10

 

LAN/VLAN IP Configuration: Core Emulation on 101/2

 

Step 4

 

Once the configuration for both ports is complete, click the 

 

Send ARP 
Requests

 

 button in the LAN/VLAN IPv4 Addresses window. If all other 
port configurations are performed correctly on the DUT/SUT, the ARP 
entries for the ports on the SUT side populate, as shown by the 
highlighted entries in Figure 15-11.

 

Step 5

 

Close the LAN/VLAN IPv4 Addresses window by clicking 

 

Close

 

. 
The screen will now show the Link layer window with both ports up, 
illustrated by the check mark in green circle next to each port, as shown 
in Figure 15-12. Close the Link layer window by clicking 

 

Close

 

.
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Figure 15-11

 

LAN IP Configuration: ARP

 

Figure 15-12

 

Layer 2 Configuration Complete
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N2X RIP PE-CE Configuration

 

The following steps outline the implementation of RIP PE-CE between the DUT and the 
emulated CE1 router:

 

Step 1

 

In the following three steps, you will configure the CE interfaces for RIP 
PE-CE routing for VPN1. 

(a) Click the 

 

Routing

 

 button in the Setup pane. This will open the 
Routing window shown in Figure 15-13.

(b) Select the 

 

RIP

 

 tab.

(c) Highlight Port 

 

101/1

 

 in the window and click 

 

Add Session

 

.

(d) This will open the Session window for Port 101/1. 

(e) In the Session window, put a check mark in the 

 

Add to Sub-Interfaces

 

, 
which will automatically take you to the Sub-Interfaces tab.

(f) Select 

 

5-ETH-IPV4 vlan:1

 

, which is the sub-interface mapping to 
the CE1 connection in the Available Sub-Interfaces window, and 
click 

 

Add

 

 to add the same to the selected sub-interfaces. 

 

Figure 15-13

 

RIP PE-CE Configuration

Step C Step D

Step F

Step EStep B
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(g) Click

 

 OK

 

 in the Session window.

(h) Highlight the newly added session in the Routing window and click 
the 

 

Simulated Routes

 

 button, as shown in Figure 15-14.

 

Figure 15-14

 

RIP PE-CE Configuration—Simulating CE Routes

 

Step 2

 

The RIP Simulated Routes window opens. 

(a) Highlight the session under Port 101/1.

(b) Click Add Route Pools. This opens the Route Pools configuration 
window.

(c) Select Single Route Pool.

(d) Enter appropriate values into the Route Pools configuration window 
to generate prefixes 192.168.10.0 and 192.168.11.0, as shown in 
Figure 15-15.

(e) Click OK.

Step 3 This configuration will create a route pool as required by the setup 
illustrated in Figure 15-16.
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Figure 15-15 RIP PE-CE: Route Pool Configuration

Figure 15-16 RIP PE-CE Complete Route Configuration

Step A Step C

Step D

Step B
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Step 4 Click Close to close the RIP Simulated Routes configuration window.

Step 5 In the Routing window, click Enable All Sessions and then click Start 
Routing Engine. The state of the session must change from Disabled to 
Enabled, as shown in Figure 15-17. The verification of RIP PE-CE 
operation is shown in Example 15-2.

Figure 15-17 RIP PE-CE States

N2X OSPF PE-CE and OSPF IGP Configuration
The following steps illustrate implementation of OSPF PE-CE between the DUT and the 
emulated CE2 router:

Step 1 To configure OSPF, select the OSPF tab under the Routing window, as 
shown in Figure 15-18. 

(a) Highlight Port 101/1 in the window and click Add Session.

Example 15-2 DUT Verification of RIP PE-CE

DUT#show ip route vrf vpn1 rip
R    192.168.10.0/24 [120/1] via 172.16.1.1, 00:00:28, GigabitEthernet0/1.1
R    192.168.11.0/24 [120/1] via 172.16.1.1, 00:00:28, GigabitEthernet0/1.1
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(b) This will open the Session window for Port 101/1. 

(c)  In the Session window, check mark Add to Sub-Interfaces, which will 
automatically take you to the Sub-Interfaces tab.

(d) Select 5-ETH-IPV4 vlan:2, which is the sub-interface mapping to 
the CE2 connection in the Available Sub-Interfaces window, and 
click Add to add the same to the selected sub-interfaces. 

Figure 15-18 OSPF PE-CE Configuration

(e) Click OK in the Session window.

(f) Highlight the newly added session in the Routing window and click 
the Simulated LSAs button, as shown in Figure 15-19.

Step A Step C

Step D

Step B
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Figure 15-19 OSPF PE-CE-LSAs

Step 2 In the Simulated LSAs window, highlight the Router LSA under the 
session on Port 101/1 and click Edit LSA to open the LSA window, 
as shown in Figure 15-20.

Figure 15-20 Edit Router LSAs
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Step 3 In the LSA window, click Add two times to add the two networks to be 
advertised by OSPF (192.168.30.0 and 31.0/24). Select STUB from the 
drop-down menu under Type in the LSA window, as shown in Figure 15-21.

Figure 15-21 OSPF PE-CE: Adding Networks

Step 4 Configure the appropriate values for the Link State ID and Advertising 
Router for the two networks, as shown in Figure 15-22.

Figure 15-22 OSPF PE-CE: Configuring CE Networks
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Step 5 Click OK to close the LSA window and Close to close the Simulated 
LSA window. To enable this session, stop the routing engine by clicking 
on the Stop Routing Engine button in the Routing window and then 
clicking on Enable All Sessions, as shown in Figure 15-23.

Figure 15-23 OSPF PE-CE: Enabling CE Sessions

Step 6 To configure OSPF as the IGP in the core, you must simulate the provider 
core routers in the setup P1 as well as the PE Routers PE2, PE3, and PE4 
as shown earlier in Figure 15-2. 

To emulate the routers in the core, the first step is to highlight Port 101/2, 
which will simulate the OSPF network, and click Add Session. 
This will open the Session window where the parameters pertaining 
to core Router P1 in the topology can be added, as illustrated in 
Figure 15-24.

Step 7 In the Routing window, select the session just created under Port 101/2 
and click the Topology button. This will open the OSPF Topology 
window, as shown in Figure 15-25. Note that the new router with router 
ID of 10.10.10.100 mapping to P1 is shown as a session router, which 
will be used to configure the rest of the OSPF.
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Figure 15-24 OSPF: LSA Configuration for MPLS Core

Figure 15-25 OSPF: Topology Window
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Step 8 In the OSPF Topology window, select the OSPFv2 Session Router 
10.10.10.100 under Port 101/2 and select Add Router. This will open the 
OSPFv2 Router window where you can enter the router IDs of the three 
PE routers that you will have to emulate to repeat this process. The 
addition of Router PE2 is shown in Figure 15-26.

Figure 15-26 OSPF: Topology Window: Add New Routers

Step 9 After repeating Step 8 for Routers PE3 and PE4, the Topology window will 
be populated by three new router entries, as depicted in Figure 15-27.

Figure 15-27 OSPF: Topology Window with PE Routers
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Step 10 Now, connect Router P1 (10.10.10.100) with Routers PE2, PE3, and PE4 
that you created in Steps 8 and 9. To connect Routers P1 and PE2, select 
the OSPFv2 Session Router 10.10.10.100 under Port 101/2 and select 
Connect. This will open the Connect OSPFv2 Objects window, as shown 
in Figure 15-28. Select the router session in the Connect OSPFv2 
Objects window mapping to PE2 (10.10.10.102) and click Select next to 
the Object Handle and click OK.

Figure 15-28 OSPF Topology: Link Addition

Step 11 This creates a point-to-point link between the session router 
10.10.10.100 and the PE2 router 10.10.10.l02, as illustrated in the 
highlighted rows in Figure 15-29.
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Figure 15-29 OSPF Topology: New Links in Topology Window

Step 12 Highlight the link that you want to edit in the Topology window and click 
the Edit button. This opens the Link to OSPFv2 Router window where 
you can change the IP address on the router pertaining to the link, as 
illustrated in Figure 15-30.

Figure 15-30 OSPF Topology: Changing Link IP
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Step 13 Repeat Steps 10 through 12 for Routers PE3 and PE4 to arrive at the 
topology shown in Figure 15-31.

Figure 15-31 OSPF Topology: Complete

Step 14 Close the Topology window to return to the Routing window. Enable all 
sessions by clicking the Enable All Sessions button. Click Start Routing 
Engine. The state must go from Disabled to Full, as shown in Figure 15-32.

Figure 15-32 OSPF PE-CE and IGP Configuration
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Step 15 Verification of DUT reception of OSPF and operation is shown in 
Example 15-3.

N2X BGP PE-CE and MP-BGP Configuration
The following steps illustrate the implementation of BGP PE-CE between the DUT and the 
emulated CE3 router:

Step 1 Click the BGP-4 tab on the Routing window. 

(a) Highlight Port 101/1 in the window and click Add BGP-4 session.

(b) This will open the Session window for Port 101/1. 

(c) In the Session window, check mark Add to Sub-Interfaces, which will 
automatically take you to the Sub-Interfaces tab.

(d) Select 5-ETH-IPV4 vlan:3, which is the sub-interface mapping to 
the CE3 connection in the Available Sub-Interfaces window, and 
click Add to add the same to the selected sub-interfaces, as shown in 
Figure 15-33.

Step 2 Configure the routes to be generated by selecting the session in the 
Routing window and clicking the Simulated Routes button. In the 
Simulated Routes window, highlight the IPv4 tab under the PE-CE 
session and click Add Route Pools. Select Single Route Pool and 
enter the appropriate IP address ranges as required by the setup. This is 
illustrated in Figure 15-34.

Click OK and then Close to close the Simulated Routes window.

Example 15-3 DUT Verification OSPF PE-CE and OSPF IGP

DUT#show ip route vrf vpn2 ospf
Routing Table: vpn2
O    192.168.31.0/24 [110/2] via 172.16.2.1, 00:00:12, GigabitEthernet0/1.2
O    192.168.30.0/24 [110/2] via 172.16.2.1, 00:00:12, GigabitEthernet0/1.2
     172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
O    172.16.2.1/32 [110/1] via 172.16.2.1, 00:00:12, GigabitEthernet0/1.2
DUT#show ip route ospf
     10.0.0.0/8 is variably subnetted, 9 subnets, 2 masks
O       10.10.10.8/30 [110/2] via 10.10.10.2, 00:00:16, GigabitEthernet0/2
O       10.10.10.12/30 [110/2] via 10.10.10.2, 00:00:16, GigabitEthernet0/2
O       10.10.10.4/30 [110/2] via 10.10.10.2, 00:00:16, GigabitEthernet0/2
O       10.10.10.104/32 [110/2] via 10.10.10.2, 00:00:16, GigabitEthernet0/2
O       10.10.10.102/32 [110/2] via 10.10.10.2, 00:00:16, GigabitEthernet0/2
O       10.10.10.103/32 [110/2] via 10.10.10.2, 00:00:16, GigabitEthernet0/2
O       10.10.10.100/32 [110/1] via 10.10.10.2, 00:00:16, GigabitEthernet0/2
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Figure 15-33 BGP: Add Session on 101/1

Figure 15-34 BGP Route Addition on CE Session

Step A Step C

Step D

Step B
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Step 3 The configuration for MP-iBGP peer addition is shown in Figure 15-35 
and is performed as follows:

Figure 15-35 MP-iBGP Peer Addition

(a) Click Port 101/2 to configure the core MP-iBGP sessions. 

(b) Click the Add BGP-4 Session button to open the Session 
window. 

(c) In the Session window under the Peers tab, select peer type to 
VPN Internal. 

(d) Select the Create LDP LSPs between tester and SUT BGP4 peers 
option. This automatically creates LDP LSPs along with the BGP 
peering.

(e) Select the loopback addresses mapping to the PE routers in the 
Simulated Nodes window.

(f) Click Add to add the peers to the New Peers window.

(g) Repeat for all PE loopback addresses.

Step A

Step C

Step E

Step H

Step G

Step FStep DStep B
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(h) Change the IP address of the SUT to map to the loopback address on 
the SUT 10.10.10.101.

(i) Click OK to close the Session window.

Step 4 Click the Simulated VPN Sites button in the Routing window.

(a) Highlight the remote PE loopback address in the VPN Site window.

(b) Click Add to open the VPN Site dialog box. 

(c) Configure the RD values mapping to that site. Figure 15-36 shows 
the configuration of RD value of 1:1 for Site_1 on 10.10.10.102 
(PE2).

Figure 15-36 MP-iBGP Peer RD Configuration

Repeat Steps 4a through 4c for all PE routers to add Site_1, Site_2, and 
Site_3 on PE2, PE3, and PE4 with RD 1:1, 1:2, and 1:3, respectively, as 
shown in Figure 15-37.

Step AStep C

Step g

Step B
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Figure 15-37 MP-iBGP Peer Site Configuration

Step 5 Click Close to close the Simulated VPN Sites window.

(a) Click the Simulated Routes button in the Routing window.

(b) Highlight the Site_1 session under Port 101/2 for peer 10.10.10.102.

(c) Click Add Route Pools. This opens the Route Pools configuration 
window.

(d) Select Single Route Pool.

(e) Enter appropriate values into the Route Pool configuration window 
to generate prefixes 192.168.20.0 and 192.168.21.0, as shown in 
Figure 15-38.

(f) Select the VPN tab under the Route Pool configuration window, as 
shown in Figure 15-39.

(g) Configure the appropriate export route target mapping to the prefixes 
generated in the window.

(h) Click OK to close.
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Figure 15-38 Configuring MP-iBGP Routes

Figure 15-39 Configuring MP-iBGP Routes: Export Route Targets
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Step 6 Repeat all steps in Step 5 for the other PE routers and associated prefixes.

Step 7 The final configuration on the Simulated Routes window is shown in 
Figure 15-40.

Figure 15-40 Simulated Routes

Step 8 Click Close to close the Simulated Routes window and click 
Enable All Sessions in the Routing window followed by Start Routing 
Engine.

Step 9 Verify the operation of BGP PE-CE as well as MP-iBGP on the DUT, as 
shown in Example 15-4.

Example 15-4 DUT Verification of BGP PE-CE and MP-iBGP

DUT#show ip route vrf vpn1 bgp
B    192.168.21.0/24 [200/0] via 10.10.10.102, 00:03:00
B    192.168.20.0/24 [200/0] via 10.10.10.102, 00:03:00
DUT#show ip route vrf vpn2 bgp
B    192.168.40.0/24 [200/0] via 10.10.10.103, 00:03:05
B    192.168.41.0/24 [200/0] via 10.10.10.103, 00:03:05
DUT#show ip route vrf vpn3 bgp
B    192.168.61.0/24 [200/0] via 10.10.10.104, 00:03:24
B    192.168.60.0/24 [200/0] via 10.10.10.104, 00:03:24
B    192.168.51.0/24 [20/0] via 172.16.3.1, 00:01:00
B    192.168.50.0/24 [20/0] via 172.16.3.1, 00:01:00
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N2X LDP Configuration
To configure LDP, click the LDP tab in the Routing window. Because LDP has already 
been configured as a result of the MP-iBGP configuration, you only need to enable the same 
by clicking on the Enable All Sessions button.

The LDP state will then go from Disabled to Operational, as shown in Figure 15-41. 

Figure 15-41 LDP Session Operational 

Verify LDP neighbor relationship and label exchange by performing the appropriate 
commands on the DUT, as shown in Example 15-5.

Example 15-5 DUT Verification LDP 

DUT#show mpls ldp neighbor
    Peer LDP Ident: 10.10.10.2:0; Local LDP Ident 10.10.10.101:0
        TCP connection: 10.10.10.2.646 - 10.10.10.101.32222
        State: Oper; Msgs sent/rcvd: 34/29; Downstream
        Up time: 00:04:58
        LDP discovery sources:
          GigabitEthernet0/2, Src IP addr: 10.10.10.2
        Addresses bound to peer LDP Ident:
          10.10.10.2

DUT#show mpls ldp bindings
  tib entry: 10.10.10.0/30, rev 61
        local binding:  tag: imp-null

continues

1990x15.fm  Page 35  Monday, November 21, 2005  10:16 AM



36     MPLS Configuration on Cisco IOS Software 

©Copyright 2006   •   Cisco Press   •   MPLS Configuration on Cisco IOS Software   •   1587051990

N2X MPLS Traffic Generation
In this section, you generate a traffic stream from the local CE routes to the remote PE 
generated VPNv4 routes and verify operation:

Step 1 Highlight Port 101/1 in the Setup-Traffic pane and, in the Traffic Profiles 
pane, right-click the first profile and select New Stream Group, as 
shown in Figure 15-42.

Figure 15-42 Adding a New Stream Group

  tib entry: 10.10.10.4/30, rev 84
        local binding:  tag: 23
  tib entry: 10.10.10.8/30, rev 86
        local binding:  tag: 24
  tib entry: 10.10.10.12/30, rev 88
        local binding:  tag: 25
  tib entry: 10.10.10.100/32, rev 90
        local binding:  tag: 26
  tib entry: 10.10.10.101/32, rev 4
        local binding:  tag: imp-null
  tib entry: 10.10.10.102/32, rev 92
        local binding:  tag: 27
  tib entry: 10.10.10.103/32, rev 94
        local binding:  tag: 28
  tib entry: 10.10.10.104/32, rev 96
        local binding:  tag: 29

Example 15-5 DUT Verification LDP (Continued)
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Step 2 Step 1 will create a new stream group under the selected profile. Double-
click the stream group to open the properties for the stream group. Under 
the General tab in the StreamGroup 8 Properties window, change the 
properties, as shown in Figure 15-43. Also, make sure Port 101/2 is 
identified as a valid traffic destination.

Figure 15-43 Stream Group Configuration-1

Step 3 Under the Packet Template tab, expand the VLAN header and the IPv4 
header, and configure the appropriate VLAN ID and source and destination 
addresses for the prefixes mapping to the VPN1 source and destinations 
shown in Figure 15-44. Click OK to close the StreamGroup 8 Properties 
window.

Step 4 Repeat Steps 1 through 3 to create two more streams for VPN prefixes 
mapping to VPN2 and VPN3, as shown in Figure 15-45. Finally, click the 
Traffic button in the toolbar to start the traffic.
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Figure 15-44 Stream Group Configuration-2

Figure 15-45 Stream Group Configuration-3
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Step 5 After the traffic has started, the counters indicate the real time results, as 
shown in Figure 15-46.

Figure 15-46 Traffic Test

Step 6 The next step is to configure MPLS VPN traffic originated from the 
emulated PE router prefixes to the emulated local CE router prefixes via 
the DUT.

Step 7 Highlight Port 101/2 in the Setup-Traffic pane and, in the Traffic Profiles 
pane, right-click the first profile and select New Stream Group.

Step 8 Step 7 creates a new stream group under the selected profile. Double-
click the stream group to open the properties for the stream group. Under 
the General tab in the StreamGroup 4 Properties window, change the 
properties as shown in Figure 15-47. Also, make sure Port 101/1 is 
identified as a valid traffic destination.

Step 9 Under the Packet Template tab, right-click the Ethernet Payload section 
and select New, as illustrated in Figure 15-48.
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Figure 15-47 PE Stream Group Configuration-1

Figure 15-48 PE Stream Group Configuration-2
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Step 10 This opens the New Packet window, as shown in Figure 15-49. In the New 
Packet window, select MPLS (2 Labels) with IPv4 because you are 
emulating a VPN route that will require two labels—a VPN label and a 
transport label. Click OK to close the New Packet window.

Figure 15-49 PE Stream Group Configuration-3

Step 11 Prior to adding the appropriate label values, verify the label values from 
the DUT for all three VPN prefixes that will function as destinations for 
the three VPN streams to be created, as shown in Example 15-6.

Example 15-6 Label Values on DUT 

DUT#show mpls forwarding vrf vpn1 192.168.10.0 detail
Local  Outgoing    Prefix            Bytes tag  Outgoing   Next Hop
tag    tag or VC   or Tunnel Id      switched   interface
16     Untagged    192.168.10.0/24[V]   \
                                     0          Gi0/1.1    172.16.1.1
        MAC/Encaps=0/0, MRU=1504, Tag Stack{}
        VPN route: vpn1
        No output feature configured
DUT#show mpls forwarding vrf vpn2 192.168.30.0 detail
Local  Outgoing    Prefix            Bytes tag  Outgoing   Next Hop
tag    tag or VC   or Tunnel Id      switched   interface
28     Untagged    192.168.30.0/24[V]   \
                                     0          Gi0/1.2    172.16.2.1
        MAC/Encaps=0/0, MRU=1504, Tag Stack{}
        VPN route: vpn2
        No output feature configured

continues
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Step 12 Under the Packet Template tab, expand the MPLS headers as well as the 
IP headers, and enter the appropriate values for the top and bottom labels 
as well as the source and destination addresses, as shown in Figure 15-50. 
Click OK to close this window.

Figure 15-50 PE Stream Group Configuration-4

Step 13 Repeat Steps 7 through 12 to add two more streams for prefixes mapping 
to VPNs VPN2 and VPN3.

Step 14 Finally, click the Traffic button in the toolbar to start the traffic. Once the 
traffic has started, the counters will indicate the results in real time, as 
shown in Figure 15-51.

DUT#show mpls forwarding vrf vpn3 192.168.50.0 detail
Local  Outgoing    Prefix            Bytes tag  Outgoing   Next Hop
tag    tag or VC   or Tunnel Id      switched   interface
26     Untagged    192.168.50.0/24[V]   \
                                     0          Gi0/1.3    172.16.3.1
        MAC/Encaps=0/0, MRU=1504, Tag Stack{}
        VPN route: vpn3
        No output feature configured

Example 15-6 Label Values on DUT (Continued)
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Figure 15-51 PE Traffic Test—Bidirectional

Testing L2 VPN with Agilent N2X
This section provides the steps to test a DUT for L2 VPN functionality in conjunction with 
the Agilent N2X.

Topology for L2 VPN Testing
The topology used in the test setup attempts to emulate the network as shown in Figure 15-52. 
A single Cisco router is configured to perform the functions of Router PE1 in all test cases 
for L2 VPN. All other associated CE routers and core routers shown in Figure 15-52 are 
emulated using two test ports on each of the route/traffic generators.

All directly connected CE routers to PE1 in the topology shown in Figure 15-52 are 
emulated using logical links (sub-interfaces) with a single physical interface connecting 
to the route/traffic generator. A second link connecting to the PE from the route/traffic 
generators emulates the MPLS domain (consisting of Routers P1, PE2, PE3, and PE4) with 
the appropriate emulated PE routers advertising VC prefixes mapping to the networks to be 
advertised by Routers CE2, CE4, and CE6. In all route/traffic generators, no emulation of 
the remote PE-CE Routing protocol is performed. The physical connectivity to emulate the 
network shown in Figure 15-52 is illustrated in Figure 15-53.
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Figure 15-52 Topology for L2 VPN Testing

Figure 15-53 Physical Connectivity 

Testing L2 MPLS VPN (AToM) Functionality
To test MPLS VPN PE functionality, a network is emulated, as shown in Figure 15-53, in 
which the DUT is PE1. The traffic generator and its ports are used to configure and emulate 
the rest of the network shown in Figure 15-53.
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Conditions and Prerequisites
The following outlines the conditions and prerequisites for the implementation of the test 
topology shown in Figure 15-52:

• This test requires two ports on the route/traffic generator; one port to emulate CE 
connectivity to the DUT and the other port to emulate the MPLS domain, which 
includes provider core routers and PE routers and remote CE routers belonging to 
multiple VPNs.

• The test involves the emulation of three CE routers belonging to different L2 VPNs 
on three different VLANs—100, 101, and 102—connecting to the DUT using Gigabit 
Ethernet sub-interfaces. 

Example 15-7 shows the configuration of the DUT used for testing MPLS VPN functionality.

Example 15-7 DUT Configuration for L2 VPN Test

hostname DUT
!
ip cef
!
interface Loopback0
 ip address 10.10.10.101 255.255.255.255
 no ip directed-broadcast
!
interface GigabitEthernet0/1
 description Connected to traffic generator port 1(emulate local CE connections)
 no ip address
 no ip directed-broadcast
!
interface GigabitEthernet0/1.100
 encapsulation dot1Q 100
 no cdp enable
 xconnect 10.10.10.102 100 encapsulation mpls
!
interface GigabitEthernet0/1.101
 encapsulation dot1Q 101
 no cdp enable
 xconnect 10.10.10.103 101 encapsulation mpls
!
interface GigabitEthernet0/1.102
 encapsulation dot1Q 102
 no cdp enable
 xconnect 10.10.10.104 102 encapsulation mpls
!
interface GigabitEthernet0/2
 ip address 10.10.10.1 255.255.255.252
 mpls label protocol ldp
 tag-switching ip
!
router ospf 100
 log-adjacency-changes
 network 10.10.10.0 0.0.0.3 area 0
 network 10.10.10.101 0.0.0.0 area 0
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Testing L2 VPN Functionality with Agilent N2X
For this test, use the Agilent N2X chassis along with a two-port GE line card to test L2 VPN 
PE functionality of the DUT. All configurations for route as well as traffic generation are 
performed on the N2X Packets 6.4 System Release. The version used for all screenshots in 
this chapter is 6.4. Prior to all the configurations in this chapter, the Agilent software has to 
be installed on a controller system that can be then used to configure the N2X chassis and 
cards. This will involve purchasing the appropriate licenses and software followed by 
installation. The installation procedures can be found online at http://www.agilent.com. 
After installation, verify that the IP address assigned to the N2X chassis is reachable from 
the controller system prior to configuration.

Prior to L2 VPN configuration on the N2X, remote connectivity to the N2X chassis needs 
to be established. This is explained in the L3 VPN N2X Packets and Protocols Initial 
Configuration section. Upon completion, the following steps are implemented on the 
N2X chassis for the configuration and implementation of L2 VPN. It is assumed that 
prior to the following configuration, the IP addressing and MAC addressing has been 
performed on the appropriate ports to the requirements outlined in Figure 15-53. It is 
important to implement the configuration of sub-interfaces on the CE emulation port with 
VLAN enabled (VLAN 100, 101, and 102) and the core emulation port will need to have 
OSPF and LDP enabled (OSPF for IGP and LDP for label exchange and MPLS operation).

Configuring OSPF as the IGP for L2 VPN
The configuration of OSPF as the IGP for implementation and verification of L2 VPN 
functionality is similar to the emulation of the network when implementing L3 VPN. The 
configuration consists of defining adjacency between the DUT and the router 10.10.10.2 
(P1) where the router 10.10.10.2 with router ID 10.10.10.100 generates LSAs that identify 
the topology of the core network as advertised by OSPF to the DUT. The configuration 
is the same as shown earlier in the N2X OSPF PE-CE and OSPF IGP Configuration section 
under Layer 3 VPN testing with N2X.

Once the configuration is performed as shown, enable the OSPF sessions in the core as 
depicted in the “N2X OSPF PE-CE and OSPF IGP Configuration” section. Once the 
neighbor relationship is complete, the DUT will see routes as generated by the core port, 
as illustrated in Example 15-8.

Example 15-8 OSPF Verification Core

DUT#show ip route ospf
     10.0.0.0/8 is variably subnetted, 9 subnets, 2 masks
        10.10.10.8/30 [110/2] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
        10.10.10.12/30 [110/2] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
        10.10.10.4/30 [110/2] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
        10.10.10.104/32 [110/3] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
        10.10.10.102/32 [110/3] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
        10.10.10.103/32 [110/3] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
        10.10.10.100/32 [110/2] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
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Configuring PE Routers and LDP for L2 VPN
The following steps outline the configuration of remote PE router LDP sessions for the 
emulated SP core (PE2, PE3, and PE4):

Step 1 To configure PE routers, click the Topology button in the Setup 
bar. Select Port 101/2 in the Setup-Topology window. Right-click 
the port and select the option to add a new PE router, as shown in 
Figure 15-54.

Figure 15-54 Adding New PE Router-1

Step 2 This opens the New PE Router window shown in Figure 15-55. 
Configure the PE name, the SUT IP address to be 10.10.10.101 (PE1 
loopback), select the PE2 loopback from the window, and click OK. 
This step also automatically creates a targeted LDP session between the 
two peers.

Step 3 Repeat Steps 1 and 2 to add the PE Routers PE3 and PE4 to the list of PE 
routers on 101/2, as shown in Figure 15-56.
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Figure 15-55 Adding New PE Router-2

Figure 15-56 Adding New PE Router-3
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Step 4 The next step is to add L2 over MPLS tunnels on Port 101/1, which is the 
port functioning as the access port.

To add an L2 over MPLS tunnel, select the access Port 101/1, and, in the 
Setup-Topology window, right-click the same and select the option to 
add a new L2oMPLS circuit, as shown, in Figure 15-57.

Figure 15-57 Adding New L2oMPLS Circuit-1

Step 5 In the L2oMPLS Circuits window, select the VC Type to be Ethernet 
VLAN. Enter 100 for the VLAN ID and 100 for the VC ID, select the 
endpoint of the tunnel to be the PE2 PE router, and click OK, as shown 
in Figure 15-58.

Step 6 Repeat Steps 4 and 5 for the two other L2oMPLS circuits mapping to 
VLAN 101 terminating on PE3, and VLAN 102 terminating on PE4 to 
create three total L2oMPLS circuits, as shown in Figure 15-59.
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Figure 15-58 Adding New L2oMPLS Circuit-2

Figure 15-59 Adding New L2oMPLS Circuit-3
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Step 7 Start the routing engine, and the PE routers and L2 circuits must come up, 
as shown in Figure 15-60.

Figure 15-60 Verification on N2X L2oMPLS

Step 8 Verify LDP neighbor relationship and label exchange by performing the 
appropriate commands on the DUT, as shown in Example 15-9.

Traffic Generation in L2 VPN
For traffic generation, you send three streams, all originating from the locally connected 
VLANs on the DUT, to the remote PE router loopback interfaces:

Step 1 Select the Traffic button in the Setup bar. In the Setup-Traffic window, 
click the New button drop-down menu and select L2oMPLS Mesh, as 
shown in Figure 15-61.

Example 15-9 DUT Verification LDP and L2 VPN States

DUT#show mpls l2transport vc

Local intf     Local circuit           Dest address    VC ID      Status
-------------  ----------------------- --------------- ---------- ----------
Gi0/1.100      Eth VLAN 100            10.10.10.102    100        UP
Gi0/1.101      Eth VLAN 101            10.10.10.103    101        UP
Gi0/1.102      Eth VLAN 102            10.10.10.104    102        UP
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Figure 15-61 Configuring L2oMPLS Mesh-1

Step 2 In the New L2oMPLS Traffic Mesh window, under the General tab, 
select Bidirectional traffic, as shown in Figure 15-62.

Figure 15-62 Configuring L2oMPLS Mesh-2
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Step 3 Under the Sources and Destinations tab, select all L2 circuits for traffic 
generation and click OK, as shown in Figure 15-63. This creates six 
traffic meshes.

Figure 15-63 Configuring L2oMPLS Mesh-3

Step 4 Start traffic by clicking on the Traffic button in the toolbar. Figure 15-64 
shows the real-time results area with incremental counters on 101/1 and 
101/2 depicting bidirectional traffic.
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Figure 15-64 Traffic Verification

Step 5 Verify operation of L2oMPLS traffic on DUT, as shown in Example 15-10.

Testing MPLS with the IXIA 1600T Platform
The section covers the following:

• Testing with IXIA

• Testing L3 MPLS VPN with IXIA

• PE-CE configuration on the IXIA

• Testing L2 VPN with IXIA

• Testing VPLS with IXIA

Example 15-10 DUT Verification of L2oMPLS Traffic

DUT#show mpls l2transport vc detail | inc packet
    packet totals: receive 16938670, send 20540565
    packet drops:  receive 0, seq error 0, send 0
    packet totals: receive 16938684, send 20540582
    packet drops:  receive 0, seq error 0, send 0
    packet totals: receive 16938696, send 20540596
    packet drops:  receive 0, seq error 0, send 0
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Testing with IXIA 
The IXIA system is a comprehensive tool available for testing multilayer 10/100 Mbps 
Ethernet, Gigabit and 10 Gigabit Ethernet, ATM, and Packet over SONET switches, 
routers, and networks. The IXIA product family includes the chassis, load modules, the 
IXIA Explorer software program, and optional Tcl scripts and related software. The IXIA 
Explorer software provides complete configuration, control, and monitoring of all IXIA 
resources in the test network, and the Tcl scripts allow the user to rapidly conduct the most 
popular industry benchmark tests. 

The user can configure and control the unit directly via back-panel connections to a keyboard, 
mouse, monitor, and printer. The unit can be connected to an Ethernet network, and an 
administrator can remotely monitor and control it using the IxExplorer software program. 
Multiple users can access the unit simultaneously, thereby splitting the ports within a 
chassis and controlling the activity and configuration of all ports and functions. Figure 15-65 
shows the IXIA chassis connected to the DUT. The chassis is connected to the Ethernet 
LAN network.

Figure 15-65 IXIA System and IxExplorer

The IxExplorer software is the user’s primary tool for interactive navigation, configuration, 
and control of the IXIA hardware. IxExplorer software that has been installed on the chassis 
itself can be accessed by using a monitor attached directly to the chassis. To use IxExplorer 
on a PC that is on the network attached to the IXIA chassis, IxExplorer software has to be 
installed. After initial configuration, the monitor, keyboard, and mouse need not remain 
attached to the chassis. If the IxExplorer is to be used from a remote system like a PC or 
remote workstation, the software must be installed there.
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IXIA Components
The IXIA system comprises the following components, as shown in Figure 15-66:

• Chassis

• Card

• Port

Figure 15-66 IXIA System Components

Chassis 
The IxExplorer chassis holds IXIA module cards. The name or IP address of each chassis 
must be input; the type of the chassis is automatically discovered by the software. A chassis 
may hold any mix of module cards.

Card
The IxExplorer card corresponds to an IXIA load module card. The types of cards loaded 
in a chassis are automatically discovered and the appropriate number of ports is inserted 
into the hierarchy. Each port on a card has the same capabilities. 

Port
The IxExplorer port corresponds to an individual port on an IXIA module card. Each port 
is independently programmed based on its ability to transmit and capture and its statistics 
capabilities. The IxExplorer software shows four separate views for programming and 
viewing operations:

• Filters, statistics, and receive mode—Sets the trigger and capture conditions for the 
capture buffer, the conditions for the four user-defined statistics, and the receive mode 
for the port. 

Port

Card

Load Modules

Chassis
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• Packet streams/flows—Defines the streams within stream regions and the contents 
of packets. 

• Capture view—Shows the data gathered during the capture operations. Data is 
displayed in raw form and interpreted for some protocols. 

• Statistics—Shows the live statistics gathered during transmit and capture operation.

IxExplorer Windows
The main interface to the IxExplorer software and, therefore, the IXIA hardware, is through 
the many windows, dialogs, and tabs that IxExplorer displays. The following sections 
describe some of the basic components of IxExplorer:

• Main Window 

• Explore Network Resources Window 

• Capture View Window 

• Statistic View Window 

• Protocol Window

Main Window
After starting IxExplorer (by clicking on the IxExplorer icon or via the Start menu), 
a dialog box will appear asking for the address of the chassis, as shown in 
Figure 15-67.

Figure 15-67 Chassis Address Dialog

After entering the name of the chassis or its IP address, click OK. The IxExplorer main 
window will be displayed, as shown in Figure 15-68. The IxExplorer main window is 
the first window displayed when running IxExplorer, and the starting point for many 
operations. This window is opened initially only by clicking the IxExplorer icon or by 
selecting IxExplorer from the Start menu. 
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Figure 15-68 Main Window

The elements of the Basic IxExplorer window are described in Table 15-1.

Table 15-1 Basic IxExplorer Window Elements 

Element Description

Title Bar Displays the name of the program plus the name of the workspace/
configuration file in use.

Menu Bar Location for the IxExplorer menus.

Toolbar A standard Windows toolbar containing file, display, and help related icons. 

Transmit Bar An IXIA-specific toolbar that allows easy access to transmit and capture 
operations. 

Windows Area The bulk of the window accommodates one or more specific IxExplorer 
windows. These include

• Explore Network Resources window 

• Capture View window 

• Latency/Sequence Checking View window 

• Statistic View window 

• Protocol window

MenusTitle Bar

Windows Area

Status Window

Tool Bar Transmit Bar

Status Bar
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Explore Network Resources Window 
The Explore Network Resources window is located within the IxExplorer main window 
and shows the hierarchy of IXIA hardware resources on the left side of the window. 
The details view on the right side shows detailed information for the item selected in the 
left side. 

An example of the Explore Network Resources window is shown in Figure 15-69. 

Figure 15-69 Network Resources Window Elements

The Explore Network Resources window is where most setup and programming of IXIA 
hardware is performed. The left side of the display holds a tree, which consists of the IXIA 
architecture hierarchy, from Chassis Chain down to Port level. For any item selected on the 
left side, the right side of the screen shows details for the selected item. This is sometimes 
a listing of contained items, and sometimes an active display, as in the Statistic View. 

Element Description

Status Window Shows advisory messages sent from the server. Right-clicking in the window 
brings up a simple menu allowing the window to be cleared and the font for 
the window to be set.

Status Bar Displays various status messages during IxExplorer operation.

Table 15-1 Basic IxExplorer Window Elements (Continued)

Resource Tree

Resource Detail
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Capture View Window 
The Capture View window is used to look at the data recorded from the DUT. The Capture 
View is accessed by selecting a port in the Resource tree, and then double-clicking 
Capture View from the list of options in the Resource details view. An example of the 
Capture View window is shown in Figure 15-70.

Figure 15-70 Capture View Window

The elements of the Capture View window are described in Table 15-2.

Statistic View Window 
Statistic Views are used to monitor various statistics for a single port or a group of ports. 
A new Statistic View is opened by right-clicking the Statistic Views in the Resource tree, 

Table 15-2 Capture View Window Elements

Element Description

Replay Bar A special toolbar used to scan captured frames. 

Frame List Lists a page of the frames that are present in the capture buffer for a port. 

Frame Decode Displays an attempt to decode the frame, in terms of protocol-dependent 
parameters.

Frame Data Displays the raw data (in hexadecimal format) for the frame.

Replay Bar

Frame List

Frame Decode

Frame Data

1990x15.fm  Page 60  Monday, November 21, 2005  10:16 AM



Testing MPLS     61

©Copyright 2006   •   Cisco Press   •   MPLS Configuration on Cisco IOS Software   •   1587051990

then selecting the New option from the menu. An existing Statistic View is opened by 
selecting Statistic Views in the Resource tree, then double-clicking one of the saved 
views from the Resource detail display. An example of the Statistic View window is 
shown in Figure 15-71.

Figure 15-71 Statistic View Window Elements

The elements of the Statistic View window are described in Table 15-3.

Table 15-3 Elements of the Statistic View Window

Element Description

StatView Toolbar A custom toolbar used to control transmit, capture, and statistics 
operations.

Statistic Labels The labels for each of the rows of the display. These are the statistics 
chosen for the set of ports in a statistics group. 

Individual Ports The column headings show the individual ports that are a part of the 
statistics group.

Statistic Labels Individual Ports StatView Toolbar
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Protocol Window 
The Protocol window allows configuration of routing protocols including BGP, OSPF, 
IS-IS, RSVP-TE, LDP, RIP, RIPng, IGMP, and PIM-SM, as shown in Figure 15-72. Note 
that the Protocol window is named as IXRouter in IXIA software versions 4.0 and higher.

Figure 15-72 Protocol Select Window

The fields and controls in the main Protocol window (showing protocol selections) are 
described in Table 15-4.

To go the Protocol window, there are two options:

• Option 1—Click the Protocol Window icon on the IxExplorer toolbar, as shown in 
Figure 15-73.

• Option 2—Right-click Chassis or Card in the Resource tree located in the window 
area, as shown in Figure 15-73.

Table 15-4 Protocol Window Elements

Field/Control Description

List of Protocols A tree structure that presents the protocols and access to various levels 
of configuration windows, depending on the protocol selected.

Port Selection 
Window

The window where protocols are selected for use with available ports. 
The protocols in the grid are grayed out for ports that do not support 
those protocols.
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Figure 15-73 Steps to Protocol Select Window 

Basic MPLS Configuration Procedure on IXIA
Figure 15-74 shows the IXIA configuration flowchart. The following three steps in the 
flowchart are mandatory and are a prerequisite to test all MPLS applications shown 
in Step 4:

• Configure protocol interfaces

• Configure OSPF routing

• Configure LDP session

Option 1

Option 2
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Figure 15-74 IXIA Configuration Flowchart

The following sections explore these steps in greater detail.

Configure Protocol Interfaces
Figure 15-75 illustrates an MPLS test network where PE1 is the DUT. PE1 Port GIG0/1 
serves as a CE interface and connects to IXIA Card 5, Port 1, which functions as a CE 
device. PE1 Port Gig0/2 serves as a provider interface and connects to IXIA Card 5, 
Port 2, which emulates the provider Router P, and PE Routers PE2, PE3, and PE4. 

Figure 15-75 MPLS Provider Network
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The steps to create an interface on the IXIA are as follows:

Step 1 Go to the Protocol window. In the Protocol window, perform the 
following steps, as shown in Figure 15-76:

Step A—Expand the Protocol Management folder.

Step B—Select the Protocol Interfaces.

Step C—Select the second interface.

Step D—Click the Add IPv4 Address to Selected Interface.

Figure 15-76 Protocol Interfaces

Step 2 This step is shown in Figure 15-77.

Figure 15-77 Configure P Router Interface

Step A—Configure the IP address 10.10.10.2 for the interface. This is the 
P router interface connected to the DUT’s PE1 provider interface 
(10.10.10.1/30).

Step A Step B

Step C

Step D

Step A

Step B

Step CStep D
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Step B—Configure the IP address mask.

Step C—Configure the gateway IP address, 10.10.10.1.

Step D—Enable the interface.

Step 3 In this step, additional interfaces or loopback interfaces are added on 
each of the emulated provider Routers PE2, PE3, and PE4:

Step A—Select the second interface, as shown in Figure 15-78.

Step B—Click Add Protocol Interface three times so that three 
additional interfaces can be configured.

Figure 15-78 Configure Loopback Interfaces for PE Routers PE2, PE3, and PE4

Step 4 This step is shown in Figure 15-79:

Step A—In this step, select the three additional interfaces created in Step 3.

Step B—Click Add IPv4 Address to Selected Interface.

Figure 15-79 Configuring IPv4 Address for Additional Interfaces

Step A

Step B

Step A

Step B
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Step 5 This step is shown in Figure 15-80:

Step A—Type 10.10.10.102 in the IPv4 field.

Step B—Select the cell with the value 10.10.10.102 and drag the fill 
handle across the cells you want to fill, and then release the mouse button. 
(The fill handle is the small black square in the lower-right corner of the 
selection. When you point to the fill handle, the pointer changes to a 
black cross.)

Step C—Right-click the mouse and go to Increment By Option, as 
shown in Figure 15-80. Click Increment By.

Step D—You will be in the Increment Step Size dialog box. By default, 
the last octet is shown to be incremented. Click OK and you will see the 
output shown in Figure 15-81.

Figure 15-80 Configuring IPv4 Addresses for PE2, PE3, and PE4

Step A

Step CStep D

Step B
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Figure 15-81 Output for PE2, PE3, and PE4 IP Addresses

Step 6 This step is shown in Figure 15-82:

Step A—Type 10.10.10.2 in the gateway field for the PE router with IP 
address 10.10.10.102.

Step B—Select the gateway cell for 10.10.10.102 and drag the fill handle 
across the cells you want to fill, and then release the mouse button.

Figure 15-82 Configure the Gateway Address for PE2, PE3, and PE4

Configure and Verify OSPF in the Provider Core on IXIA
The steps to configure OSPF routing on IXIA are as follows:

Step 1 In the Protocol window, as shown in Figure 15-83,

Step A—Select the Protocol Management folder by clicking it.

Step B—Enable the checkbox marked OSPF.

Step C—Expand OSPF.

Step A

Step B
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Figure 15-83 Enable OSPF

Step 2 As shown in Figure 15-84,

Step A—Under the OSPF node in the Protocol window, expand the tree 
and select the card port designation. In the example, Card 5, Port 2 is used.

Step B—Add the OSPF router by clicking the “plus” icon titled Add 
Router.

Step C—Configure the OSPF router ID 10.10.10.2.

Step D—Configure the number of interfaces, in this case 2; the first interface 
is the one directly connected to the DUT. This interface is emulating the P 
router (10.10.10.2) and serves as a gateway to the emulated PEs (PE2, PE3, and 
PE4) and the MPLS cloud. The second interface is the emulated PE router and, 
in this case, you would create PE2 (10.10.10.102).

Step E—Finally, enable the OSPF router.

Figure 15-84 Create OSPF Router

Step A

Step B

Step C

Step B

Step E Step D

Step C

Step A
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Step 3  As shown in Figure 15-85,

Step A—Click the Interfaces tab as shown in Figure 15-85. 

Step B—Select the protocol interface, in this case (ProtocolInterface—
05:02-1), which should be the 10.10.10.2 interface.

Step C —Enable the P router interface. Ensure that this network type is 
configured for broadcast.

Figure 15-85 Enable OSPF on P Router Interface

Step 4 As shown in Figure 15-86, configure the PE2 router interface:

Step A—Configure the interface IP address to 10.10.10.102.

Step B—Configure the mask, in this case 255.255.255.255.

Step C—Enable the PE2 router interface. Note that this is
not a connected interface, so do not check the Connected to 
DUT box.

Step BStep CP Router
Interface

Step A
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Figure 15-86 Enable OSPF on PE2 Router Interface 

Step 5 As shown in Figure 15-87, enable OSPF on PE3 and PE4 router 
interfaces.

Figure 15-87 Enable OSPF on PE2, PE3, and PE4 Router Interfaces

Step 6 Select the PE2 interface. Double-click this interface to get to the screen 
shown in Figure 15-88:

Step A—Change the link type for the router LSA to be generated as a stub. 

Step B—Double-click Advanced and change the link type to be a stub; 
click OK (not depicted).

Step AStep CPE2 Router
Interface

Step B

PE4PE3
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Figure 15-88 OSPF Configuration Settings

Step 7 As shown in Figure 15-89,

Step A—Click the interface card, as shown in Figure 15-89.

Step B—Start the OSPF process by clicking the Start icon.

Figure 15-89 Start OSPF Process

Step BStep A

Step BStep A
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Step 8 To verify OSPF connections, go to the Windows tab and click Explore 
Network Resources. Then, follow the steps shown in Figure 15-90:

Step A—Click Statistic View, as shown in Figure 15-90. On the right pane, 
look at OSPF Session Configured and OSPF Neighbors in Full State.

Figure 15-90 OSPF Verification

On the DUT, issue a show ip ospf neighbor to verify the OSPF connectivity between the 
DUT and IXIA Port 5-2. This is shown in Example 15-11.

Configure and Verify LDP in Provider Core on IXIA
This section outlines the steps taken to implement LDP with the emulated provider core 
routers between the IXIA and the DUT:

Step 1 In the IxExplorer window, open the Protocol window by clicking on a 
chassis, card, or port and then clicking on the Protocol Window icon:

Step A—Once in the Protocol window, click the Protocol Management 
folder, as shown in Figure 15-91.

Step B—Enable LDP emulation on Port 05:01, as shown in Figure 15-91.

Example 15-11 show ip ospf neighbor on PE1

PE1#show ip ospf neighbor

Neighbor ID     Pri   State           Dead Time   Address         Interface
10.10.10.2        0   FULL/DROTHER    00:00:34    10.10.10.2      GE-WAN3/3

Step A
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Figure 15-91 Enable LDP on the IXIA Interface

Step 2 The steps to add LDP routers are

Step A—Click the LDP folder.

Step B—Click the Routers tab, as shown in Figure 15-92.

Step C—Click the Add Routers icon, as shown in Figure 15-92.

Step D—Step C takes you to the Add LDP Routers screen, as shown in 
Figure 15-92. Select the port to be included in LDP.

Step E—In this step, input value 1 in the Add # LDP Routers per Port 
box. This step creates the emulated LDP P router.

Step F—Click OK to close box.

Figure 15-92 Add LDP Router

Step A Step B
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Step 3 In this step, the P router interface properties are configured:

Step A—Configure the router ID to 10.10.10.2.

Step B—Ensure that VC FECs is checked.

Step C—Input numeric value 3 in the Number of Adv FEC Ranges box. 
This field indicates the number of FECs advertised by the P router. The 
P router advertises PE router interfaces 10.10.10.102 to 10.10.10.104.

Step D—Enable the LDP router by clicking the checkbox, as shown in Figure 15-93.

Figure 15-93 Configure the LDP Interface for P Router

Step 4 In this step, the LDP parameters for the P router are defined by clicking 
on the Interfaces tab, as shown in Figure 15-94:

Step A—Select the Protocol Interface 5:02-1, which is 10.10.10.102. 
Select the Basic LDP Discovery Mode.

Step B—Enable the LDP router interface.

Figure 15-94 Configure the LDP Interface for P Router

Step D

Step A

Step CStep B

Step A

Step B
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Step 5 In this step, the LDP parameters (networks and labels) for the P router are 
defined. Click the Adv FEC Ranges tab:

Step A—Configure networks as shown in Figure 15-95.

Step B—Configure the network masks. 

Step C—Ensure that number of networks is “1.”

Step D—Configure the label start value to implicit null. 

Step E—Enable all the FECs.

Figure 15-95 Configure the FEC to Be Advertised

Step 6 Finally, start the LDP session, as shown in Figure 15-96. Follow the steps 
shown in Figure 15-96.

Figure 15-96 Start LDP

Step A

Step B

Step C

Step DStep E

Step A

Step B
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Step 7 To verify the LDP session,

Step A—Go to Explore Network Resources, as shown in Figure 15-97.

Step B—Go to the Statistic View for Port 5:02 and scroll down the right 
pane to view the LDP Basic Session. In this case, the P router has an LDP 
session with PE1, which is the DUT. Example 15-12 displays the show 
mpls ldp neighbor 10.10.10.2 output.

Figure 15-97 Verify LDP on IXIA

Testing L3 MPLS VPN with IXIA
Figure 15-98 shows an L3 MPLS VPN network. Multiple 802.1Q sub-interfaces are 
configured on the CE interface GIG0/1 on the DUT. These interfaces are VRF-enabled and 
connect to Card 5, Port 1 on the IXIA. Port Gig0/2 on the DUT is connected to Card 5, 
Port 2 on the IXIA. Port 5-2 on IXIA simulates the provider network comprising the 
P router and PE Routers PE2, PE3, and PE4. These routers have individual MP-iBGP 
sessions with the DUT (PE1) and advertise VPNv4 routes to the DUT.

Example 15-12 show mpls ldp neighbor 10.10.10.2 on DUT

DUT#show mpls ldp neighbor 10.10.10.2
    Peer LDP Ident: 10.10.10.2:0; Local LDP Ident 10.10.10.101:0
        TCP connection: 10.10.10.2.646 - 10.10.10.101.20824
        State: Oper; Msgs sent/rcvd: 6130/5363; Downstream
        Up time: 14:53:44
        LDP discovery sources:
          GigabitEthernet0/2, Src IP addr: 10.10.10.2 
        Addresses bound to peer LDP Ident:
          10.10.10.2
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Figure 15-98 MPLS VPN Network

The following sections demonstrate the following:

• Configuring MP-iBGP on the IXIA

• PE-CE routing

• Traffic generation

It is imperative that the MPLS is enabled on the IXIA prior to configuring the following. 
Refer to the section “Basic MPLS Configuration Procedure on IXIA” in this chapter prior 
to implementing the steps in following sections.

Configuring MP-iBGP on IXIA
The following outlines the steps for the configuration of MP-iBGP between the IXIA and 
the DUT ports:

Step 1 In the Protocol window, perform the following steps:

Step A—Click Port 5-2 in the BGP folder.

Step B—Go to the Peers tab.

Step C—Add BGP neighbors by clicking three times on the Add 
Neighbor icon.

Step D—Change the local IP for each of the interfaces to 10.10.10.102, 
10.10.10.103, and 10.10.10.104, respectively. These symbolize the 
loopback interfaces on PE2, PE3, and PE4.

Step E—Change the number of neighbors for each to “1.”
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Step F—Change the DUT IP to 10.10.10.101. This is the loopback on the DUT.

Step G—Change the BGP ID, as shown in Figure 15-99. 

Step H—Each peer in this case has a single VRF. Change the value to 1 
for each neighbor. 

Step I—Enable all the BGP neighbors.

Figure 15-99 Configure BGP Peers

Step 2 In this step, the attributes for the VRFs are configured as shown in the 
following steps:

Step A—Click the VRFs tab.

Step B—Configure Admin part AS Number to 1 for all peers. This 
signifies the AS portion export route target (RT) value “AS:nn.”

Step C—Configure the Admin part Assigned Number to the value, as 
shown in Figure 15-100.

Step D—Configure the RT value in such a way that it matches the export 
RT configured in the DUT. For example, the DUT is configured to export 
RIP routes with RT 1:1. Therefore, VRF on peer 10.10.10.102 is 
configured to import RIP routes with RT value 1:1. 

Step E—Change the number of route ranges for each peer to 1, which 
maps to the networks to be advertised.

Step F—Enable the VRF.

Step A

PE2

Step B

Step C

PE3
PE4

Step I Step D

Step E

Step F Step G Step H
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Figure 15-100 Configure L3 VRFs

Step 3 In this step, the VPNv4 routes are configured that will be advertised by 
each remote peer to the DUT:

Step A—Click VPN Route Ranges, as shown in Figure 15-101.

Step B—Change the routes as shown in Figure 15-101. PE2 will 
advertise networks starting with 192.168.20.0.

Step C—Change the number of routes to 2. This means PE2 advertises 
networks 192.168.20.0 and 192.168.21.0.

Step D—Enable the route ranges for each peer.

Step E—Start BGP routing by clicking the Start icon.

Figure 15-101 Configure VPNv4 Route Ranges
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Verify MP-iBGP Connectivity Between IXIA and DUT
The following steps outline the verification of MP-iBGP connectivity between the IXIA 
and the DUT:

Step 1 On the DUT, verify by issuing show ip bgp vpnv4 all summary. 
Example 15-13 shows the output of show ip bgp vpnv4 all summary on 
the DUT. As seen in the output, the DUT has formed an MP-iBGP 
session with all simulated PEs on the IXIA.

Step 2 On the IXIA, verify the MP-iBGP connectivity by going to the Explore 
Network Resources window and clicking Statistic View, as shown in 
Figure 15-102.

Figure 15-102 LDP Verification on IXIA

PE-CE Configuration on the IXIA
In this section, RIP PE-CE routing, BGP PE-CE routing, and OSPF PE-CE routing are 
configured on the IXIA. Ensure that the following steps are performed prior to configuring 
PE-CE routing:

Step 1 Prior to configuring, ensure that protocols RIP, BGP, and OSPF are 
enabled on Port 5-1, as shown in Figure 15-103.

Example 15-13 show ip bgp vpnv4 all summary

DUT#show ip bgp vpnv4 all summary | begin 10.10.10.102
10.10.10.102    4     1    1864    1918      463    0    0 00:00:18        2
10.10.10.103    4     1     431     491      463    0    0 00:00:17        2
10.10.10.104    4     1     429     489      463    0    0 00:00:19        2
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Figure 15-103 Enabling Protocols

Step 2 Go to the Protocol window and ensure that Protocol Interfaces shows the 
relevant interfaces on Port 5-1, as shown in Figure 15-104.

Figure 15-104 Configure CE Interfaces on IXIA Port 5-1

RIP PE-CE Routing Configuration on the IXIA
The steps to configure RIP PE-CE routing are as follows:

Step 1 In this step, the RIP router is defined. The steps are as follows:

Step A—Click Port 5-1 under the RIP folder, as shown in Figure 15-105.

Step B—Add the RIP router by clicking on the Add Router icon.

Step C—Define the protocol interface, in this case 5-1:1-RIP.

Step D—Define the number of route ranges to 1.

Step E—Enable the RIP router.
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Figure 15-105 Configuring RIP Router

Step 2 In this step, the VPNv4 routes that will be advertised by each remote peer 
to the DUT are configured:

Step A—Click Route Ranges, as shown in Figure 15-106.

Step B—Change the routes as shown in Figure 15-106. 172.16.1.1 
advertises networks starting with 192.168.10.0.

Step C—Change the number of routes to 2. This means RIP 
interface 172.16.1.1 advertises networks 192.168.10.0 and 
192.168.11.0.

Step D—Ensure that the next hop advertised in the update is 
172.16.1.1.

Step E—Enable the route range and then start RIP PE-CE routing by 
clicking the Start icon.

Step B

Step DStep CStep E

Step A
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Figure 15-106 Configure RIP Routes to Be Advertised by CE1

Verify RIP PE-CE Routing Configuration on the IXIA
The steps to verify RIP PE-CE routing are

Step 1 On the DUT, verify by issuing show ip route vrf VRF-RIP. Example 15-14 
shows the output of show ip route vrf VRF-RIP on the DUT.

Step 2 On the IXIA, in the Protocol window, click the PE2 on Port 5-2 under the 
BGP folder. Click Learned Routes. Click the Refresh filter to see the 
routes from CE1, as shown in Figure 15-107. 

Example 15-14 show ip route vrf VRF-RIP

DUT#show ip route vrf VRF-RIP rip
R    192.168.10.0/24 [120/1] via 172.16.1.1, 00:00:03, GigabitEthernet0/1.100
R    192.168.11.0/24 [120/1] via 172.16.1.1, 00:00:03, GigabitEthernet0/1.100

Step A

Step CStep B Step DStep E
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Figure 15-107 View RIP Routes from CE1 on PE2—10.10.10.102

BGP PE-CE Routing Configuration on the IXIA
The steps to configure BGP PE-CE routing are as follows:

Step 1 In this step, the BGP neighbor is defined. The steps are as follows:

Step A—Click Port 5-1 under the BGP folder, as shown in Figure 15-108.

Step B—Go to the Peers tab and click the Add Router (plus sign) icon.

Configure Steps C through J as shown in Figure 15-108. Note that this is 
an eBGP session and ensure that the CE3 AS is 65,001.

Figure 15-108 Configure BGP Peers

Step B

Step C

Step A

Step D Step E
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Step G
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Step 2 In this step, the route range that will be advertised by CE3 to the DUT is 
configured:

Step A—Click Route Ranges, as shown in Figure 15-109.

Step B—Change the routes as shown in Figure 15-109. 172.16.2.1 
advertises networks starting with 192.168.30.0.

Step C—Change the number of routes to two. This means BGP peer 
172.16.2.1 advertises networks 192.168.30.0 and 192.168.31.0.

Step D—Enable the route range and then start RIP PE-CE routing by 
clicking on the Start icon.

Figure 15-109 Configure BGP Routes to Be Advertised by CE2

Verify BGP PE-CE Routing Configuration
The steps to verify BGP PE-CE routing are as follows:

Step 1 On the DUT, verify by issuing show ip bgp vpnv4 all summary. 
Example 15-15 shows that the BGP neighbor relationship with 
172.16.2.1 is up.

Example 15-15 show ip bgp vpnv4 all summary

DUT#show ip bgp vpnv4 all summary | begin N
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ Up/Down  State/PfxRcd
10.10.10.102    4     1    2146    2208      495    0    0 02:21:03        2
10.10.10.103    4     1     713     781      495    0    0 02:21:02        2
10.10.10.104    4     1     711     779      495    0    0 02:21:04        2
172.16.2.1      4 65001     370     423      495    0    0 00:00:53        2

Step CStep BStep D

Step A
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OSPF PE-CE Routing Configuration on the IXIA
The steps to configure OSPF PE-CE routing are as follows:

Step 1 In this step, the OSPF router is defined. The steps are as follows:

Step A—Click Port 5-1 under the OSPF folder, as shown in Figure 15-110. 

Step B—Go to the Routers tab and click the Add Router (plus sign) 
icon.

Step C—Configure the router ID as 172.16.3.1.

Step D—The number of interfaces is 1 because OSPF is enabled only on 
the 172.16.3.0 network.

Step E—Configure the number of the OSPF route range as 1.

Figure 15-110 Configure OSPF Router

Step 2 In this step, the OSPF routers interface properties are configured:

Step A—Click the Interfaces tab, as shown in Figure 15-111.

Step B—Select the protocol interface.

Step C—Ensure that the Connected to DUT check box is checked.

Step D—Enable the interface.

Step EStep C Step DStep F

Step B

Step A
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Figure 15-111 Configure OSPF Interfaces

Step 3 In this step, the route range that will be advertised by CE5 to the DUT is 
configured:

Step A—Click Route Ranges, as shown in Figure 15-112.

Step B—Configure the routes as shown in Figure 15-112. 172.16.3.1 
advertises networks starting with 192.168.50.0.

Step C—Ensure that the mask is right; in this case, 24.

Step D—Change the number of routes to 2. This means OSPF neighbor 
172.16.3.1 advertises networks 192.168.50.0 and 192.168.51.0.

Step E—Enable the route range and then start OSPF PE-CE routing by 
clicking the Start icon.

Step BStep D
Step C

Step A
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Figure 15-112 Configure OSPF Route Range to Be Advertised by CE3

Verify OSPF PE-CE Routing Configuration
The steps to verify BGP PE-CE routing are as follows:

Step 1 On the DUT, verify by issuing show ip ospf neighbor. Example 15-16 
shows the output of show ip ospf neighbor on the DUT.

Step 2 On the DUT, verify by issuing show ip route vrf VRF-OSPF. Example 15-17 
shows the output of show ip route vrf VRF-OSPF on the DUT.

Example 15-16 show ip ospf neighbor

DUT#show ip ospf neighbor | inc N|172   
Neighbor ID   Pri  State          Dead Time   Address       Interface
172.16.3.1     0     FULL/DROTHER    00:00:38    172.16.3.1      GigabitEthernet0/1.102

Example 15-17 show ip route vrf VRF-OSPF

DUT#show ip route vrf VRF-OSPF     
B    192.168.61.0/24 [200/0] via 10.10.10.104, 02:53:17
B    192.168.60.0/24 [200/0] via 10.10.10.104, 02:53:17
     172.16.0.0/30 is subnetted, 1 subnets
C       172.16.3.0 is directly connected, GigabitEthernet0/1.102
O IA 192.168.51.0/24 [110/1] via 172.16.3.1, 00:01:20, GigabitEthernet0/1.102
O IA 192.168.50.0/24 [110/1] via 172.16.3.1, 00:01:20, GigabitEthernet0/1.102

Step CStep E
Step B Step D

Step A
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Traffic Generation
In previous sections, you have worked with control plane generation using the IXIA. In this 
section, you will configure data traffic generation. You will configure data forwarding from 
CE1 (192.168.10.0) to CE2 (192.168.20.0) and vice versa. 

CE1 to CE2
Data forwarding will take place between IXIA 5-1 to IXIA 5-2. The steps to configure data 
plane traffic are as follows:

Step 1 The steps are as follows:

Step A—In the Protocol window, click the Traffic Management folder.

Step B—Click the plus icon, and a Select Item for Stream Generation 
dialog appears.

Step C—Select IP.

Step D—Select the destination by expanding the 5-2 BGP folder, and 
select the appropriate destination, as shown in Figure 15-113.

Figure 15-113 Configure Traffic Stream from CE1 to CE2 on Port 5-1 

Step C Step DStep A Step B
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Step 2 In this step, the traffic map created previously is enabled, as shown in 
Figure 15-114:

Step A—Enable the traffic map.

Step B—Configure packet size to 64 bytes. This can be changed to the 
desired packet size if needed.

Step C—Configure the desired line rate to 10 percent, which can be 
varied depending on the requirement of the test.

Figure 15-114 Configure Stream Parameters

Step 3 The steps shown in Figure 15-115 are as follows:

Step A—Double-click the Transmitting Ports section.

Step B—Select Port 5-1.

Step C—Click the direction button and click OK.

Figure 15-115 Define the Transmitting Port

Step CStep A Step B

Step C

Step A

Step B
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Step 4 The steps shown in Figure 15-116 are as follows:

Step A—Select the traffic map.

Step B—Click the Generate button.

Step C—A dialog box indicating that the stream is generated appears. 
Click OK.

Figure 15-116 Generate the Traffic Stream

Step 5 This optional step is shown in Figure 15-117. The purpose of adding 
signatures to the packet is to clearly distinguish the data packet from 
other packets. In this step, a signature is added to the packet so that the 
packets can be accurately counted. Go to the Explore Network Resources 
window:

Step A—Select Packet Stream under Card 5, Port 1.

Step B—Select the stream in the right pane and double-click to go to 
Step 6.

Step C

Step A

Step B
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Figure 15-117 Select the Auto-Generated Stream Under Port 5-1

Step 6 This is an optional step. The following steps are as shown in Figure 15-118:

Step A—Select UDF5 (User Data Field) in the Frame Data tab.

Step B—Configure the offset to 50.

Step C—Select the counter type as 32.

Step D—Configure the 32-bit pattern “AA AA AA AA.” This is your 
signature in the packet.

Step E—Select step size as 0.

Step F—Enable the UDF.

Figure 15-118 Configure Packet Signature

Step A Step B

Step A Step C

Step E

Step BStep F

Step D

1990x15.fm  Page 93  Monday, November 21, 2005  10:16 AM



94     MPLS Configuration on Cisco IOS Software 

©Copyright 2006   •   Cisco Press   •   MPLS Configuration on Cisco IOS Software   •   1587051990

Step 7 This is an optional step. In this step, properties of the stream are configured 
as shown in Figure 15-119. This stream will be configured for a definite 
packet count:

Step A—Select the Stream Control tab.

Step B—Select Stop after this Stream so that a definite amount of 
packets can be sent.

Step C—Configure the number of packets to be 100,000.

Figure 15-119 Define Stream Properties

Step 8 In Steps 6 and 7, the signature in the packet stream originating from 
Port 5-1 was introduced. In this step, Port 5-2 is configured so that it can 
receive the correct packet with the signatures introduced earlier, as 
shown in Figure 15-120:

Step A—Select Card 5, Port 2.

Step B—Double-click Filter, Statistics, Receive Mode.

Step C—Select User Defined Statistic 1.

Step D—Select Pattern1.

Step E—Select Pattern 1 tab.

Step F—Configure the offset as 50. This should be the same as 
configured in Step 6.

Step G—Configure the pattern. The pattern should match the pattern 
configured in Step 7.

Step BStep A

Step C
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Figure 15-120 Configure the Receive Port 5-2

Step 9 In this step, the transmittal of packets from Card 5, Port 1 is initiated, as 
shown in Figure 15-121:

Step A—Select the packet stream in Card 5, Port 1, and select the Start 
Transmit icon.

Figure 15-121 Start Packet Stream from 5-1 to 5-2

Step BStep A
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Step D

Step E Step G

Step F

Step A
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Step 10 A statistic window appears, as shown in Figure 15-122, if the Auto-Open 
on Start-Transmit check box is checked in Tools > Options > Statistic 
Views:

A—Shows the frames sent from 5-1.

B—Shows the frames received on 5-2.

C—Because B can show protocol packets as well, the UDF statistics 
show the correct count of packets received. 

Figure 15-122 Statistic Window

Step A

Step C

Step B
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CE2 to CE1
To generate traffic stream, follow the steps shown from CE1 to CE2, except Step 1. In 
Step 1, change the parameters as shown in Figure 15-123. The rest of the steps can be 
followed as shown.

Figure 15-123 Traffic Map

The statistic window when 5-1 and 5-2 are both transmitting is shown in Figure 15-124:

A—Frames sent from CE1 (5-1) to CE2 (5-2).

B—Frames sent from CE2 (5-2) to CE1 (5-1).

C—Frames received from CE2 (5-2) at CE1 (5-1).

D—Frames received from CE1 (5-1) at CE2 (5-2).

E—Accurate count of frames received from CE2 (5-2) at CE1 (5-1).

F—Accurate count of frames received from CE1 (5-1) at CE2 (5-2).
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Figure 15-124 Statistic Window

Example 15-18 displays the DUT configuration for MPLS VPN.

Example 15-18 DUT Configuration for MPLS VPN 

hostname DUT
!
boot system flash disk2:c7200-p-mz.122-24.8.S2
!
ip subnet-zero
ip cef
!
ip vrf VRF-BGP
 rd 1:2
 route-target export 1:2
 route-target import 1:2
!
ip vrf VRF-OSPF
 rd 1:3
 route-target export 1:3
 route-target import 1:3
!

Step AStep C

Step E

Step B Step D

Step F
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ip vrf VRF-RIP
 rd 1:1
 route-target export 1:1
 route-target import 1:1
!
mpls ldp router-id Loopback0
mpls label protocol ldp
!
interface Loopback0
 ip address 10.10.10.101 255.255.255.255
!
interface GigabitEthernet0/1
 duplex full
 speed auto
 media-type gbic
 negotiation auto
!
interface GigabitEthernet0/1.100
 encapsulation dot1Q 100
 ip vrf forwarding VRF-RIP
 ip address 172.16.1.2 255.255.255.252
!
interface GigabitEthernet0/1.101
 encapsulation dot1Q 101
 ip vrf forwarding VRF-BGP
 ip address 172.16.2.2 255.255.255.252 
!
interface GigabitEthernet0/1.102
 encapsulation dot1Q 102
 ip vrf forwarding VRF-OSPF
 ip address 172.16.3.2 255.255.255.252
!
interface GigabitEthernet0/2
 description connected to IXIA (PE2) port 5-2
  ip address 10.10.10.1 255.255.255.252
  duplex auto
  speed auto
  media-type gbic
  negotiation auto
  mpls ip
  no clns route-cache
!
router ospf 102 vrf VRF-OSPF
 log-adjacency-changes
 redistribute bgp 1 metric 1 subnets
 network 172.16.3.0 0.0.0.255 area 0
!
router ospf 1
 log-adjacency-changes
 network 10.10.10.0 0.0.0.255 area 0
!

continues

Example 15-18 DUT Configuration for MPLS VPN (Continued)
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router rip
 version 2
 !
 address-family ipv4 vrf VRF-RIP
 redistribute bgp 1 metric transparent
 network 172.16.0.0
 no auto-summary
 exit-address-family
!
router bgp 1
 no synchronization
 bgp log-neighbor-changes
 neighbor 10.10.10.102 remote-as 1
 neighbor 10.10.10.102 update-source Loopback0
 neighbor 10.10.10.103 remote-as 1
 neighbor 10.10.10.103 update-source Loopback0
 neighbor 10.10.10.104 remote-as 1
 neighbor 10.10.10.104 update-source Loopback0
 no auto-summary
 !
 address-family vpnv4
 neighbor 10.10.10.102 activate
 neighbor 10.10.10.102 send-community extended
 neighbor 10.10.10.103 activate
 neighbor 10.10.10.103 send-community extended
 neighbor 10.10.10.104 activate
 neighbor 10.10.10.104 send-community extended
 exit-address-family
 !
 address-family ipv4 vrf VRF-RIP
 redistribute rip metric 1
 no auto-summary
 no synchronization
 exit-address-family
 !
  address-family ipv4 vrf VRF-OSPF
  redistribute ospf 102 vrf VRF-OSPF
  no auto-summary
  no synchronization
  exit-address-family
  !
  address-family ipv4 vrf VRF-BGP
  neighbor 172.16.2.1 remote-as 65001
  neighbor 172.16.2.1 activate
  no auto-summary
  no synchronization
  exit-address-family
!
ip classless

Example 15-18 DUT Configuration for MPLS VPN (Continued)
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Testing L2 VPN with IXIA
Figure 15-125 shows an L2 VPN network. The VC IDs used on the VLAN sub-interfaces 
are 100, 101, and 102. The steps to configure L2 VPN for the IXIA simulated network are 
shown in the following subsections.

Figure 15-125 L2 VPN Test Network

Configuring L2 VPN on IXIA
Before configuring the following, MPLS must already be enabled on the IXIA. Refer to the 
section “Basic MPLS Configuration Procedure on IXIA” in this chapter.

The steps to configure L2 VPN are

Step 1 In this step, the LDP routers are defined so that the Martini session can 
be formed with the DUT, as displayed in Figure 15-126:

Step A—In the Protocol window, select Card 5, Port 2 under the LDP 
folder.

Step B—Select the Router tab in the right pane and click it three times 
to create three additional LDP routers.

Step C—Configure the router IDs for each LDP router created.

Step D—Ensure that the Enable VC FECs box is checked.

Step E—Configure the number of L2 interfaces for each LDP router 
as “1.”

Step F—Enable the LDP routers.
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Figure 15-126 Configure LDP Routers

Step 2 In this step, the LDP interfaces are defined as displayed in Figure 15-127:

Step A—Select the Interfaces tab.

Step B—Select the protocol interface for PE2, PE3, and PE4.

Step C—Select Extended Martini as the LDP discovery mode.

Step D—Configure the number of LDP targeted peers for each LDP 
router as “1.”

Step E—Enable the LDP interfaces.

Figure 15-127 Configure LDP Interfaces

Step A

Step F Step E

Step B

Step C

Step D

Step A

Step E Step DStep BStep C
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Step 3 In this step, define the LDP target peers as displayed in Figure 15-128:

Step A—Select the Target Peers tab.

Step B—Configure the target peer IP address as 10.10.10.101, which is 
the loopback on the DUT.

Step C—Enable the target peers.

Figure 15-128 Configure LDP Target Peers

Step 4 In this step, the L2 interfaces are defined as displayed in Figure 15-129:

Step A—Select the L2 Interfaces tab.

Step B—Select the VC type as Ethernet VLAN.

Step C—Configure the group ID as 1.

Step D—Configure L2 VC ranges for each LDP router as “1.”

Step E—Enable the L2 interfaces.

Step A

Step BStep C
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Figure 15-129 Configure L2 Interfaces

Step 5 In this step, the L2 VC range is defined:

Step A—Select the L2 VC Ranges tab.

Step B—Configure the DUT (10.10.10.101) as the peer.

Step C—Configure the VC ID as shown in Figure 15-130.

Step D—Configure the MTU as 1,500.

Step E—Enable the L2 VC range and start the LDP sessions by clicking 
the Start icon.

Figure 15-130 Configure L2 VC Range
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Verify L2 VPN on IXIA
The steps to verify the L2 VPN are

Step 1 On the DUT, verify by issuing show mpls l2transport vc. Example 15-19 
shows the output of show mpls l2transport vc on the DUT.

Step 2 You can verify the same on the IXIA by clicking the Statistic View 
on the IXIA for Port 5-2. Figure 15-131 shows that the targeted LDP 
sessions are up and running.

Figure 15-131 Verify Targeted LDP Sessions

L2 VPN Traffic Generation on IXIA
In this section, traffic will be generated on VC ID 100 originating from 10.10.10.102 to 
10.10.10.101.

Generate Traffic from Card 5, Port 2
The following steps outline the procedure for traffic generation from IXIA Port 5-2:

Step 1 The steps are as follows:

Step A—In the Protocol window, click the Traffic Management folder.

Example 15-19 show mpls l2transport vc

DUT#show MPLS l2transport vc

Local intf     Local circuit        Dest address    VC ID      Status    
-------------  -------------------- --------------- ---------- ----------
Gi0/1.100      Eth VLAN 100         10.10.10.102    100        UP        
Gi0/1.101      Eth VLAN 101         10.10.10.103    101        UP        
Gi0/1.102      Eth VLAN 102         10.10.10.104    102        UP  
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Step B—Click the plus icon and a Select Item for Stream Generation 
dialog appears.

Step C—Select MPLS.

Step D—Select the destination by expanding the 5-2 LDP folder 
for 10.10.10.102, and select the appropriate source, as shown in 
Figure 15-132.

Figure 15-132 Configure Traffic Stream from 10.10.10.102 to CE1 on Port 5-2

Step 2 The steps displayed in Figure 15-133 are as follows:

Step A—Select the traffic map.

Step B—Click the Generate button.

Step C—A dialog box indicating the stream is generated appears. 
Click OK.

Step B

Step A

Step C Step D
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Figure 15-133 Generate the Traffic Stream

Generate Traffic from Card 5, Port 1
The following steps outline the procedure for traffic generation from the IXIA 
Port 5-1:

Step 1 In this step, you will create a traffic stream under Port 5-1. Select Packet 
Streams under Card 5, Port 1, as displayed in Figure 15-134:

Step A—Right-click and select New Stream.

Step B—Enable the stream.

Step C—Select End.

Step D—Change max rate to be 10 percent from the default 100 percent.

Step E—Select the stream and then double-click it.

Step A

Step B

Step C
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Figure 15-134 Create Traffic Stream On 

Step 2 In this step, configure the stream properties as displayed in Figure 15-135:

Step A—Select the Stream Control tab.

Step B—Enable the VLAN check box.

Step C—Click the Edit VLAN button.

Step D—Change the VLAN ID to 100.

Optionally, you can change the packet count to 100,000.

Step E Step A

Step B

Step C Step D
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Figure 15-135 Define Traffic Stream Properties

Figure 15-136 shows the statistic views when streams are generated on 5-1 and 5-2.

Figure 15-136 Define Traffic Stream Properties

Step C

Step AStep B Step D
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Example 15-20 displays the L2 VPN DUT configuration.

Example 15-20 DUT Configuration—L2 VPN 

!
hostname DUT
!
boot-start-marker
boot system flash disk2:c7200-p-mz.122-24.8.S2
boot-end-marker
!
!
ip subnet-zero
ip cef
!
!
!
no mpls traffic-eng auto-bw timers frequency 0
mpls ldp router-id Loopback0
mpls label protocol ldp
!
interface Loopback0
 ip address 10.10.10.101 255.255.255.255
 no clns route-cache
!
!
!
interface GigabitEthernet0/1
 no ip address
 duplex full
 speed auto
 media-type gbic
 negotiation auto
 no clns route-cache
!
interface GigabitEthernet0/1.100
 encapsulation dot1Q 100
 no cdp enable
 xconnect 10.10.10.102 100 encapsulation mpls
!
interface GigabitEthernet0/1.101
 encapsulation dot1Q 101
 no cdp enable
 xconnect 10.10.10.103 101 encapsulation mpls
!
interface GigabitEthernet0/1.102
 encapsulation dot1Q 102
 no cdp enable
 xconnect 10.10.10.104 102 encapsulation mpls
!
interface GigabitEthernet0/2
 description connected to IXIA (PE2) port 5-2
 ip address 10.10.10.1 255.255.255.252
 duplex auto

1990x15.fm  Page 110  Monday, November 21, 2005  10:16 AM



Testing MPLS     111

©Copyright 2006   •   Cisco Press   •   MPLS Configuration on Cisco IOS Software   •   1587051990

Testing VPLS with IXIA
Figure 15-137 shows a VPLS network. In this network, all the remote CE devices are 
provisioned as part of the same broadcast domain.

Figure 15-137 VPLS Test Network

Configuring VPLS with IXIA
Steps 1 to 3 in the section “Configuring L2 VPN on IXIA” are common to configuring 
VPLS. For VPLS, in Step 4 of “Configuring L2 VPN on IXIA,” change the type to 
Ethernet. This is shown in Figure 15-138.

 speed auto
 media-type gbic
 negotiation auto
 mpls ip
 no clns route-cache
!
!
router ospf 1
 log-adjacency-changes
 network 10.10.10.0 0.0.0.255 area 0

Example 15-20 DUT Configuration—L2 VPN (Continued)
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Figure 15-138 Configuring L2 Interfaces in VPLS

Step 5 remains the same for VPLS as shown in “Configuring L2 VPN on IXIA” except that 
the VC ID is changed to 100 for all PE routers. This is shown in Figure 15-139.

Figure 15-139 Configuring L2 VC Ranges in VPLS

Verify VPLS on IXIA
On the DUT, verify by issuing show mpls l2transport vc. Example 15-21 shows the output 
of show mpls l2transport vc on the DUT.
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Verification on the IXIA is the same as what’s shown in Step 2 of the section “Verify L2 VPN 
on IXIA.”

Traffic Generation
In this section, traffic is generated on VC ID 100 originating from 10.10.10.102 to 
10.10.10.101.

Generate Traffic from Card 5, Port 2
The following steps outline the procedure for traffic generation from IXIA Port 5-2:

Step 1 This step is the same as what’s shown in the section, “Generate Traffic 
from Card 5, Port 1.”

Step 2 Configure the desired packet size and rate and then use these steps, as 
displayed in Figure 15-140.

Example 15-21 show mpls l2transport vc on DUT

DUT#show mpls l2transport vc

Local intf     Local circuit        Dest address    VC ID      Status    
-------------  -------------------- --------------- ---------- ----------
VFI VPLS-A     VFI                  10.10.10.102    100        UP        
VFI VPLS-A     VFI                  10.10.10.103    100        UP        
VFI VPLS-A     VFI                  10.10.10.104    100        UP        
DUT#show mpls ldp neighbor  
    Peer LDP Ident: 10.10.10.104:0; Local LDP Ident 10.10.10.101:0
        TCP connection: 10.10.10.104.32835 - 10.10.10.101.646
        State: Oper; Msgs sent/rcvd: 11/5; Downstream
        Up time: 00:00:18
        LDP discovery sources:
          Targeted Hello 10.10.10.101 -> 10.10.10.104, active, passive
        Addresses bound to peer LDP Ident:
          10.10.10.104    
    Peer LDP Ident: 10.10.10.2:0; Local LDP Ident 10.10.10.101:0
        TCP connection: 10.10.10.2.646 - 10.10.10.101.11087
        State: Oper; Msgs sent/rcvd: 9/7; Downstream
        Up time: 00:00:11
        LDP discovery sources:
          GE-WAN3/3, Src IP addr: 10.10.10.2
        Addresses bound to peer LDP Ident:
          10.10.10.2      
    Peer LDP Ident: 10.10.10.103:0; Local LDP Ident 10.10.10.101:0
        TCP connection: 10.10.10.103.32836 - 10.10.10.101.646
        State: Oper; Msgs sent/rcvd: 9/4; Downstream
        Up time: 00:00:08
        Addresses bound to peer LDP Ident:
          10.10.10.103    
    Peer LDP Ident: 10.10.10.102:0; Local LDP Ident 10.10.10.101:0
        TCP connection: 10.10.10.102.32837 - 10.10.10.101.646
        State: Oper; Msgs sent/rcvd: 10/4; Downstream
        Up time: 00:00:08
        Addresses bound to peer LDP Ident:
          10.10.10.102 
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Step A—Select the traffic map.

Step B—Click the Extra Data button.

Step C—A dialog box, LDP Extra Data, appears. Remove the check 
mark from the Auto-Config MACs field.

Figure 15-140 Configure Ethernet Data

Step 3 Configure the desired packet size and rate and then use these steps, as 
displayed in Figure 15-141:

Step A—Select the VC Ethernet tab.

Step B—Define the SA to be CE2 MAC address 00-00-00-00-01-02.

Step C—Define the DA to be CE1 MAC address 00-00-00-00-01-01. 
Ensure that the MAC address for CE1 in protocol interface is 
00-00-00-00-01-01.

Step D—Enable the VLAN checkbox.

Step E—Configure the VLAN ID as 100.

Step F—Check the Enable box.

Step C

Step A Step B
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Figure 15-141 Configure VC Ethernet Properties

Step 4 Finally, generate the stream by clicking the Generate button shown 
in Figure 15-142. Configure the stream properties as shown earlier in 
the L3VPN Traffic generation on IXIA section. Generate the traffic 
stream by going to the Explore Network Resources window and 
clicking the Start Transmit button after selecting the appropriate 
traffic streams.

Figure 15-142 Generate Traffic Stream

Step B

Step A

Step C Step D Step EStep F
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Optionally, if packet signatures need to be introduced, use the following steps:

Step 1 Configure the desired packet size and rate, and then use these steps:

Step A—Select the stream and then double-click the stream for 5-2 to go 
to the pop-up window shown in Figure 15-143. Select UDF5 in the 
Frame Data tab.

Step B—Configure the offset to 100.

Step C—Select the counter type as 32.

Step D—Configure the 32-bit pattern “AA AA AA AA.” This is your 
signature in the packet.

Step E—Select step size as 0.

Step F—Enable the UDF.

Figure 15-143 Configure Packet Signatures

Step 2 In this step, start the stream created under 5-2 by going to the Transmit bar 
in the main window, as displayed in Figure 15-144. Use the Transmit bar to 

(a) Click the Start Transmit button. 

(b) Click the Start Capture button. Wait for two to three seconds.

(c) Click the Stop Transmit button. 

Step B

Step D

Step F

Step A Step C

Step E
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(d) Click the Stop Capture button.

(e) Click the View Capture button.

Figure 15-144 Transmit Bar

This will take you to the Packet View window shown in Figure 15-145. 
In the Packet View, look at one of the packets to identify the signature and 
offset. This is shown in Step A of Figure 15-145, where you click one of 
the packets and then calculate the offset to the packet signature.

Figure 15-145 Packet View
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View Capture

Stop Transmit

Start Transmit

Step A

1st Byte

16th Byte80th Byte86th Byte Pattern or
Signature
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Step 3 Follow these steps, as displayed in Figure 15-146:

Step A—Select the Card 5, Port 1.

Step B—Double-click Filter, Statistics, Receive Mode.

Step C—Select User Defined Statistics 1.

Step D—Select Pattern1.

Step E—Select Pattern 1 tab.

Step F—Configure the offset as 86. This should be calculated as per the 
packet view shown earlier.

Step G—Configure the pattern. The pattern should match the pattern 
configured in Step 4.

Figure 15-146 Defining Filter on Card 5, Port 1

Step 4 Finally, start the traffic stream by first selecting the stream and then 
clicking the Start Transmit button in the Transmit bar. This will invoke 
the Statistic View if the Auto-Open on Start-Transmit check box is 
checked in Tools > Options > Statistic Views. The statistic view for VPLS 
traffic flowing from 00-00-00-00-01-01 (5-1) to 00-00-00-00-01-02 (5-2) 
is shown in Figure 15-147.

Step A Step BStep C Step D

Step F Step GStep E
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Figure 15-147 Statistic View

Example 15-22 shows the configuration of the DUT for VPLS testing.

Example 15-22 DUT Configuration for VPLS 

hostname DUT
!
boot system flash disk0:c6k222-pk9sv-mz.122-18.SXD3.bin
!
!
no aaa new-model
ip subnet-zero
!
mpls label protocol ldp
tag-switching tdp discovery directed-hello accept
tag-switching tdp router-id Loopback0 force
mls flow ip destination
mls flow ipx destination
l2 vfi VPLS-A manual
 vpn id 100
 neighbor 10.10.10.102 encapsulation mpls
 neighbor 10.10.10.103 encapsulation mpls
 neighbor 10.10.10.104 encapsulation mpls
!
spanning-tree mode pvst
!
vlan internal allocation policy ascending
vlan dot1q tag native 
!

continues
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Testing L3 VPN with Smartbits
The section covers

• Topology for L3 VPN testing

• Testing L3 MPLS VPN functionality with SMB6000

Topology for L3 VPN Testing
Topology used in the test setup attempts to emulate the network, as shown in Figure 15-148. 
A single Cisco router is configured to perform the functions of the Router PE1 in all test 
cases for L3 VPN. All other associated CE routers and core routers shown in Figure 15-148 
are emulated using two test ports on each of the route/traffic generators.

All directly connected CE routers to PE1 in the topology shown in Figure 15-148 are 
emulated using logical links (sub-interfaces) with a single physical interface connecting 
to the route/traffic generator. A second link connecting to the PE from the route/traffic 
generators emulate the MPLS domain (consisting of Routers P1, PE2, PE3, and PE4) with 
the appropriate emulated PE routers advertising VPNv4 prefixes mapping to the networks 
to be advertised by Routers CE2, CE4, and CE6. In all route/traffic generators, no emulation 

interface Loopback0
 ip address 10.10.10.101 255.255.255.255
!
interface GE-WAN3/3
 description to ixia 5-2
 ip address 10.10.10.1 255.255.255.252
 negotiation auto
 tag-switching ip
 mls qos trust dscp
!
interface GigabitEthernet5/1
 no ip address
 load-interval 30
 switchport
 switchport trunk encapsulation dot1q
 switchport trunk allowed vlan 100
 switchport mode trunk
!
interface Vlan100
 no ip address
 no ip igmp snooping
 xconnect vfi VPLS-A
!
router ospf 1
 log-adjacency-changes
 network 10.10.10.0 0.0.0.255 area 0

Example 15-22 DUT Configuration for VPLS (Continued)
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of the remote PE-CE routing protocol is performed. However, VPNv4 routes mapping to 
prefixes to be advertised by the remote CE routers are advertised by their directly connected 
emulated PE routers; for example, prefixes 192.168.20.0 and 21.0 to be advertised by CE 
Router CE2 are emulated by advertising the same prefixes as part of VPN1 on PE2 as 
VPNv4 routes. The physical connectivity to emulate the network shown in Figure 15-148 
is depicted in Figure 15-149.

Figure 15-148 Topology

Figure 15-149 Physical Connectivity 

192.168.10.0/24
192.168.11.0/24

192.168.30.0/24
192.168.31.0/24

10.10.10.0/30
Gig 0/2

Gig 0/1

Gig 0/1.2–VLAN 2

Gig 0/1.1–VLAN 1

Gig 0/1.3–VLAN 3

.1 .2

P1CE3
VPN 2

OSPF

RIP

BGP

192.168.20.0/24
192.168.21.0/24

192.168.40.0/24
192.168.41.0/24

192.168.60.0/24
192.168.61.0/24

CE1
VPN 1

192.168.50.0/24
192.168.51.0/24

CE5
VPN 3

DUT
(PE1)

Provider Core
AS 100

10.10.10.102/32

PE2

10.10.10.101/32
10.10.10.103/32

PE3

10.10.10.104/32

PE4

10.10.10.8/30

10.10.10.4/30

10.10.10.12/30

192.168.10.0/24
192.168.11.0/24

192.168.30.0/24
192.168.31.0/24

10.10.10.0/30
Gig 0/2

Gig 0/1

Gig 0/1.2–VLAN 2

Gig 0/1.1–VLAN 1

Gig 0/1.3–VLAN 3

.1 .2

P1CE3
VPN 2

OSPF

RIP

BGP

192.168.20.0/24
192.168.21.0/24

192.168.40.0/24
192.168.41.0/24

192.168.60.0/24
192.168.61.0/24

CE1
VPN 1

192.168.50.0/24
192.168.51.0/24

CE5
VPN 3

DUT
(PE1)

Provider Core
AS 100

10.10.10.102/32

PE2

10.10.10.101/32

10.10.10.103/32

PE3

PE4

10.10.10.104/32

10.10.10.8/30

10.10.10.4/30

10.10.10.12/30

Smartbits Smartbits

S
M

B
 P

ort 3A
1

S
M

B
 P

ort 3A
2

1990x15.fm  Page 121  Monday, November 21, 2005  10:16 AM



122     MPLS Configuration on Cisco IOS Software 

©Copyright 2006   •   Cisco Press   •   MPLS Configuration on Cisco IOS Software   •   1587051990

Testing L3 MPLS VPN Functionality with SMB6000
To test MPLS VPN PE functionality, you will emulate a network, as shown in Figure 15-148, 
in which the DUT is PE1. The traffic generator and its ports are used to configure and 
emulate the rest of the network shown in Figure 15-149.

Conditions and Prerequisites
The following outlines the conditions and prerequisites for testing L3 MPLS VPNs with the 
Smartbits 6000 chassis:

• This test requires two ports on the route/traffic generator: one port to emulate CE 
connectivity to the DUT and the other port to emulate the MPLS domain, which 
includes provider core routers and PE routers and remote CE routers belonging to 
multiple VPNs.

• This test involves the emulation of three CE routers belonging to different VPNs— 
VPN1 to VPN3—connecting to the DUT using Gigabit Ethernet sub-interfaces. Each 
VPN generates prefixes, as shown in Figure 15-149.

• RIP PE-CE is implemented between PE1 and CE1 (VPN1), OSPF PE-CE is 
implemented between PE1 and CE2 (VPN2), and BGP PE-CE is implemented 
between PE1 and CE3 (VPN3).

Example 15-23 shows the configuration of the DUT used for testing MPLS VPN 
functionality.

Example 15-23 DUT Configuration for L3 VPN Test 

hostname DUT
!
ip cef
!
ip vrf vpn1
 rd 1:1
 route-target export 1:1
 route-target import 1:1
!
ip vrf vpn2
 rd 1:2
 route-target export 1:2
 route-target import 1:2
!
ip vrf vpn3
 rd 1:3
 route-target export 1:3
 route-target import 1:3
!
interface GigabitEthernet0/1
 description Connected to traffic generator port 1(emulate local CE connections)
!
interface GigabitEthernet0/1.1
 encapsulation dot1Q 1 
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 ip vrf forwarding vpn1
 ip address 172.16.1.2 255.255.255.0
!
interface GigabitEthernet0/1.2
 encapsulation dot1Q 2
 ip vrf forwarding vpn2
 ip address 172.16.2.2 255.255.255.0
!
interface GigabitEthernet0/1.3
 encapsulation dot1Q 3
 ip vrf forwarding vpn3
 ip address 172.16.3.2 255.255.255.0
!
interface GigabitEthernet0/2
 Description- Connection to Traffic Generator port 2 (emulate-MPLS domain) 
 ip address 10.10.10.1 255.255.255.252
 mpls label protocol ldp
 mpls ip
!
router ospf 2 vrf vpn2
 log-adjacency-changes
 redistribute bgp 100 metric 10 subnets
 network 172.16.2.0 0.0.0.255 area 0
!
router ospf 100
 log-adjacency-changes
 network 10.10.10.0 0.0.0.3 area 0
 network 10.10.10.101 0.0.0.0 area 0
!
router rip
 version 2
 !
 address-family ipv4 vrf vpn1
 network 172.16.0.0
 no auto-summary
 version 2
 exit-address-family
 !
router bgp 100
 no synchronization
 bgp log-neighbor-changes
 neighbor 10.10.10.102 remote-as 100
 neighbor 10.10.10.102 up lo 0
 neighbor 10.10.10.103 remote-as 100
 neighbor 10.10.10.103 up lo 0
 neighbor 10.10.10.104 remote-as 100
 neighbor 10.10.10.104 up lo 0
 no auto-summary
 !
 address-family vpnv4
 neighbor 10.10.10.102 activate

continues

Example 15-23 DUT Configuration for L3 VPN Test (Continued)
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Testing MPLS VPN Functionality with Spirent Smartbits 6000
For the first test, use the Spirent Smartbits chassis along with a four-port 10/100/1000 line 
card to test L3 VPN PE functionality of the DUT. For this test, all configurations for route 
as well as traffic generation are performed on the tool called the TeraRoutingTester (TRT). 
The version used for all screenshots in this chapter is 4.50. Prior to all the configurations in 
this chapter, the TRT software has to be installed on a client system that can then be used 
to remotely configure the Smartbits chassis and cards. This will involve purchasing the 
appropriate licenses and software followed by installation. Installation procedures can be 
found online at http://www.spirentcom.com. After installation, verify that the IP address 
assigned to the Smartbits chassis is reachable from the client system prior to configuration.

Establishing Remote Connectivity to Smartbits Using TRT
After installation of the TRT software on the client machine, perform the following steps 
for the addition of a new chassis for connection using the TRT software. The panes as well 
as the location of the toolbars and naming convention are shown in Figure 15-150:

Step 1 Double-click the TeraRouting icon to start the program and click the 
Tools option in the Menu bar.

 neighbor 10.10.10.102 send-community extended
 neighbor 10.10.10.103 activate
 neighbor 10.10.10.103 send-community extended
 neighbor 10.10.10.104 activate
 neighbor 10.10.10.104 send-community extended
 exit-address-family
 !
 address-family ipv4 vrf vpn3
 neighbor 172.16.3.1 remote-as 65001
 no auto-summary
 no synchronization
 exit-address-family
 !
 address-family ipv4 vrf vpn2
 redistribute ospf 2 vrf vpn2 metric 10
 no auto-summary
 no synchronization
 exit-address-family
 !
 address-family ipv4 vrf vpn1
 redistribute rip metric 3
 no auto-summary
 no synchronization
 exit-address-family
!

Example 15-23 DUT Configuration for L3 VPN Test (Continued)
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Step 2 This opens a window, as shown in Figure 15-150. In the new Setup 
Chassis Connections window, click the Add IP button.

Step 3 In the IP Connection window, enter an IP address mapping to the new 
Smartbits chassis and enter a name for the chassis. Click OK to exit out 
of these two windows into the main TRT application.

Figure 15-150 Setup New Chassis: Smartbits

Step 4 Finally, connect to the chassis by clicking Actions > Connect in the main 
toolbar.

Smartbits Port Setup: IP Addressing and Protocol Configuration
The naming convention for the areas used for configuration is shown in Figure 15-151.

Step 1

Step 3

Step 2
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Figure 15-151 Configuration Panes

Step 1 Prior to any configuration, the appropriate ports used in the test are 
reserved, as shown in Figure 15-152. Highlight the ports to be used in the 
test and right-click the reservation column. Select the Reserve option. 
Figure 15-152 shows the port reservation for ports Smartbits 3A1 and 
Smartbits 3A2.

Step 2 Enable both the ports by highlighting and right-clicking in the grid under 
the Participation column and selecting the Xmit and Advertise option as 
shown in Figure 15-153. Soon after, click the Apply button in the toolbar 
to enable the respective ports.

Step 3 Enter a name for each of the ports under the Alias section, depending 
on the function of the port on the traffic generator. Note that the alias 
functions as a placeholder for the user alone and is not used in any 
portions of configurations except as a pointer to the port in question.

Menu Bar Tool Bar

Results Pane

Setup Pane

Navigation Pane Grid
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Figure 15-152 Port Reservation

Figure 15-153 Enabling Ports
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Step 4 Enable appropriate protocols on the ports on the Smartbits chassis 
depending on the function of the port. For the CE emulation port, VLAN 
emulation, BGP, RIP, and OSPF and the PE emulation port are enabled 
for BGP and OSPF, as well as LDP for label exchange with the port on 
the DUT. VLANs are enabled on the CE emulation port because the 
physical Gigabit Ethernet interface is used to emulate three sub-
interfaces belonging to three separate VPNs. Figure 15-154 shows the 
configuration in the setup pane and grid for the Ports 3A1 and 3A2.

Figure 15-154 Configuring Protocols

Step 5 Configure the appropriate IP addresses, as shown in Figure 15-155, for the 
Smartbits interfaces. Note that because you are configuring three separate 
interfaces on the CE emulation port on Smartbits, no configuration is 
required in this step for the CE port. It is recommended to enter the actual 
interface MAC address, as on the DUT, as the appropriate SUT MAC 
address. Configuration of the same in the grid is shown in Figure 15-155.

Step 6 Click the Sub-Interface option on the left-hand pane. There are 
multiple ways to create sub-interfaces. One way is to right-click the 
precreated sub-interface and click the New Subinterface option. 
Another method is to right-click the precreated sub-interface and click 
the Duplicate option. In this method, a new window opens where the 
number of new sub-interfaces can be entered. Use one of the methods 
to create a total of five sub-interfaces that will map to the five simulated 
CE Routers CE1 through CE5, as displayed in Figure 15-156.
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Figure 15-155 Configuring IP and MAC Addressing

Figure 15-156 Configuring Sub-Interfaces

Step 6
Method 1

Step 6
Method 2
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Step 7 Configure the IP addressing for the three VLAN interfaces on the sub-
interfaces on the CE emulation port by entering values into the grid, as 
shown in Figure 15-157.

Figure 15-157 Configuring Sub-Interfaces—IP Address/VLAN/VPN ID

Smartbits RIP PE-CE Configuration
Step 1 In the following three steps, you configure the CE interfaces for RIP 

PE-CE routing for VPN1 and VPN2:

(a) Click and expand the RIP tab in the Navigation pane.

(b) Click the Routers option under the RIP tab.

(c) Configure the IP addresses appropriately as well as the VLAN ID 
for the emulated CE for RIP PE-CE routing in the grid, as shown in 
Figure 15-158.

Step 2 Configure the routes to be generated by the simulated Router CE1 by first 
clicking the Routes option in the Navigation pane. Right-click the first 
route entry under the RIP router in the grid and select the New Network 
option, as shown in Figure 15-159.

1990x15.fm  Page 130  Monday, November 21, 2005  10:16 AM



Testing MPLS     131

©Copyright 2006   •   Cisco Press   •   MPLS Configuration on Cisco IOS Software   •   1587051990

Figure 15-158 RIP PE-CE—Configure New Routers

Figure 15-159 RIP PE-CE: Adding Routes-1
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Step 3 Configure the networks to be advertised by the simulated CE Router CE1 (VPN1) 
by entering the appropriate values in the grid, as shown in Figure 15-160.

Figure 15-160 RIP PE-CE: Adding Routes-Grid 

Step 4 Click the Routers tab under RIP in the Navigation pane and right-click and 
select the option Start All Routers in the grid, as illustrated in Figure 15-161.

Figure 15-161 RIP PE-CE: Start Routers 
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Step 5 The state of the CE routers must change to Open from none, and the DUT 
must see routes received on the VRF tables for VPN1 as shown by the 
output of Example 15-24.

Smartbits OSPF PE-CE and OSPF IGP Configuration
This section provides the procedure for the configuration of OSPF for PE-CE sessions as 
well as OSPF as the IGP in the SP core:

Step 1 Configure OSPF PE-CE connections for VPN VPN2, as displayed in 
Figure 15-162. Click the OSPF tab on the Navigation pane and expand 
the same and select the Areas option. Right-click the default area created 
in the grid and add one area instance to emulate OSPF PE-CE on VPN2. 
The default instance will be used later for emulation of OSPF as the IGP 
in the MPLS core.

Figure 15-162 OSPF PE-CE: Add Areas

Step 2 Enter the VPN IDs for the PE-CE instance in the grid and make all areas 
area 0, as shown in Figure 15-163.

Figure 15-163 OSPF PE-CE: Add VPN ID for Areas

Example 15-24 DUT Verification RIP PE-CE

DUT#show ip route vrf vpn1 rip
R    192.168.10.0/24 [120/1] via 172.16.1.1, 00:00:28, GigabitEthernet0/1.1
R    192.168.11.0/24 [120/1] via 172.16.1.1, 00:00:28, GigabitEthernet0/1.1
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Step 3 Click the Adjacencies option under OSPF in the Navigation pane and 
configure the parameters of the adjacencies for OSPF PE to CE connections 
as well as the parameters for OSPF as the IGP for the core. Enter the 
appropriate addresses for the simulated CE connections (OSPF) as well as 
the core OSPF instances in the grid, as shown in Figure 15-164. The key 
parameter in this step is the VLAN ID identifying which sub-interface to 
run OSPF PE-CE. For the core connections, the tester IP address is 
configured to be 10.10.10.2/30, as shown in Figure 15-164. The router ID 
is chosen to be the router ID of the P1 router, which will be the first router 
interfacing with the DUT in the OSPF domain. Also, select the area ID for 
the PE-CE connection to be 0.0.0.0:vpn2 from the drop-down menu in the 
grid under the Area ID column.

Figure 15-164 OSPF PE-CE: Configure CE and Core Adjacencies

Step 4 The next step is the addition of the LSAs. For simplicity, we are creating 
LSAs for networks to be advertised on VPN2 as router LSAs. To create 
a router LSA, select the Router LSA tab from the Navigation pane under 
OSPF and select the appropriate area for the LSAs in the Setup pane. 
Figure 15-165 shows the selection of the VPN VPN2 for which we 
are creating router LSAs. Right-click in the grid and select the option 
New LSA.

Figure 15-165 OSPF PE-CE: Adding New LSAs
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Step 5 Once the new LSA is added, the links that will be advertised as part 
of the LSA are configured. For VPN2, as shown in Figure 15-166, 
configure the advertising router to be 172.16.2.1 with two networks 
advertised. 

In Smartbits, the link type defaults to p2p (point-to-point) when you 
add links. However, for the CE simulation, change the link type to stub 
by highlighting all links and right-clicking and selecting the Stub 
Network option. 

On the Smartbits TRT tool, when creating LSAs and depending on the 
link type, the link ID and link data fields entry will vary.

If the link type is p2p, the link ID equals the neighbor’s router ID, and 
the link data equals the router’s interface IP address, or interface index 
for unnumbered links.

If the link type is transit network, the link ID equals the IP address of 
the designated router’s interface and the link data equals the router’s 
interface IP address. 

If the link type is stub network, the link ID equals the IP network subnet 
number and link data equals the network’s IP address mask.

If the link type is virtual link, the link ID equals the neighbor’s router ID 
and the link data equals the router’s interface index.

Following these rules, create two stub networks (192.168.30.0-31.0) 
advertised from router 172.16.2.1, as shown in Figure 15-166.

Figure 15-166 OSPF PE-CE: LSA Configuration for VPN2

Step 6 To configure OSPF as the IGP in the core, you must simulate the provider 
core routers in the setup P1 as well as the PE Routers PE2, PE3, and PE4, 
as shown earlier in Figure 15-164. 

To emulate the routers in the core, the first step is to select the appropriate 
area (0.0.0.0) in the Setup pane. You must create one LSA for each 
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Router P1, PE2, PE3, and PE4. Following the procedures in Step 5, we 
create appropriate links, as shown in Figure 15-167 in the grid.

Figure 15-167 OSPF PE-CE: LSA Configuration for MPLS Core

Step 7 Select the Adjacencies tab in the Navigation pane under OSPF, highlight 
the two rows mapping to the two OSPF adjacencies, and right-click and 
select the Start All Routers option, as performed earlier with the RIP 
processes in the grid. The State column will now change from None/
Down to DR/Other/Full, as shown in Figure 15-168.

Figure 15-168 OSPF PE-CE: OSPF States

Step 8 Verification of the DUT reception of OSPF and operation is shown in 
Example 15-25.

Example 15-25 DUT Verification OSPF PE-CE and OSPF IGP 

DUT#show ip route vrf vpn2 ospf
Routing Table: vpn2
O    192.168.31.0/24 [110/2] via 172.16.2.1, 00:00:29, GigabitEthernet0/1.2
O    192.168.30.0/24 [110/2] via 172.16.2.1, 00:00:29, GigabitEthernet0/1.2
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Smartbits BGP PE-CE and MP-iBGP Configuration
This section provides the procedure for the configuration of BGP for PE-CE sessions as 
well as MP-iBGP in the emulated SP core:

Step 1 Click the BGP tab on the Navigation pane and expand the same. Under 
BGP, click the Sessions option. The grid now identifies the sessions and 
their configuration from a BGP perspective on the DUT. Four BGP 
sessions must be created; one with the emulated CE router 172.16.3.1 
and one each with the emulated PE routers 10.10.10.102 (PE2), 
10.10.10.103 (PE3), and 10.10.10.104 (PE4). 

Configurations of the parameters for BGP are entered in the grid, as 
shown in Figure 15-169, with the following parameters:

CE: Tester AS #, 65001; SUT AS #, 100; Tester IPv4 Address, 
172.16.3.1/24; SUT IP Address, 172.16.3.2/24; Gateway, 172.16.3.2 
(SUT interface); VLAN ID, 3; Router ID, 172.16.3.1/24

Core Sessions: Tester AS #, 100; SUT AS #, 100; Tester IPv4 Address, 
10.10.10.102/32, 10.10.10.103/32, 10.10.10.104/32 (one session per PE 
router); SUT IP Address, 10.10.10.101; Gateway, 10.10.10.1/30 (SUT 
interface); Router ID, 10.10.10.102/32 (for PE2), 10.10.10.103/32 (for 
PE3), and 10.10.10.104/32 (for PE4)

Also, note that you must select the BGP Router ID to be of type Custom 
from the Setup pane.

Figure 15-169 BGP Session Configuration

DUT#sh ip route ospf         
     10.0.0.0/8 is variably subnetted, 8 subnets, 2 masks
O       10.10.10.8/30 [110/3] via 10.10.10.2, 00:00:32, GigabitEthernet0/2
O       10.10.10.4/30 [110/2] via 10.10.10.2, 00:00:32, GigabitEthernet0/2
O       10.10.10.104/32 [110/3] via 10.10.10.2, 00:00:32, GigabitEthernet0/2
O       10.10.10.102/32 [110/3] via 10.10.10.2, 00:00:32, GigabitEthernet0/2
O       10.10.10.103/32 [110/3] via 10.10.10.2, 00:00:32, GigabitEthernet0/2
O       10.10.10.100/32 [110/2] via 10.10.10.2, 00:00:32, GigabitEthernet0/2

Example 15-25 DUT Verification OSPF PE-CE and OSPF IGP (Continued)
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Step 2 Configure the routes to be generated by each of these sessions by 
selecting the Routes option under BGP in Navigation pane. The addition 
of routes is similar to the addition of routes shown earlier with the RIP 
protocol in which you right-clicked and selected the option New Route in 
the grid. For the CE router, the routes to be generated are 192.168.50 0.0 
to 51.0 with the next hop advertised as 172.16.3.1. Figure 15-170 
outlines the configuration of CE routes generated by the BGP session 
with 172.16.3.1.

Figure 15-170 BGP Route Generation: 172.16.3.1

For the PE router, the routes to be generated are VPNv4 routes mapping 
to route blocks being generated by remote CE routers. However, care 
must be taken to add the VPN ID of these route blocks when being 
advertised by the emulated Router PE2 to map to the correct VRF on the 
DUT. The configuration is entered as shown in Figure 15-171.

The most important entry to note in Figure 15-171 is the selection of 
Unique under the Label column. This enables association of labels with 
prefixes and, thus, enables VPNv4 route exchange. Note that without 
enabling labels, the user is not allowed to configure or enable the VPN 
parameters.

Step 3 Once the prefixes are configured, select the Sessions option under BGP 
in the Navigation pane. Highlight all sessions in the grid and right-click 
and select the Establish Session option. As illustrated in Figure 15-172, 
once the session is established, the state of the session changes from Idle 
to Established.
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Figure 15-171 BGP Route Generation: VPNv4

Figure 15-172 BGP: Establishing Sessions

Step 4 Verify the operation of BGP PE-CE as well as MP-iBGP on the DUT, as 
shown in Example 15-26.

Smartbits LDP Configuration
This section provides the procedure for the configuration of LDP with the emulated P router 
on the Smartbits 6000 chassis:

Step 1 To configure LDP, click the LDP option in the Navigation pane and 
expand the same. In the Sessions grid, configure the following values 
for the following parameters as shown in Figure 15-173:

Transport Mode: Router ID

Example 15-26 DUT Verification BGP PE-CE and MP-iBGP

DUT#show ip route vrf vpn1 bgp 
B    192.168.21.0/24 [200/0] via 10.10.10.102, 00:01:57
B    192.168.20.0/24 [200/0] via 10.10.10.102, 00:01:57
DUT#show ip route vrf vpn2 bgp
B    192.168.40.0/24 [200/0] via 10.10.10.103, 00:02:07
B    192.168.41.0/24 [200/0] via 10.10.10.103, 00:02:07
DUT#show ip route vrf vpn3 bgp
B    192.168.61.0/24 [200/0] via 10.10.10.104, 00:01:56
B    192.168.60.0/24 [200/0] via 10.10.10.104, 00:01:56
B    192.168.51.0/24 [20/0] via 172.16.3.1, 00:02:21
B    192.168.50.0/24 [20/0] via 172.16.3.1, 00:02:21
DUT#
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Tester IP Address: 10.10.10.2 (interface IP for tester ingress interface)

Tester Router ID: 10.10.10.100 (loopback interface of P1 router)

SUT IP Address: 10.10.10.1 (interface IP for SUT egress-core interface)

Egress Label: Next Available

Min Label: 100 (configured to avoid overlapping label spaces—default 
value is 16)

Figure 15-173 LDP Session Configuration

Step 2 Once the sessions are configured, you must configure the LSPs that need 
labels assigned to them. For the core, three LSPs are defined to the following 
three prefixes as advertised by the IGP: 10.10.10.4/30 (link between PE2 
and P1),10.10.10.8/30 (link between PE3 and P1), 10.10.10.12/30 (link 
between PE4 and P1), 10.10.10.100/32 (P1 loopback) and 10.10.10.102/32 
(PE2 loopback), 10.10.10.103/32 (PE3 loopback), and 10.10.10.104/32 
(PE4 loopback). To configure the LSPs, select the LSP tab under LDP in the 
Navigation pane. Addition of a new LSP is similar to the addition of a new 
route block advertisement as mentioned earlier in the RIP and BGP sections. 
To add a new LSP, right-click in the LSP grid and select the New LSP 
option. For the Start FEC and End FEC values, enter the IP addresses that 
need an LSP assigned as mentioned earlier and are shown in Figure 15-174.

Figure 15-174 LDP LSP Configuration

Step 3 The final step in the configuration of LDP is to return to the Sessions tab 
in the Navigation pane. Right-click the session in the Sessions grid and 
select the Start Router option. The state of the session will change from 
Down to Up, as shown in Figure 15-175.
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Figure 15-175 LDP Session States

Step 4 Verify LDP neighbor relationship and label exchange by performing the 
appropriate commands on the DUT, as shown in Example 15-27.

Example 15-27 DUT Verification LDP 

DUT#show mpls ldp neighbor
    Peer LDP Ident: 10.10.10.100:0; Local LDP Ident 10.10.10.101:0
        TCP connection: 10.10.10.100.646 - 10.10.10.101.18987
        State: Oper; Msgs sent/rcvd: 12/10; Downstream
        Up time: 00:00:44
        LDP discovery sources:
          GigabitEthernet0/2, Src IP addr: 10.10.10.2
        Addresses bound to peer LDP Ident:
          10.10.10.2      
DUT#show mpls ldp bindings neighbor 10.10.10.100
  tib entry: 10.10.10.4/30, rev 102
        remote binding: tsr: 10.10.10.100:0, tag: 104
  tib entry: 10.10.10.8/30, rev 104
        remote binding: tsr: 10.10.10.100:0, tag: 105
  tib entry: 10.10.10.12/30, rev 106
        remote binding: tsr: 10.10.10.100:0, tag: 106
  tib entry: 10.10.10.100/32, rev 108
        remote binding: tsr: 10.10.10.100:0, tag: 100
  tib entry: 10.10.10.102/32, rev 110
        remote binding: tsr: 10.10.10.100:0, tag: 101
  tib entry: 10.10.10.103/32, rev 112
        remote binding: tsr: 10.10.10.100:0, tag: 102
  tib entry: 10.10.10.104/32, rev 114
        remote binding: tsr: 10.10.10.100:0, tag: 103
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Smartbits MPLS Traffic Generation
In this section, you generate a traffic stream from 192.168.50.0 to 192.168.60.0 via the 
DUT and verify operation of the same:

Step 1 Select the Traffic tab from the Navigation pane and expand the same. 
Select the Transmit Ports tab. In the grid, configure the load to be 
15 percent on the CE port and 10 percent on the core port for transmit, 
as illustrated in Figure 15-176.

Figure 15-176 Configuring Traffic Load

Step 2 This step is displayed in Figure 15-177:

Step A—Select the Streams tab in the Navigation pane.

Step B—In the Setup pane, select the Traffic Wizard by clicking on the 
same. 

Step C—Once the Traffic Wizard window opens, select the traffic pattern 
to be of type Source > Destination Pairs and the IP version to be IPv4. 

Step D—In the Source window, select the CE prefix 192.168.50.0-51.0 
and, in the Destination window, select the core prefix 192.168.60.0-61.0. 

Step E—Finally, click the Add button in the Traffic Wizard window to 
add the new traffic stream, as shown in Figure 15-177.

Step 3 Because we want to create bidirectional streams, configure a second 
stream by repeating Steps 2C through 2E but with the source IP address 
as 192.168.60.0-61.0 and the destination as 192.168.50.0-51.0, as shown 
by the highlighted stream in Figure 15-178.

Step 4 Click Next followed by Finish in the traffic wizard. This creates two 
streams, as configured in the wizard, to appear in the grid, as shown in 
Figure 15-179.
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Figure 15-177 Adding Streams—CE to Core

Figure 15-178 Adding Streams—Core to CE

Created Traffic Stream

Step B

Step A Step E

Step C

Step D
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Figure 15-179 Stream Configuration

Step 5 Configure signatures for each of the streams by double-clicking 
the streams in the grid to open the Stream Editor window. Select the 
Parameters tab and select the Include Signature Field option, as shown 
in Figure 15-180, and click OK.

Figure 15-180 Configuring Signatures for Streams

Step 6 Go back to the Transmit tab in the Navigation pane. Prior to traffic 
generation, select Port Counters from the Result Collection drop-down 
menu, as shown in Figure 15-181. Once this is selected, highlight both 
ports in the grid and right-click and select the Start Traffic option.

Step 7 Once the streams have started, verify operation by verifying that the Tx 
signature frames from the CE equal the Rx signature frames on the core, 
and the Tx signature frames on the core equal the Rx signature frames on 
the CE after stopping the streams, as shown in Figure 15-182.
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Figure 15-181 Enabling Port Counters and Traffic Generation

Figure 15-182 Verification of Traffic Generation
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The main reason for the addition of signatures is to avoid the addition of 
control plane traffic not pertaining to the stream to be added into the Rx. 

Testing L2 VPN with Smartbits
This section deals with the configuration of L2 VPNs in conjunction with the Smartbits 
6000 chassis and TRT software. A single DUT and two Smartbits ports are used to emulate 
the CE connections and core connections. 

Topology for L2 VPN Testing
The topology used in the test setup attempts to emulate the network, as shown in Figure 15-183. 
A single Cisco router is configured to perform the functions of the Router PE1 in all test cases 
for L2 VPN. All other associated CE routers and core routers shown in Figure 15-183 are 
emulated using two test ports on each of the route/traffic generators.

Figure 15-183 Topology for L2 VPN Testing

All directly connected CE routers to PE1 in the topology shown in Figure 15-183 are 
emulated using logical links (sub-interfaces) with a single physical interface connecting 
to the route/traffic generator. A second link connecting to the PE from the route/traffic 
generators is used to emulate the MPLS domain (consisting of Routers P1, PE2, PE3, and 
PE4) with the appropriate emulated PE routers advertising VC prefixes mapping to the 
networks to be advertised by Routers CE2, CE4, and CE6. In all route/traffic generators, no 
emulation of the remote PE-CE routing protocol is performed. The physical connectivity to 
emulate the network shown in Figure 15-183 is depicted in Figure 15-184.

Testing L2 MPLS VPN
To test MPLS VPN PE functionality, you emulate a network, as shown in Figure 15-183, in 
which the DUT is PE1. The traffic generator and its ports are used to configure and emulate 
the rest of the network shown in Figure 15-184.
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Figure 15-184 Physical Connectivity

Conditions and Prerequisites
The following outlines the conditions and prerequisites for the implementation of the 
topology shown in Figure 15-184:

• This test will require two ports on the route/traffic generator: one port to emulate CE 
connectivity to the DUT and the other port emulating the MPLS domain, which 
includes provider core routers and PE routers and remote CE routers belonging to 
multiple VPNs.

• This test involves the emulation of three CE routers belonging to different L2 VPNs 
on three different VLANs—100, 101, and 102—connecting to the DUT using Gigabit 
Ethernet sub-interfaces. 

Example 15-28 shows the configuration of the DUT used for testing MPLS VPN 
functionality.

Example 15-28 DUT Configuration for L2 VPN Test 

hostname DUT
!
ip cef
!
interface Loopback0
 ip address 10.10.10.101 255.255.255.255
 no ip directed-broadcast
!
interface GigabitEthernet0/1
 description Connected to traffic generator port 1(emulate local CE connections)
 no ip address
 no ip directed-broadcast
!

continues
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Testing L2 VPN Functionality with Spirent Smartbits 6000
For this test, you use the Spirent Smartbits chassis along with a four-port 10/100/1000 line 
card to test L2 VPN PE functionality of the DUT. For this test, all configurations for route 
as well as traffic generation are performed on the TRT. The version used for all screenshots 
in this chapter is 4.50. Prior to all the configurations in this chapter, the TRT software has 
to be installed on a client system that can then be used to remotely configure the Smartbits 
chassis and cards. This requires purchasing the appropriate licenses and software followed 
by installation. Installation procedures can be found online at http://www.spirentcom.com. 
After installation, verify that the IP address assigned to the Smartbits chassis is reachable 
from the client system prior to configuration.

Prior to L2 VPN configuration on the Spirent, you must establish remote connectivity to the 
Smartbits chassis, which is performed as explained in configuring L3 VPN with Smartbits 
section. Upon completion, the following steps are implemented on the Smartbits chassis for 
the configuration and implementation of L2 VPN. It is assumed that prior to the following 
configuration, the IP addressing and MAC addressing have been performed on the 
appropriate ports to the requirements as outlined in Figure 15-183. It is important to 
implement the configuration of sub-interfaces on the CE emulation port with VLAN 
enabled (VLAN 100, 101, and 102) and the core emulation port must have OSPF and LDP 
enabled (OSPF for IGP and LDP for label exchange and MPLS operation).

interface GigabitEthernet0/1.100
 encapsulation dot1Q 100
 no cdp enable
 xconnect 10.10.10.102 100 encapsulation mpls
!
interface GigabitEthernet0/1.101
 encapsulation dot1Q 101
 no cdp enable
 xconnect 10.10.10.103 101 encapsulation mpls
!
interface GigabitEthernet0/1.102
 encapsulation dot1Q 102
 no cdp enable
 xconnect 10.10.10.104 102 encapsulation mpls
!
interface GigabitEthernet0/2
 ip address 10.10.10.1 255.255.255.252
 mpls label protocol ldp
 tag-switching ip
!
router ospf 100
 log-adjacency-changes
 network 10.10.10.0 0.0.0.3 area 0
 network 10.10.10.101 0.0.0.0 area 0

Example 15-28 DUT Configuration for L2 VPN Test (Continued)
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Configuring OSPF as IGP for L2 VPN
The configuration of OSPF as the IGP for implementation and verification of L2 VPN 
functionality is similar to the emulation of the network when implementing L3 VPN. The 
configuration consists of defining adjacency between the DUT and the router 10.10.10.2 
(P1) where the router 10.10.10.2 with router ID 10.10.10.100 generates LSAs that identify 
the topology of the core network as advertised by OSPF to the DUT. Figure 15-185 
shows the configuration of router LSAs for the implementation of L2 VPN in the core using 
OSPF. The configuration is the same as shown for the core port in the earlier section for 
implementing L3 VPN.

Figure 15-185 L2 VPN OSPF—IGP LSA Configuration

Once the configuration is performed as shown, enable the OSPF sessions in the core 
as depicted in the Smartbits OSPF configuration section earlier. Once the neighbor 
relationship is complete, the DUT will see routes as generated by the core port, as 
illustrated in Example 15-29.

Example 15-29 OSPF Verification—Core

DUT#show ip route ospf
     10.0.0.0/8 is variably subnetted, 9 subnets, 2 masks
O       10.10.10.8/30 [110/2] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
O       10.10.10.12/30 [110/2] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
O       10.10.10.4/30 [110/2] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
O       10.10.10.104/32 [110/3] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
O       10.10.10.102/32 [110/3] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
O       10.10.10.103/32 [110/3] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
O       10.10.10.100/32 [110/2] via 10.10.10.2, 00:00:11, GigabitEthernet0/2
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Configuring LDP for L2 VPN
This section provides the procedure for the configuration of LDP with the emulated P router 
as well as PE routers on the Smartbits 6000 chassis for L2 VPN implementation:

Step 1 To configure LDP, click the LDP option in the Navigation pane and 
expand the same. In the Sessions Grid, configure the following values for 
the following parameters, as shown in Figure 15-186:

Transport Mode: Router ID

Tester IP Address: 10.10.10.2 (interface IP for tester ingress interface)

Tester Router ID: 10.10.10.100 (loopback interface of P1 router)

SUT IP Address: 10.10.10.1 (interface IP for SUT egress-core 
interface)

Egress Label: Next Available

Min Label: 100 (configured to avoid overlapping label spaces—default 
value is 16)

In addition, you must configure targeted LDP sessions between the 
emulated PE router loopback interfaces and the loopback interface on the 
PE1 (DUT) router. This is done by the addition of more LDP sessions by 
right-clicking the grid and selecting the New Session option.

For the targeted LDP sessions, the transport mode is configured to be 
router ID. Tester IP address and tester router ID are configured to be the 
loopback interface IP of the emulated PE router, and gateway is 
configured to be 10.10.10.1 (DUT interface IP).

Figure 15-186 LDP Direct and Targeted Session Configuration

Step 2 After the sessions are configured, you must configure the LSPs that 
need labels assigned to them. For the core, three LSPs are defined to 
the following three prefixes as advertised by the IGP: 10.10.10.4/30 
(link between PE2 and P1),10.10.10.8/30 (link between PE3 and P1), 
10.10.10.12/30 (link between PE4 and P1), 10.10.10.100/32 (P1 
loopback) and 10.10.10.102/32 (PE2 loopback), 10.10.10.103/32 
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(PE3 loopback), and 10.10.10.104/32 (PE4 loopback). To configure the 
LSPs, select the LSP tab under LDP in the Navigation pane. Addition of 
a new LSP is similar to the addition of a new route block advertisement 
as mentioned earlier in the configuring RIP on Smartbits and configuring 
BGP on smartbits sections. To add new LSP, right-click the LSP grid and 
select the New LSP option. For the Start FEC and End FEC values, enter 
the IP addresses that need an LSP assigned, as mentioned earlier, and as 
shown in Figure 15-187.

To add an LSP for the L2 VPN VC, configure the same under each of the 
PE targeted sessions as a new LSP. The FEC type is configured to be of 
type VC. The Start FEC and End FEC values are configured to be the 
VLAN # associated with the L2 VPN.

Figure 15-187 LDP LSP Configuration—L2 VPN

Step 3 The final step in the configuration of LDP is to return to the Sessions tab 
in the Navigation pane and right-click the session in the Sessions grid and 
select the Start Router option. The state of the session will change from 
Down to Up, as shown in Figure 15-188.

Figure 15-188 LDP Session States

1990x15.fm  Page 151  Monday, November 21, 2005  10:16 AM



152     MPLS Configuration on Cisco IOS Software 

©Copyright 2006   •   Cisco Press   •   MPLS Configuration on Cisco IOS Software   •   1587051990

Step 4 Verify the LDP neighbor relationship and label exchange by performing 
the appropriate commands on the DUT, as shown in Example 15-30.

Traffic Generation in L2 VPN
For traffic generation, you are sending three streams originating from the locally connected 
VLANs on the DUT to the remote PE router loopback interfaces:

Step 1 Select the Traffic tab from the Navigation pane and expand the same. 
Select the Transmit Ports tab. In the grid, click the Load column for the 
core port and set the load to be per stream versus per port in the Load 
Configuration window on the CE port, as shown in Figure 15-189. 
Configure the load percentage on the core port to be 10 percent.

Figure 15-189 Configuring Traffic Load

Example 15-30 DUT Verification LDP and L2 VPN States

DUT#show mpls l2transport vc

Local intf     Local circuit           Dest address    VC ID      Status
-------------  ----------------------- --------------- ---------- ----------
Gi0/1.100      Eth VLAN 100            10.10.10.102    100        UP
Gi0/1.101      Eth VLAN 101            10.10.10.103    101        UP
Gi0/1.102      Eth VLAN 102            10.10.10.104    102        UP
DUT#
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Step 2 This step is displayed in Figure 15-190:

2a—Select the Streams tab in the Navigation pane.

2b—In the Setup pane, select the Traffic Wizard by clicking on the same. 

2c—Once the Traffic Wizard window opens, select the traffic pattern to 
be of type source > destination pairs and the IP version to be IPv4. 

2d—In the Source window, select the CE VLAN 100 and, in the 
Destination window, select the core prefix 10.10.10.102/32. 

2e—Finally, click the Add button in the Traffic Wizard window to add 
the new traffic stream. 

Repeat this process for each of the streams to be generated from VLAN 
101 to prefix 10.10.10.103/32 and VLAN 102 to 10.10.10.104/32.

Figure 15-190 Adding Streams—CE to Core

Step 3 Because you want like to create bidirectional streams, configure a second 
stream by repeating Steps 2c to 2e but with the source as VLAN 100, 101, 
or 102, respectively, to destinations of LDP sessions 10.10.10.102, 103 or 
104, as shown by the highlighted streams in Figure 15-191.

Click Next followed by Finish in the Traffic Wizard.

2b 2c 2c

2d

2d

2a 2eAdded Streams
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Figure 15-191 Adding Streams—Core to CE

Step 4 To correctly configure the traffic for L2 VPN Martini testing, you need to 
add additional fields into the streams generated from the core port. To do 
this, click the first stream on the core port in the grid, which opens the 
Stream Editor window. The first thing to note is that in the Stream Editor, 
you need to change some parameters under the Frame Header tab, as 
shown in Figure 15-192. 

Expand the MPLS drop-down under the frame header and change the 
IPv4 value (after expanding the same) to the loopback address of the 
DUT or 10.10.10.101/32, as shown in Figure 15-193.

To configure the streams for L2 VPN testing, you must add an additional 
MPLS label as well as an Ethernet header and the VLAN field for the 
Ethernet header, which has not been created. To add a new field, click 
Collapse All in the Stream Editor window and right-click the MPLS 
entry. This gives you an option to insert an MPLS entry, a VLAN entry, 
an Ethernet entry, and so on. This is shown in Figure 15-194.

Follow the process to insert an MPLS entry that will be denoted by 
MPLS(2) in the window. Expand the MPLS(2) and the L entry. Change 
the type to be VC and the FEC to be 100, as shown in Figure 15-195 and 
Figure 15-196.

Right-click MPLS (2) and select the option to Insert Ethernet. This 
creates an entry Ethernet (2). Expand this entry, and, in the destination 
and source address fields, uncheck the Use Default option. Change the 
address in the destination field to the MAC address of the VLAN 100 
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interface on the CE port (00-00-01-00-00-09). Insert an arbitrary MAC 
address in the source MAC address field (00-00-00-12-34-56). This is 
shown in Figure 15-197.

Figure 15-192 Changing Parameters in Stream Editor

Figure 15-193 Stream Editor: IPv4 Address Configuration 
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Figure 15-194 Stream Editor: Adding Additional Fields

Figure 15-195 Stream Editor: MPLS VC Label Configuration 
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Figure 15-196 Stream Editor: VC FEC Configuration 

Figure 15-197 Stream Editor: Ethernet (2) Configuration 
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Right-click Ethernet (2) and select the option to Insert VLAN. Expand 
the VLAN and check to see if the VLAN number is configured to be 100, 
as displayed in Figure 15-198.

Figure 15-198 Stream Editor: VLAN (2) Configuration 

Click OK in the Stream Editor to complete the configuration.

Step 5 Repeat the previous corrective steps for all three streams to be generated 
by the core port. Signatures can be configured for each of the streams by 
double-clicking the streams in the grid to open the Stream Editor 
window. Select the Parameters tab and select the Include Signature 
Field option, as shown earlier in Figure 15-180, and click OK.

Step 6 Go back to the Transmit tab in the Navigation pane. Prior to traffic 
generation, click the Result Collection button in the Setup pane and 
select all ports and all streams to be enabled for displaying charts as well 
as counters in the Result Collection window, as shown in Figure 15-199. 
Click OK to close the Result Collection window. Highlight both ports in 
the grid and right-click and select the Start Traffic option.

Step 7 Once the streams have started, verify operation by checking the stream 
counters in the Result window after stopping the streams, as shown in 
Figure 15-200.

The main reason for addition of signatures is to avoid the addition of 
control plane traffic not pertaining to the stream to be added into the Rx. 
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Figure 15-199 Configuring Result Collection per Stream

Figure 15-200 Verification of Traffic Generation
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