***Scenario 8-1 Configurations

Scenario 8-1 XYZSW1 Configuration
set system name XYZSW1
!

set interface sc0 192.168.1.1 255.255.255.0

!

set port speed 2/1-3 100

set port duplex 2/1-3 full

!

set trunk 2/1 on dot1q

!

set spantree portfast 2/2-3 enable

!

set authentication login attempt 3 telnet

set authentication login attempt 5 console

set authentication login lockout 180 telnet

set authentication login lockout 300 console

set authentication enable attempt 3

set authentication enable lockout 300

set logout 5

!
set ip permit 192.168.1.100 telnet

set ip permit 192.168.1.100 ssh

set ip permit 192.168.1.20 snmp

set ip permit enable telnet

set ip permit enable ssh

set ip permit enable snmp

!

set crypto key rsa 1024

Scenario 8-1 XYZSW2 Configuration

hostname XYZSW2
!

enable secret cisco
enable secret level 5 cisco123

!

banner motd #

***********************************

*             WARNING             *

* Unauthorized access prohibited  *

***********************************

#

!
privilege exec level 5 configure terminal

privilege exec level 5 show running-config

privilege configure level 5 interface

privilege interface level 5 description

!

interface fastEthernet0/1

 speed 100

 duplex full

 switchport mode trunk

 switchport trunk encapsulation dot1q

!

interface fastEthernet0/2
 speed 100

 duplex full

 switchport mode access

!

interface vlan 1
 no shutdown
 ip address 192.168.1.2 255.255.255.0
!
access-list 1 permit host 192.168.1.100

access-list 2 permit host 192.168.1.20

!

snmp-server community cisco123 ro 2

snmp-server community cisco321 rw 2

!

line vty 0 15

 password cisco

 exec-timeout 5 0

 access-class 1 in

!
line con 0

 exec-timeout 5 0

Scenario 8-2 XYZSW1 Configuration

set system name XYZSW1

!

set interface sc0 192.168.1.1 255.255.255.0

!

set port speed 2/1-3 100

set port duplex 2/1-3 full

!

set trunk 2/1 on dot1q

!

set spantree portfast 2/2-3 enable

!

set authentication login radius enable telnet
set authentication login attempt 3 telnet

set authentication login attempt 5 console

set authentication login lockout 180 telnet

set authentication login lockout 300 console

set authentication enable attempt 3

set authentication enable lockout 300

set logout 5

!

set accounting exec enable start-stop radius

!

set ip permit 192.168.1.100 telnet

set ip permit 192.168.1.100 ssh

set ip permit 192.168.1.20 snmp

set ip permit enable telnet

set ip permit enable ssh

set ip permit enable snmp

!

set crypto key rsa 1024

!

set radius server 192.168.1.10

set radius key cisco123

Scenario 8-2 XYZSW2 Configuration

hostname XYZSW2

!

enable secret cisco

enable secret level 5 cisco123

!

banner motd #

***********************************

*             WARNING             *

* Unauthorized access prohibited  *

***********************************

#

!

aaa new-model

aaa authentication login default line
aaa authentication login TELNET group tacacs+ line
aaa authorization exec TELNET group tacacs+ none
aaa authorization commands 15 TELNET group tacacs+ none
aaa accounting exec TELNET start-stop group tacacs+
aaa accounting commands 15 TELNET-CMD wait-start group tacacs+

!
privilege exec level 5 configure terminal

privilege exec level 5 show running-config

privilege configure level 5 interface

privilege interface level 5 description

!

tacacs-server host 192.168.1.10

tacacs-server key cisco123

!

interface fastEthernet0/1

 speed 100

 duplex full

 switchport mode trunk

 switchport trunk encapsulation dot1q

!

interface fastEthernet0/2
 speed 100

 duplex full

 switchport mode access

!

interface vlan 1

 no shutdown

 ip address 192.168.1.2 255.255.255.0

!

access-list 1 permit host 192.168.1.100

access-list 2 permit host 192.168.1.20

!

snmp-server community cisco123 ro 2

snmp-server community cisco321 rw 2

!
line vty 0 15

 password cisco

 exec-timeout 5 0

 access-class 1 in

 login authentication TELNET

 authorization exec TELNET

 authorization commands TELNET
 accounting exec TELNET
 accounting commands 15 TELNET-CMD

!

line con 0

 password cisco

 exec-timeout 5 0

Scenario 8-3 XYZSW1 Configuration

set system name XYZSW1

!

set interface sc0 192.168.1.1 255.255.255.0

!

set port speed 2/1-3 100

set port duplex 2/1-3 full

set port security 2/2 enable 00-40-96-39-FA-0A violation restrict
set port dot1x 2/3 port-control auto
set port dot1x 2/3 initialize

!

set trunk 2/1 on dot1q

!

set spantree portfast 2/2-3 enable

!

set authentication login radius enable telnet
set authentication login attempt 3 telnet

set authentication login attempt 5 console

set authentication login lockout 180 telnet

set authentication login lockout 300 console

set authentication enable attempt 3

set authentication enable lockout 300

set logout 5

!

set accounting exec enable start-stop radius
!

set radius server 192.168.1.10

set radius key cisco123
!

set dot1x system-auth-control enable
!
set ip permit 192.168.1.100 telnet

set ip permit 192.168.1.100 ssh

set ip permit 192.168.1.20 snmp

set ip permit enable telnet

set ip permit enable ssh

set ip permit enable snmp

!

set crypto key rsa 1024

Scenario 8-3 XYZSW2 Configuration

hostname XYZSW2

!

enable secret cisco

enable secret level 5 cisco123

!

banner motd #

***********************************

*             WARNING             *

* Unauthorized access prohibited  *

***********************************

#

!

aaa new-model

aaa authentication login default line
aaa authentication login TELNET group tacacs+ line
aaa authentication dot1x default group radius

aaa authorization exec TELNET group tacacs+ none
aaa authorization commands 15 TELNET group tacacs+ none
aaa accounting exec TELNET start-stop group tacacs+
aaa accounting commands 15 TELNET-CMD wait-start group tacacs+

!

privilege exec level 5 configure terminal

privilege exec level 5 show running-config

privilege configure level 5 interface

privilege interface level 5 description

!

radius-server host 192.168.1.10 key cisco123
tacacs-server host 192.168.1.10

tacacs-server key cisco123

!

interface fastEthernet0/1

 speed 100

 duplex full

 switchport mode trunk

 switchport trunk encapsulation dot1q

!

interface fastEthernet0/2
 speed 100

 duplex full

 switchport mode access

 switchport port-security

 switchport port-security maximum 1

 switchport port-security mac-address 00-01-02-00-D8-1D
 switchport port-security violation shutdown
!

interface fastEthernet0/3

 dot1x port-control auto
!
interface vlan 1

 no shutdown

 ip address 192.168.1.2 255.255.255.0

!

access-list 1 permit host 192.168.1.100

access-list 2 permit host 192.168.1.20

!

snmp-server community cisco123 ro 2

snmp-server community cisco321 rw 2

!

line vty 0 15

 password cisco

 exec-timeout 5 0

 access-class 1 in

 login authentication TELNET

 authorization exec TELNET

 authorization commands TELNET
 accounting exec TELNET
 accounting commands 15 TELNET-CMD

!

line con 0

 password cisco

 exec-timeout 5 0

Scenario 8-4 XYZSW3 Configuration

set system name XYZSW3

!

set interface sc0 192.168.10.2 255.255.255.0

set ip route default 192.168.10.1

!

set vtp mode transparent

set vlan 100 pvlan-type primary
set vlan 200 pvlan-type isolated

set pvlan 100 200 2/2-3
set pvlan 100 200 sc0
set pvlan mapping 100 200 2/1
!

set port speed 2/1 10

set port duplex 2/1 half

set port speed 2/2-3 100

set port duplex 2/2-3 full

!

set security acl ip PROTECT-DMZ permit ip host 192.168.10.1 192.168.10.0 0.0.0.255

set security acl ip PROTECT-DMZ deny ip 192.168.10.0 0.0.0.255 192.168.10.0 0.0.0.255

set security acl ip PROTECT-DMZ permit ip any 192.168.10.0 0.0.0.255

set security acl ip DMZ-OUT deny icmp any any fragment

set security acl ip DMZ-OUT permit tcp host 192.168.10.10 eq 80 any established

set security acl ip DMZ-OUT permit tcp host 192.168.10.11 eq 80 any established

set security acl ip DMZ-OUT permit udp host 192.168.10.10 any eq 53

set security acl ip DMZ-OUT permit udp host 192.168.10.11 any eq 53

set security acl ip DMZ-OUT permit icmp host 192.168.10.10 any echo

set security acl ip DMZ-OUT permit icmp host 192.168.10.11 any echo

!

set security acl map PROTECT-DMZ 100
set security acl map DMZ-OUT 200

!

commit security acl all

Scenario 8-4 XYZR1 Configuration

hostname XYZR1

!

interface Ethernet0

 no shutdown

 ip address 192.168.10.1 255.255.255.0

!

interface loopback 0

 ip address 192.168.1.1 255.255.255.0

!

interface loopback 1

 ip address 192.168.100.1 255.255.255.0

