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Broadband Modem Information

1. The cable modem or Digital Subscriber Line (DSL) modem is a high-speed data device that provides access to the Internet via a local service provider such as cable operators (Comcast and Time Warner) or telephone providers (Verizon or Bell Canada).

2. Competitive broadband services (cable modem, DSL and satellite) are good for the consumer. Competition in any industry promotes lower prices and higher service levels, and allows multiple customers to connect to each other, regardless of the technology being used. 

3. Both cable and DSL modems are "always on" devices eliminating the need for dialing or waiting for connections. There is no scratchy-sounding handshake like dial-up services have.

4. The cable modem is capable of providing up to 30 Mbps (Million bits per second) and the DSL modem up to 10 Mbps RAW SPEED, but most high-speed modems are providing consumers 5 Mbps or less in the direction traffic is sent into the home, called downstream traffic.

5. Cable and DSL modems enable multimedia services for content available over the Internet, like movie trailers, Internet radio, Voice over IP, etc. These types of services are just beginning and will continue to grow.

6. DOCSIS is the standard in the cable industry for cable modem technology. There is only one DOCSIS, but there are several versions that are all backward compatible and interoperable. 

7. There are dozens of varieties of DSL modems that are specific to the local bell company infrastructures and are also interoperable. 

8. Cable modems may be purchased and owned by consumers. There are many makes and models of modems to choose from that can support more than one computer with integrated switches. They can also provide firewall protection, VPN (virtual private networks) support, and wireless access.

9. The price of a cable modem has fallen from $5,000 in 1993 to $500 in 1996 to $40 in 2003. 

10. Wireless access technologies (802.16 and 802.20) and satellite are working to fill in the gaps where cable modem and DSL service are not readily available, such as low-density areas or in mobile applications. Cable modem and DSL service will continue to be the broadband access technologies of choice for some time. 

Clearing Up Some Misconceptions

1. My connectivity speed is 10 or 100 Mbps.

The cable modem typically has numerous interfaces. The Ethernet port may connect to your computer at 10 or 100 Mbps or a USB port may connect at 12 Mbps. These rates are the speed between your computer and the cable modem. The speed to any particular site on the Internet is dependent upon the slowest link between the cable modem and the web site. Many web sites share a telecommunications T1 link (1.5 Mbps) or a fractional T1 at 56 Kbps with typical office traffic and are often the slowest link between you and the web site. 

2. The cable modem will operate slower during peak usage periods.

This is a misconception dating to the early days and field trials of cable modem service. Today, the architecture of the HFC (hybrid fiber-coax) plant used by cable operators permits a myriad of methods for load balancing to ensure consumers do not experience a slowdown in service during peak usage periods. DSL service has not had to address this challenge because the twisted pair technology that DSL uses is static and doesn’t need to adapt to varying loads since there is a fixed dedicated bandwidth allotted to the customer. However, DSL has the same challenges at a different point in the network. All networks are shared at some point, including DSL.

3. My computer is more susceptible to hacker attacks because my computer is always connected to the Internet.

Since your computer is connected to the Internet all the time via the cable or DSL modem “always on” service, there is more time for hackers to look for ways to break into your files. It is like leaving the curtains on the widows in your house open all the time so everyone walking by can look in to see if you are home. Having constant connectivity requires you to use all the tools available to protect your system. A good software firewall on your PC should prevent unauthorized access. So, while this is not necessarily a misconception, it’s certainly avoidable. Some prefer a standalone firewall, such as a Linksys or Netgear box, over a software firewall from Microsoft or other third party. Regardless, users should have a firewall in place for their broadband connection at all times.

4. The cable modem can be hacked, thus bypassing the service controls.

There are numerous methods of securing the cable modem from service tampering. Cable modems have three layers of security built in: (1) secure identity of the cable modem, (2) encrypted communication to the cable modem from the cable operator’s central office, and (3) tamper-resistant software. 

Service providers can activate various tools and features to prevent theft of service, while home users are always free to add more security to their PCs and to specific PC applications like e-mail.

5. Others can view my data.

The simplest form of data protection is encryption. Encryption on communication to and from the cable modem is controlled by the operator and is normally turned on. A sophisticated hacker may decode data, but it would take extreme lengths of time and resources to do so. No security is unbreakable. The DSL service has a direct connection back to the central office rather than a shared connection and therefore does not encrypt its data since the likelihood of someone physically tapping the DSL line is low. But if someone does tap the DSL connection, it is arguably easier to hack into because all you need is a pair of alligator clips since the technology used is a twisted pair.

6. The cost of broadband service is high.

Often broadband service costs less than basic cable service. Sometimes service providers will have special deals, or broadband services may be bundled with other services at a lower cost. Typically cable modem service is about $40 per month. 

