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Icons Used in This Book

Command Syntax Conventions
The conventions used to present command syntax in this book are the same conventions used in the IOS 
Command Reference. The Command Reference describes these conventions as follows:

• Boldface indicates commands and keywords that are entered literally as shown. In actual con-
figuration examples and output (not general command syntax), boldface indicates commands 
that are manually input by the user (such as a show command).

• Italics indicate arguments for which you supply actual values.

• Vertical bars (|) separate alternative, mutually exclusive elements.

• Square brackets [ ] indicate optional elements.

• Braces { } indicate a required choice.

• Braces within brackets [{ }] indicate a required choice within an optional element.

PC Terminal Catalyst
Switch

Multilayer
Switch

Network Cloud Line: Ethernet Line: Serial File Server

Router
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Introduction
How does a router switch a packet? What is the difference between routing a packet and switching a 
packet? What is this CEF feature that is referred to in Cisco documentation and commonly found in 
Cisco IOS commands? This book answers these questions through comprehensive discussions of Cisco 
Express Forwarding (CEF).

CEF is a term used to describe one of the mechanisms used by Cisco IOS routers and Cisco Catalyst 
switches to forward packets. Other packet-switching mechanisms include process switching and fast 
switching. CEF is found in almost all Cisco IOS routers and Catalyst switches. However, documentation 
of the topic is scarce. From a technical support perspective, CEF is a widely misunderstood topic whose 
implementation varies significantly on multiple Cisco platforms. Cisco engineers, Cisco partners, and 
customers need material on CEF to properly deploy, maintain, and troubleshoot their networks.

CEF offers the following benefits:

• Improved performance—CEF is less CPU-intensive than fast-switching route caching. More 
CPU processing power can be dedicated to Layer 3 services such as quality of service (QoS) 
and encryption.

• Scalability—CEF offers full switching capacity at each line card when distributed CEF 
(dCEF) mode is active.

• Resilience—CEF offers unprecedented levels of switching consistency and stability in large 
dynamic networks. CEF can switch traffic more efficiently than typical demand-caching 
schemes.

Goals and Methods
This book addresses common misconceptions about CEF and packet switching across various plat-
forms. The goal is to help end users understand CEF and know how to troubleshoot, regardless of 
whether a CEF or another problem is occurring in the network. Little information collectively addresses 
these concerns because CEF is proprietary. This book helps you understand CEF better by using the fol-
lowing methods:

• Explaining CEF basics

• Supplying troubleshooting scenarios that enhance your ability to recognize common mistakes

• Providing best practices for configuration

Who Should Read This Book
The focus audience of this book is networking professionals who require an understanding of Cisco 
packet-forwarding architecture and who are tasked with troubleshooting routing and switching issues in 
a Cisco network environment. This book is an invaluable guide for those seeking to gain an understand-
ing of how CEF works and how to troubleshoot CEF issues on various hardware platforms.
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How This Book Is Organized
Although this book could be read from cover to cover, it is designed to be flexible and allows you to eas-
ily move between chapters and sections of chapters to cover just the material that you need to trouble-
shoot an immediate problem or to understand a concept.

Cisco Express Forwarding is divided into two parts. The first part of the book provides an overview of 
packet-switching architectures and CEF operation and advanced features. It also covers the enhanced 
CEF structure and general troubleshooting. The second part of the book focuses on particular case stud-
ies. Because CEF is a widely misunderstood technology, the case studies focus on a list of the common 
topics that have been problematic for customers and those supporting Cisco networks. The case studies 
review and expand on material from the previous parts of the book and provide more in-depth analysis 
of real networking topologies and troubleshooting steps.

Part I, “Understanding, Configuring, and Troubleshooting CEF” includes the following chapters:

• Chapter 1, “Introduction to Packet-Switching Architectures”—This chapter explains 
packet-switching architecture and terminology. It also explains utilization of memory and 
buffers.

• Chapter 2, “Understanding Cisco Express Forwarding”—This chapter deals with the 
basics of CEF architecture and operation. It defines CEF terminology and history.

• Chapter 3, “CEF Enhanced Scalability”—This chapter discusses the enhanced CEF struc-
ture and its purpose.

• Chapter 4, “Basic IP Connectivity and CEF Troubleshooting”—This chapter deals with 
general troubleshooting in a software-switching environment. Software switching has typically 
been used on routers.

Part II, “CEF Case Studies,” deals with special CEF case studies covering the following common scenarios:

• Chapter 5, “Understanding Packet Switching on the Cisco Catalyst 6500 Supervisor 
720”—This chapter helps you understand the impact of CEF and learn how packet switching 
works on a Cisco Catalyst 6500 SUP720.

• Chapter 6, “Load Sharing with CEF”—This chapter discusses load sharing with CEF. It 
covers the purpose, configuration, and troubleshooting of common problems.

• Chapter 7, “Understanding CEF in an MPLS VPN Environment”—This chapter explains 
the impact of CEF in an MPLS VPN environment.

The book concludes with Appendix A, “Scalability,” which discusses CEF design considerations that 
could impact network scalability.
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The Future of CEF and Packet Switching
Although this book provides solid information for software handling and hardware handling, it does not 
provide a detailed description of implementation on all Cisco platforms and related technologies. Hard-
ware design changes rapidly, and packet handling on one platform could easily consume the entire book.

This book does not address Parallel Express Forwarding (PXF), which is used on devices such as Cisco 
10000 series routers, Cisco 7600 series Optical Service Modules (OSMs), and Cisco 7300 series rout-
ers. PXF leverages a combination of parallel processing and pipelining techniques to the CEF algo-
rithms for faster throughput and optimal flexibility through ASIC technology. Because PXF is highly 
dependent on the platform and specific ASIC technology, it is not covered in this book.

Hardware switching will continue to be optimized for performance advantages. Introduction of distrib-
uted CEF (dCEF) on Cisco 7500 series routers was a start down this path years ago to offload packet 
switching from the central processor to the Versatile Interface Processor (VIP) line card. Then progres-
sion occurred to hardware-based localized switching on Cisco 6500s with Distributed Forwarding Cards 
(DFCs), FlexWans, and OSMs.

Cisco recently introduced IOS Software Modularity, which provides subsystem In-service Software 
Upgrades and Process Fault Containment to the Cisco Catalyst 6500 series switches.

As you continue to learn more about Cisco Express Forwarding, you may find the following resources 
helpful:

• Bollapragada, V., R. White, and C. Murphy, Inside Cisco IOS Software Architecture, Indianapolis,
Indiana: Cisco Press; 2000. Provides a detailed treatment of Cisco 7500 routers and Cisco 
7200 routers.

• Cisco, Parallel Express Forwarding on the Cisco 10000 Series, www.cisco.com/en/US/
products/hw/routers/ps133/products_white_paper09186a008008902a.shtml.

• Cisco, Cisco 7600 Series Router Q & A, www.cisco.com/en/US/products/hw/routers/ps368/
products_qanda_item09186a008017a32b.shtml.

• Cisco, PXF Information for Cisco 7304 Routers, www.cisco.com/en/US/products/hw/routers/
ps352/prod_maintenance_guide09186a008057410a.html.

• Cisco, Cisco Catalyst 6500 Series Switches with IOS Software Modularity Make IT Managers 
More Productive and Further Improve Network Reliability, http://newsroom.cisco.com/dlls/
2005/prod_082905.html.

• Cisco, Cisco Catalyst 6500 with Cisco IOS Software Modularity, www.cisco.com/en/US/
products/hw/switches/ps708/products_promotion0900aecd80312844.html.

www.cisco.com/en/US/products/hw/routers/ps133/products_white_paper09186a008008902a.shtml
www.cisco.com/en/US/products/hw/routers/ps133/products_white_paper09186a008008902a.shtml
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This chapter covers the following topics:

• Fundamental changes to CEF for CCSR

• Changes to show commands

• New show ip cef commands

• New show cef commands

• CEF event logger

• CEF consistency checker

• New CEF processes



C H A P T E R 3

CEF Enhanced Scalability
Cisco Express Forwarding (CEF) is the most widely used forwarding mechanism on IP 
networks, so why change what works? There are several reasons:

• To improve CEF scaling and convergence times, with the end goal being the ability to 
handle up to 1 million prefixes in the forwarding table (so that you can sleep well if 
your network has reached the 900,000-route mark, and you were worried about the 
next phase of network growth)

• To make the interfaces between CEF, the routing table, access lists, Multiprotocol 
Label Switching (MPLS), and the various hardware forwarding engines more 
consistent and more defined

• To improve memory utilization

• To provide a more consistent mechanism to add new features to the switching path

• To provide for CEF Management Information Base (MIB) support

• To improve the performance of MPLS traffic engineering (TE) switching

• To merge the IP version 4 (IPv4) CEF tables and the IPv6 CEF tables, and their 
associated infrastructure and control interfaces

Modifications to CEF that occurred in Cisco IOS Release 12.2S largely involve internal 
changes that aren't obvious through output at the console, but improve the rate at which new 
features can be introduced, decrease the amount of work required to make CEF work with 
new hardware, and increase the quality of the code in the switching path.

This chapter starts by discussing fundamental changes to CEF to implement CEF Enhanced 
Scalability (also called CSSR), including new data structures that are slightly more 
complex than the ones we describe in Chapter 2, “Cisco Express Forwarding.” The output 
from show commands has changed somewhat in this newer version of CEF; that's the next 
item on the menu, followed by a very useful new feature, the CEF event logger, and finally, 
a high-level overview of some new CEF processes.
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Fundamental Changes to CEF for CSSR
Two primary changes were made to fundamental CEF operation for CSSR:

• The data structures making up the CEF tables

• The switching path packets take when switched by CEF

The following sections cover these two areas of fundamental change.

Data Structures
Before CSSR, CEF held data using three different types of data structures: the Forwarding 
Information Base (FIB), the loadinfo, and the adjacency. These data structures contained 
some amount of overlapping information, which was copied between them when some 
types of CEF entry were created or modified. To save memory when storing forwarding 
information, CSSR added a new, fourth type of data structure, which contains a single copy 
of the replicated information from the older data structures. Figure 3-1 illustrates CEF 
before CSSR.

Figure 3-1 CEF Data Structures

In this case, the route to 10.1.2.0/24 uses 10.1.1.1 as its next hop. The 10.1.1.1 network is 
not, itself, directly connected but is reachable through some other next hop. This is called 
a routing recursion, a common occurrence in many networks. As Figure 3-1 shows, in this 
case, the path information for 10.1.1.0/24 and 10.1.2.0/24 are identical, because both routes 
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are reachable through the same adjacency table entries. Figure 3-2 shows how path 
recursion arises in a network.

Figure 3-2 Route Recursion in a Network

In Figure 3-2, Routers B and C are running Open Shortest Path First (OSPF) on all their 
interfaces. This means that Router C has a route, learned through OSPF, for the 10.1.1.0/24 
network, which connects Routers A and B.

Router A is also configured to advertise 10.1.2.0/24 to Router B through Border Gateway 
Protocol (BGP) across an external BGP (eBGP) peering session. Router B is readvertising 
10.1.2.0/24 through BGP, across an internal BGP (iBGP) peering session, to Router C. 
When Router B is readvertising 10.1.2.0/24 through BGP to Router C, it leaves the next hop 
toward the destination set to the IP address of the BGP it learned the route from—in this 
case, Router A—or an address on the 10.1.1.0/24 network.

For Router C to forward traffic to a destination on 10.1.2.0/24, it looks up the destination 
and finds it is reachable through a next hop on the 10.1.1.0/24 network. This is the route 
recursion on the network that Figure 3-1 shows in the CEF table. Router C uses the path to 
10.1.1.0/24 to reach destinations on 10.1.2.0/24.

Because BGP normally does not reset the next hop on routes received from eBGP peers, 
route recursion is normal in large-scale networks using BGP on top of some other routing 
protocol, such as most service provider networks.

To reduce the amount of memory CEF uses in networks of this type, CSSR separates the 
path information out from the remainder of the FIB information, including the destination 
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and prefix information. This allows recursive routes to share the same path information, 
reducing memory requirements, as shown in Figure 3-3.

Figure 3-3 CEF Data Structures After CSSR

As you can see from Figure 3-3, only one copy of the path information is stored in this new 
structure design. This reduces duplicated information in the CEF table, especially in 
networks with the largest number of routes, which use BGP and hence have a lot of routes 
reachable through recursion.

Switching Path Changes
CSSR also made one change to the CEF switching path. In pre-CSSR CEF, the switching 
path was a monolithic unit; each feature was checked as a packet was switched through the 
router in software, as Figure 3-4 illustrates.
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Figure 3-4 CEF Switching Path

In pre-CSSR CEF, each feature in the CEF switching path, including Network Address 
Translation (NAT), packet filtering, and Web Cache Communications Protocol (WCCP), is 
checked as the packet is switched, regardless of whether the feature is enabled. If the feature 
is not enabled, the check is simple—just one or two lines of code—but for each feature 
added to the CEF switching path, the CEF code itself must be changed and maintained.

CSSR changed this process, creating an insertion point in the switching path, as illustrated 
in Figure 3-5.
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Normally, packets are switched along the path from the inbound device driver, through the 
CEF switching code, to the outbound device driver. No checks are made to determine 
whether additional features require processing on the packet.

If a feature is required, a new node is inserted in the switching path. As the packet is 
switched, control is passed to this additional node in the switching chain and then back to 
the CEF process. Multiple nodes can be inserted either before or after the CEF switch itself; 
they are chained, so each one occurs before or after some other feature in the switching 
path.

This change in the forwarding path not only eliminates the requirement to check for each 
feature in the path being enabled, but it also allows new features to be added, or old features 
to be removed, without modifying the CEF code responsible for switching packets. 

Changes to show Commands
A number of commands have been added or changed in CSSR. The following sections 
describe each change or added show command.

show ip cef
Example 3-1 shows the output of the show ip cef command in CEF and CSSR. The output 
is much shorter than in pre-CSSR CEF, because some information has been taken out of the 
command. The version, epoch, packet count, and byte count have all been removed, 
because this information is available elsewhere. The wording of the output has been 
shortened as well.

show ip cef interface
Most of the information in the header of the show ip cef [interface] detail command has 
been removed, because it is available elsewhere; this includes the number of routes, number 
of leaves, the type of load sharing configured, the number of resets, and the timer 
configuration. The display of the CEF table entries in the second part of the output is similar 

Example 3-1 Output of the show ip cef Command

CEF-router#show ip cef 10.1.1.0 detail
10.1.1.0/24, epoch 0
  via 10.1.2.1, 0 dependencies, recursive
    next hop 10.1.2.1, Ethernet0/0 via 10.1.2.0/24
    valid glean adjacency

CSSR-router#show ip cef 10.1.1.0 detail
10.1.1.0/24, epoch 0
  recursive via 10.1.2.1
    attached to FastEthernet0/0
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to the output format for show ip cef, with the same changes as noted previously. You can 
see these changes in Example 3-2.

show ip cef summary
A number of fields have been removed from the show ip cef summary output as well, 
because the information is available in the output of other show commands. The output of 
show ip cef summary is identical to the header section of show ip cef [interface] detail,
described in the preceding section, and the changes are identical. Example 3-3 provides a 
sample output for show ip cef summary.

Example 3-2 Output of the show ip cef detail Command

CEF-router#show ip cef [interface] detail
IP CEF with switching (Table Version 66), flags=0x0
  46 routes, 0 reresolve, 0 unresolved (0 old, 0 new), peak 1
  46 leaves, 23 nodes, 30360 bytes, 85 inserts, 39 invalidations
  0 load sharing elements, 0 bytes, 0 references
  universal per-destination load sharing algorithm, id 51DB3C24
  3(0) CEF resets, 0 revisions of existing leaves
  Resolution Timer: Exponential (currently 1s, peak 1s)
  0 in-place/0 aborted modifications
  refcounts:  3167 leaf, 3112 node
 
  Table epoch: 0 (46 entries at this epoch)
 
Adjacency Table has 5 adjacencies
10.1.2.0/24, version 43, epoch 0, attached, connected
0 packets, 0 bytes
  via Ethernet0/0, 0 dependencies
    valid glean adjacency
....

CSSR-router#show ip cef [interface] detail
IPv4 CEF is enabled and running
VRF Default:
 31 prefixes (31/0 fwd/non-fwd)
 Table id 0, version 31, 1 resets
 Database epoch: 0 (31 entries at this epoch)
 
10.1.2.0/24, epoch 0, flags attached, connected
  attached to FastEthernet0/0
10.1.2.1/32, epoch 0, flags adjfib
  NetFlow: Origin AS 0, Mask Bits 0
  attached to FastEthernet0/0
10.1.1.0/24, epoch 0
  recursive via 10.1.2.1
    attached to FastEthernet0/0
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show cef state capabilities
The output of the show cef state command has changed dramatically in CSSR, as shown 
in Example 3-4. The new output shows three sections: one for the route processor (RP 
instance), one for IPv4 (IPv4 CEF Status), and one for IPv6 (IPv6 CEF Status). Much of 
the information included in the older version of the output has been removed, because it is 
available in the output of other show commands.

Example 3-3 Output of the show ip cef summary Command

CEF-router#show ip cef summary 
IP CEF with switching (Table Version 66), flags=0x0
  46 routes, 0 reresolve, 0 unresolved (0 old, 0 new), peak 1
  46 leaves, 23 nodes, 30360 bytes, 85 inserts, 39 invalidations
  0 load sharing elements, 0 bytes, 0 references
  universal per-destination load sharing algorithm, id 51DB3C24
  3(0) CEF resets, 0 revisions of existing leaves
  Resolution Timer: Exponential (currently 1s, peak 1s)
  0 in-place/0 aborted modifications
  refcounts:  3167 leaf, 3112 node
 
  Table epoch: 0 (46 entries at this epoch)

CSSR-router#show ip cef summary 
IPv4 CEF is enabled and running
VRF Default:
 31 prefixes (31/0 fwd/non-fwd)
 Table id 0, version 31, 1 resets
 Database epoch: 0 (31 entries at this epoch) 

Example 3-4 Output of the show ip cef state capabilities Command 

CEF-router#show cef state capabilities
CEF Status [RP]
 CEF enabled/running
 dCEF disabled/not running
 CEF switching enabled/running
 CEF default capabilities:
  Always CEF switching:               no
  Always dCEF switching:              no
  Default CEF switching:              yes
  Default dCEF switching:             no
  Drop multicast packets:             no
  OK to punt packets:                 yes
  NVGEN CEF state:                    no
  fastsend() used:                    yes
  CEF NSF capable:                    no
  RPR+/SSO standby capable:           no
  IPC delayed func on SSO:            no
  FIB auto repair supported:          yes
  LCs not running at init time:       no
  Hardware forwarding supported:      no
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New show ip cef Commands
Three new commands have been added under show ip cef, including show ip cef tree,
show ip cef internal, and show ip cef switching statistics. These three commands are 
covered in the following sections.

show ip cef tree
Example 3-5 shows the output of the show ip cef tree command.

  Hardware forwarding in use:         no
  Load-sharing pr. packet supported:  yes

CSSR-router#show cef state
CEF Status:
 RP instance
 common CEF enabled
IPv4 CEF Status:
 CEF enabled/running
 dCEF disabled/not running
 CEF switching enabled/running
 universal per-destination load sharing algorithm, id 5E850505
IPv6 CEF Status:
 CEF disabled/not running
 dCEF disabled/not running
 original per-destination load sharing algorithm

Example 3-5 Output of the show ip cef tree Command

CSSR-router#show ip cef tree
VRF Default tree information:
 MTRIE/RTREE storing IPv4 addresses
 31 entries (31/0 fwd/non-fwd)
 Forwarding tree:
  Forwarding lookup routine: IPv4 mtrie 8-8-8-8 optimized
  36 inserts, 5 deletes
  8-8-8-8 stride pattern
  short mask protection enabled for <= 4 bits without process suspension
  31 leaves (868 bytes), 20 nodes (20800 bytes)
  23236 total bytes
  leaf ops: 36 inserts, 5 deletes
  leaf ops with short mask protection: 3 inserts, 2 deletes
  per-prefix length stats: lookup off, insert off, delete off
  refcounts: 2150 leaf, 2085 node
  node pools:
   pool[C/8 bits]: 20 allocated (0 failed), 20800 bytes
 Non-Forwarding tree:
  29 inserts, 29 deletes
  0 nodes using 0 bytes

Example 3-4 Output of the show ip cef state capabilities Command (Continued)
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The output of show ip cef tree includes the following:

• A section per the virtual routing and forwarding (VRF) table. In the output in this 
example, there is only one VRF, the Default, so only one section is shown. If more 
than one VRF existed on this router, there would be a section for each VRF configured.

• The type of addresses, IPv4 or IPv6, being stored in the tree.

• The number of entries in the tree.

• The type of tree used in this VRF, which indicates the stride. In Example 3-5, the stride 
is 8-8-8-8.

• The number of nodes and leaves in the tree, as well as the number of tree operations, 
such as inserts and deletes.

• Information about the amount of memory used by each tree. 

show ip cef internal
Another new command added is show ip cef internal, as shown in Example 3-6. If you run 
the show ip cef internal command, you might see some entries prefixed by the tilde symbol 
(~). These are nonforwarding entries, which are stored in a separate tree from the 
forwarding entries. Nonforwarding entries result from CEF receiving information about 
specific destinations from multiple sources and only using one of the provided forwarding 
entries.

Example 3-6 Output of the show ip cef internal Command

CSSR-router #show ip cef internal
IPv4 CEF is enabled and running
VRF Default:
 31 prefixes (31/0 fwd/non-fwd)
 Table id 0, version 31, 1 resets
 Database epoch: 0 (31 entries at this epoch)
 
0.0.0.0/32, version 0, epoch 0, flags receive, RIB, refcount 4
  sources: CEF 
  path 638F83F0, path list 638F3350, share 1, flags receive
  ifnums: (none)
   path_list contains no resolved destination(s). HW IPv4 notified.
  receive
  output chain: receive (10)
10.1.2.0/24, version 4, epoch 0, flags attached, connected, RIB, refcount 4
  sources: RIB 
  feature space:
   IPRM: 0x0004800C
  path 638F82A0, path list 638F3230, share 1, flags attached
  ifnums: (none)
   path_list contains at least one resolved destination(s). HW IPv4 notified.
  attached to FastEthernet0/0, adjacency glean
  output chain: glean



New show cef Commands     91

The show ip cef internal command essentially shows each CEF table entry, with all the 
available information about the entry. Useful fields include the source of the CEF table 
entry or the process that installed the entry, the type of entry, interfaces, and features 
installed on the switching path for each entry. This is a lot of information, and it probably 
won't be useful in many troubleshooting situations. 

show ip cef switching statistics
CSSR adds a new command, show [ip|ipv6] switching statistics [feature]. This new show
command provides information on each packet that CEF switched. For any packets punted 
to the process-switching path, the output of show ip cef switching will tell you why they 
were punted. Example 3-7 provides sample output for this new command.

New show cef Commands
Another series of commands under show cef have also been added as part of CSSR. These 
commands contain generic information about CEF, rather than information related to IP 
switching of CEF.

As shown in Example 3-8, the output of the show cef fib and show cef loadinfo commands
provides information about the number of entries allocated in each table and memory 
failures encountered when allocating new entries. This information is useful when 
troubleshooting a router with low memory or a memory leak.

Example 3-7 Output of the show ip cef switching statistics Command

CSSR-Router# show ip cef switching statistics
 
Path   Reason                          Drop       Punt  Punt2Host
RP RIB Packet destined for us             0        253          0
RP RIB Total                              0        253          0
 
RP LES Packet destined for us             0        253          0
RP LES Total                              0        253          0
 
RP PAS Packet destined for us             0        506          0
RP PAS TTL expired                        0          0        160
RP PAS Total                              0        506        160
 
All    Total                              0       1012        160

Example 3-8 Output of the show cef fib and show cef loadinfo Commands

CSSR-router#show cef fib 
31 allocated IPv4 entries, 0 failed allocations
0 allocated IPv6 entries, 0 failed allocations

CSSR-router#show cef loadinfo
0 allocated loadinfos, 0 failed allocations
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In Example 3-9, the output of show cef memory shows each type of memory CEF uses and 
how much of it is in use. This is useful information for troubleshooting memory leaks or a 
router with a memory allocation problem.

The new command show cef table provides a summary of each CEF table configured on 
the router. Example 3-10 shows two CEF tables configured: a single table for IPv4 
forwarding information and a single table for IPv6 forwarding information. The number of 
prefixes and the table version number are given. Any VRF within each table is listed in the 
table.

Example 3-11 shows the output of show cef timers, which provides a somewhat graphical 
display of the timers used to maintain the CEF tables. Timers in Cisco IOS Software are 
related by a parent/child relationship; when the parent timer expires (wakes up), all the 
child timers are marked as expired as well. This allows multiple overlapping events to be 
controlled independently but resynchronized, or easily restarted at the same time, when 
certain events occur.

Example 3-9 Output of the show cef memory Command

CSSR-router#show cef memory  
  Memory                          in use/allocated         Count
  ---------------------------------------------------------------------
  ADJ: DROP adjacency       :        368/424        ( 86%) [1]
  ADJ: Discard adjacency    :        368/424        ( 86%) [1]
  ....
  CEF: FIBHWIDB             :       7592/8320       ( 91%) [13]
  CEF: FIBIDB               :       2600/3328       ( 78%) [13]
  CEF: FIBSWSB control      :        576/1024       ( 56%) [8]
  ....

Example 3-10 Output of the show cef table Command

CSSR-router#show cef table
1 active IPv4 table out of a maximum of 10000
VRF                      Prefixes      Version       Memory  Flags
Default                        31           31        25584  
 
1 active IPv6 table out of a maximum of 1
VRF                      Prefixes      Version       Memory  Flags
Default                         0            0           72  

Example 3-11 Output of the show cef timers Command 

CSSR-router#show cef timers
CEF background process
    Expiration    Type
|       18.196  (parent)
  |       18.196  FIB checkers: IPv4 scan-rib-ios scanner
  |       18.196  FIB checkers: IPv4 scan-ios-rib scanner
  |       18.196  FIB checkers: IPv6 scan-ios-rib scanner
  |       18.468  FIB checkers: IPv4 scan-hw-sw scanner
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Most of the timers relate to checking the CEF tables for consistency periodically or with 
throttling certain types of responses, such as Address Resolution Protocol (ARP) requests, 
so that they don't occur too often.

Finally, an entire chain of new commands allow you to examine the path information that 
has been added, including show cef path, show cef path list, and show cef path list walk.
Each one shows the same information, with increasing amounts of detail, as Example 3-12 
shows.

  |       18.468  FIB checkers: IPv4 scan-sw-hw scanner
 
Platform counter polling is not enabled
IPv4 CEF background process
    Expiration    Type
|        0.160  (parent)
  |        0.160  adjacency update hwidb
  |        0.196  ARP throttle
  |        3.192  fibidb queue

Example 3-12 Output of the show cef path Command 

CSSR-router#show cef path
39 allocated IPv4 paths, 0 failed allocations
0 allocated IPv6 paths, 0 failed allocations
 
39 Total Paths, 1 Recursive Paths, 0 Unresolved Paths

CSSR-router#show cef path list
38 path lists (11 in shared path list hash table, 27 in special list)
0 failed allocations
 
hash table:
 [  2] path list 638F2870, 1 path, 1 output chain, 1 lock
 [  4] path list 638F3230, 1 path, 1 output chain, 1 lock
 [  8] path list 638F30B0, 1 path, 1 output chain, 1 lock
 [  9] path list 638F2F30, 1 path, 1 output chain, 1 lock
 [ 10] path list 638F2DB0, 1 path, 1 output chain, 1 lock
 [ 11] path list 638F2C30, 1 path, 1 output chain, 1 lock
 [ 12] path list 638F28D0, 1 path, 1 output chain, 1 lock
 [ 12] path list 638F2930, 2 paths, 1 output chain, 1 lock
 [ 12] path list 638F2AB0, 1 path, 1 output chain, 1 lock
 [ 31] path list 638F2510, 1 path, 1 output chain, 3 locks
 [ 46] path list 638F2690, 1 path, 1 output chain, 3 locks

CSSR-router#show cef path list walk
CSSR-router##show cef path list walk
38 path lists (11 in shared path list hash table, 27 in special list)
0 failed allocations
 
hash table:
 [  2] path list 638F2870, 1 path, 1 output chain, 1 lock

Example 3-11 Output of the show cef timers Command (Continued)

continues
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CEF Event Logger
Cisco IOS Software components include event loggers. An event logger is a process that 
runs constantly, collecting much of the same information that various types of debug output 
provide, but without the overhead and without having to be explicitly enabled.

The event logger allows you to gather the information required to troubleshoot a problem 
regardless of whether you explicitly enabled debugging when the problem occurred, as long 
as you catch the log soon after the problem occurs. Event logs generally have a fixed size, 
which means that they will only hold a specific number of events before discarding the 
oldest event to replace it with the most recent one. The size of the IP CEF event log is set 
using the ip cef table event-log command; the default size is 16,000 events.

The CEF event logger records events in the CEF table, such as the insertion and deletion of 
CEF entries, as shown in Example 3-13.

 [  4] path list 638F3230, 1 path, 1 output chain, 1 lock
 [  8] path list 638F30B0, 1 path, 1 output chain, 1 lock
 [  9] path list 638F2F30, 1 path, 1 output chain, 1 lock
 [ 10] path list 638F2DB0, 1 path, 1 output chain, 1 lock
 [ 11] path list 638F2C30, 1 path, 1 output chain, 1 lock
 [ 12] path list 638F28D0, 1 path, 1 output chain, 1 lock
 [ 12] path list 638F2930, 2 paths, 1 output chain, 1 lock
 [ 12] path list 638F2AB0, 1 path, 1 output chain, 1 lock
 [ 31] path list 638F2510, 1 path, 1 output chain, 3 locks
 [ 46] path list 638F2690, 1 path, 1 output chain, 3 locks
 
hash table path lists:
 path list 638F2870, flags 21, 2 locks
 ifnums: (none)
  path_list contains no resolved destination(s). HW IPv4 notified.
 1 path
   path 638F76D0, path list 638F2870, share 1, flags attached
   ifnums: (none)
    path_list contains no resolved destination(s). HW IPv4 notified.
   attached to Null0, adjacency Null0
 1 output chain
 chain[0]:  Null0
 path list 638F3230, flags 29, 2 locks
 ifnums: (none)
  path_list contains at least one resolved destination(s). HW IPv4 notified.
.... 

Example 3-13 Output of the show ip cef event Command

CSSR-router#show ip cef event
% Command accepted but obsolete, unreleased or unsupported; see documentation.
 
00:00:09.380:  [Default] *.*.*.*/*'00          New FIB table          [OK]

Example 3-12 Output of the show cef path Command (Continued)



CEF Event Logger     95

The first line indicates that this is an unsupported command, which means you will not find 
much documentation about this command on Cisco.com or in any manuals. This is because 
this command will eventually be obsolete, replaced by commands under the monitor
event-log chain, as shown in the following example.

The columns in this output contain the following information:

• Timestamp—This is the time at which the event occurred.

• VRF—The name of the VRF in which the event occurred is contained in brackets.

• Prefix and Prefix Length—The prefix that was inserted or removed, or that some 
other action was taken on is contained in this column.

• Action—The action taken is contained in this column.

• Result—The result of the action is contained in this column.

The action column can contain a large number of values, including the following: 

• Events concerning the enabling or running of the CEF process, such as FIB enabled, 
FIB running, distributed FIB (dFIB) enabled, and dFIB running

• Error-handling events, such as “Handling malloc failed”

00:00:11.112:  [Default] 0.0.0.0/32'00         FIB insert             [OK]
00:00:11.112:  [Default] 255.255.255.255/32'00 FIB insert             [OK]
00:00:11.112:  [Default] 224.0.0.0/24'00       FIB insert             [OK]
00:00:11.112:  [Default] 224.0.0.0/4'00        FIB insert             [OK]
00:00:11.332:  [Default] 224.0.0.0/4'00        FIB remove (flagged)   [OK]
00:00:11.332:  [Default] 224.0.0.0/4'00        FIB remove (deleted)   [OK]
00:00:11.332:  [Default] 224.0.0.0/4'00        FIB insert             [OK]
00:00:11.584:  [Default] 0.0.0.0/32'00         FIB remove (flagged)   [OK]
00:00:11.584:  [Default] 0.0.0.0/32'00         FIB remove (deleted)   [OK]
00:00:11.584:  [Default] 224.0.0.0/24'00       FIB remove (flagged)   [OK]
00:00:11.584:  [Default] 224.0.0.0/24'00       FIB remove (deleted)   [OK]
00:00:11.584:  [Default] 224.0.0.0/4'00        FIB remove (flagged)   [OK]
00:00:11.584:  [Default] 224.0.0.0/4'00        FIB remove (deleted)   [OK]
00:00:11.584:  [Default] 255.255.255.255/32'00 FIB remove (flagged)   [OK]
00:00:11.584:  [Default] 255.255.255.255/32'00 FIB remove (deleted)   [OK]
00:00:11.584:  [Default] *.*.*.*/*'00          Flush FIB table (4/0ms) [OK]
00:00:11.584:  [Default] 0.0.0.0/32'00         FIB insert             [OK]
00:00:11.584:  [Default] 255.255.255.255/32'00 FIB insert             [OK]
00:00:11.584:  [Default] 224.0.0.0/24'00       FIB insert             [OK]
00:00:11.584:  [Default] 224.0.0.0/4'00        FIB insert             [OK]
00:00:11.588:  [Default] 10.1.2.0/24'00        FIB insert             [OK]
00:00:11.588:  [Default] 10.1.2.21/32'00       FIB insert             [OK]
00:00:11.588:  [Default] 10.1.2.0/32'00        FIB insert             [OK]
00:00:11.588:  [Default] 10.1.2.255/32'00      FIB insert             [OK]
00:00:11.588:  [Default] 10.1.2.0/24           NBD up                 [OK] 
....

Example 3-13 Output of the show ip cef event Command (Continued)
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• CEF process events, such as “Scanner process created” and “Scanner event loop 
enter”

• IPv4 FIB table entry events, such as FIB insert and FIB delete

• IPv6 FIB table entry events, such as FIB insert and FIB delete

• Line card events driven by the route processor

• Adjacency table events, such as interface up or down, protocol up or down, and others

Another CEF event trace log is also accessible through the show monitor event-trace cef
command, as shown in Example 3-14.

As you can see from the output shown in Example 3-13, this information is more useful for 
code-level debugging than CEF-level debugging.

Example 3-14 Output of the show monitor event-trace cef Command

CSSR-router#show monitor event-trace cef ?
  all        Show all the traces in current buffer
  back       Show trace from this far back in the past
  clock      Show trace from a specific clock time/date
  events     CEF Events
  from-boot  Show trace from this many seconds after booting
  interface  CEF Interface Events
  ipv4       CEF IPv4 Events
  ipv6       CEF IPv6 Events
  latest     Show latest trace events since last display
  merged     Show entries in all event traces sorted by time

CSSR-router##show monitor event-trace cef all       
 
cef_events:
 
00:00:03.172: Inst    unknown -> RP
00:00:03.172: SubSys  fib_ios_chain init
00:00:09.372: SubSys  fib init
00:00:09.376: SubSys  ipv4fib init
00:00:09.384: SubSys  ipv4fib_ios init
00:00:09.432: SubSys  fib_ios init
....          
cef_interface:
 
00:00:09.440: <empty>      (sw  3) Create   new
00:00:09.440: <empty>      (sw  3) SWIDBLnk FastEthernet0/0(3)
00:00:09.440: Fa0/0        (sw  3) NameSet  
00:00:09.440: <empty>      (hw  1) Create   new
00:00:09.440: <empty>      (hw  1) HWIDBLnk FastEthernet0/0(1)
00:00:09.440: Fa0/0        (hw  1) NameSet  
00:00:09.440: Fa0/0        (sw  3) State    down -> up
00:00:09.440: <empty>      (sw  4) Create   new
00:00:09.440: <empty>      (sw  4) SWIDBLnk FastEthernet1/0(4)
.... 
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CEF Consistency Checker
The CEF consistency checker verifies that the Update Manager (discussed in the section 
“New CEF Processes,” later in this chapter) is maintaining the local FIB tables on each line 
card correctly. Two consistency checkers are included with CSSR: active and passive.

Passive Checkers
Passive checkers run constantly, in the background, unless you disable them using the [no]
cef table consistency-check <ipv6|ipv4> command. During passive checking, the 
following items occur each minute:

• Each line card sends one interprocess communications (IPC) message containing 
CEF consistency checking information by default, although more can be configured.

• The route processor sends one IPC message containing CEF consistency check 
information to each line card.

• The route processor compares 1000 prefixes in the Routing Information Base (RIB) 
with their CEF entries to make certain that the CEF table matches the RIB. This is 
60,000 prefixes per hour.

The configuration command cef table consistency-check <af> type <scan -ios -rib>
[count <count>] [period <seconds>] controls the number of prefixes examined in each 
passive check and the time between passive checks.

To control the recording of error messages when an inconsistency is found, use the 
configuration command cef table consistency-check <af> error-message. In both of these 
commands, <af> is the address family, such as IPv4 or IPv6, you would like to configure. 

Active Checkers
An active consistency check is initiated at the console, using the test cef enable command,
followed by test cef table consistency [detail], as shown in Example 3-15.

Example 3-15 Output of the test cef enable and test cef table consistency Commands

CSSR-router#test cef enable
The use of TEST CEF commands will severely impact network performance
and stability and should be used with extreme caution. For safety,
execute the “test cef disable” command to disable this capability when
it is no longer required.

CSSR-router#test cef table consistency detail 
full-scan-rib-ios: Checking IPv4 RIB to FIB consistency
full-scan-rib-ios: FIB checked 8 prefixes, and found 0 missing.
full-scan-ios-rib: Checking IPv4 FIB to RIB consistency
full-scan-ios-rib: Checked 8 FIB prefixes in 1 pass, and found 0 extra.
Error: Failed to run IPv6 full-scan-rib-ios checker

continues
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An active check on a table of 150,000 prefixes can take between 5 and 60 seconds. 

Consistency-Checking Process
The consistency-checking process contains two phases:

• Building, transmitting, and comparing the FIB table information

• Handling a detected inconsistency

The following list and Figure 3-6 illustrate the first part of this process:

1 The CEF consistency checker on the route processor builds a consistency check 
message by walking the local CEF table. For each entry, a description of the entry, 
including a checksum, is inserted into an IPC message.

2 When the IPC message is full, it is transmitted to all the line cards.

3 The CEF consistency checker compares the information received in the consistency 
check IPC packet with the same entries in the local CEF tables, including comparing 
the checksum computed locally with the checksum computed on the route processors.

4 If any entry does not match, the line card creates a new IPC message containing the 
local information about this entry and transmits it to the route processor.

Figure 3-6 CEF Consistency-Checking Process

Error: Failed to run IPv6 full-scan-ios-rib checker
No IPv4 inconsistencies found, check took 00:00:00.004
No IPv6 inconsistencies found, check took 00:00:00.000

Example 3-15 Output of the test cef enable and test cef table consistency Commands (Continued)

10.1.1.0/24 10.1.1.0/24

10.1.2.0/24 10.1.2.0/24

10.1.3.0/24 10.1.3.0/24

10.1.4.0/24 10.1.4.0/24

10.1.5.0/24 10.1.5.0/24

10.1.6.0/24 10.1.6.0/24

RP CEF Table LC CEF Table

1

2
4

3
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When the route processor receives the IPC message from the line card, it reexamines the 
local CEF tables, looking for a mismatch. If the data is still mismatched, the route processor 
will build a new IPC packet with the correct information and transmit it to the line card. If, 
after three checks (which allows time for any pending updates to be completed), the line 
card and route processor tables continue to be inconsistent, the line card is marked 
inconsistent on the route processor. 

After a line card is marked inconsistent, CEF can auto-repair the CEF tables, if cef table 
consistency-check <af> auto-repair is configured. To auto-repair, CEF waits 10 seconds 
to allow all current consistency checks to finish. At the end of this time, the CEF epoch is 
incremented. This, in turn, causes the route processor to walk through the local CEF tables, 
generating updates to every line card for every entry. As these updates are generated, old 
FIB table information is purged. A hold-down timer prevents multiple auto-repairs from 
running concurrently.

To check the current state of the CEF consistency checkers, use the show cef table 
consistency-check command, as shown in Example 3-16.

Example 3-16 Output of the show cef table consistency-check Command

CSSR-router#show cef table consistency-check 
Consistency checker master control: enabled
 
IPv4:
 Table consistency checker state:
  scan-rib-ios: disabled
   0/0/0/0 queries sent/ignored/checked/iterated
  scan-ios-rib: disabled
   0/0/0/0 queries sent/ignored/checked/iterated
  full-scan-rib-ios: enabled [1000 prefixes checked every 60s]
   0/0/0/0 queries sent/ignored/checked/iterated
  full-scan-ios-rib: enabled [1000 prefixes checked every 60s]
   0/0/0/0 queries sent/ignored/checked/iterated
 Checksum data checking disabled
 Inconsistency error messages are disabled
 Inconsistency auto-repair is enabled (10s delay, 300s holddown)
 Inconsistency auto-repair runs: 0
 Inconsistency statistics: 0 confirmed, 0/16 recorded
 
IPv6:
 Table consistency checker state:
  scan-ios-rib: disabled
   0/0/0/0 queries sent/ignored/checked/iterated
  full-scan-rib-ios: enabled [1000 prefixes checked every 60s]
   0/0/0/0 queries sent/ignored/checked/iterated
  full-scan-ios-rib: enabled [1000 prefixes checked every 60s]
   0/0/0/0 queries sent/ignored/checked/iterated
 Checksum data checking disabled
 Inconsistency error messages are disabled
 Inconsistency auto-repair is enabled (10s delay, 300s holddown)
 Inconsistency auto-repair runs: 0
 Inconsistency statistics: 0 confirmed, 0/16 recorded
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New CEF Processes
Beyond the data structure and switching path changes, which impact CEF switching 
directly, CSSR also added the following new processes to CEF to better manage the CEF 
data structures and CEF operation:

• FIB Manager

• Adjacency Manager

• Update Manager

The following sections describe each manager.

FIB Manager
The FIB Manager manages the prefix path lists and loadinfo maps, including managing 
multilevel load sharing (through recursions). The FIB Manager also dynamically allocates 
new memory chunks as needed and handles statistics and feature data.

Adjacency Manager
The Adjacency Manager,  as its name implies, manages the adjacency tables. This includes 
managing the interface state, enabling and disabling protocols, and maintaining of a per-
interface tree.

Update Manager
The Update Manager keeps track of which entries in the FIB tables need to be updated. 
Updates are pulled from the line cards to the route processor through the Update Manager, 
which allows the line cards to regulate the rate at which new FIB information is transferred.
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Summary
This chapter introduced you to CEF Enhanced Scalability (CSSR). Cisco IOS Release 
12.2S updated the data structures that make up the CEF tables and the switching path 
packets taken when switched by CEF.

This chapter also described changes to the show commands and new show and show ip cef
commands in CSSR.

CSSR also includes an event logger and consistency checker. Information gathered by the 
event logger aids in troubleshooting. The CEF consistency checker verifies that the Update 
Manager is maintaining the local FIB tables on each line card correctly. The consistency 
checkers included with CSSR can be either active or passive.

CSSR also added a FIB Manager, an Adjacency Manager, and an Update Manager to better 
manage the CEF data structures and CEF operation.
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