CCNA Flash Cards and Exam Practice Pack 3rd Edition Errata

ICND 1
1. Section 1. Page 22. Question 25 Answer. There is an error in the format during the printing process. Layer 1: Physical Layer is missing from the answer. It is listed in the heading of Question 26 Answer.

2. Section 1. Page 22. Question 26 Answer. In the heading of the Question Answer, the following is missing:  26 Answer

3. Section 4. Page 112. Question 35 Answer. There is a grammatical error in the second sentence in the first paragraph.  It should read: “Anytime a frame passes through a router, a router rewrites the MAC address to the MAC address of the router and then sends the frame to the local host.”

4. Section 5. Page 124. Question 14 Answer. There is a technical error in the answer. The corrected statements are:

· Move the cursor to the end of the line: Ctrl-E

· Move the cursor forward on word: : Esc-F

5. Section 6. Page 132. Question 5 Answer. There is a grammatical error in the third paragraph, first sentence. It should read: “For example, to configure Gigabit interface 1, enter the following:”

6. Section 6. Page 132. Question 6 Answer. There is a technical error. The correct answer should be: “The hostname BuildingB-Switch global configuration command allows you to configure this switch with a host name. 

7. Section 6. Page 136. Question 12 Answer. There is a technical error. The correct answer should be: “The show interfaces user EXEC command allows you to view the statistics for all interfaces configured on the switch.

8. Section 6. Page 137. Question 13. There is a technical error in the question. The question should be: “ What command displays the switch’s configured IP address and subnet mask?”

9. Section 6. Page 138. Question 13 Answer. There is a technical error in the answer. The first sentence should read: “The show ip interface user EXEC command displays all IP information configured for all interfaces on the switch. “

10. Section 6. Page 142. Question 20 Answer. There is a grammatical error in the first sentence of the answer. The first sentence should read: “To add a password for Telnet access, enter the line vty 0 15 global configuration command, the login command, and finally the password line subcommand. 

11. Section 6. Page 150. Question 31 Answer. There is an option missing in the access-list command syntax. The access-list command syntax should be: “access-list access-list number {permit | deny } source-address [wildcard-mask] [log]”

12. Section 7: Page 175, 176, 177 and 178 questions 3 and 6 shows 2.8 GHz instead of 2.4 GHz.
13. Section 7. Page 180. Question 8 Answer. There is a technical error in the first sentence and last sentence. The answer should read: “The 802.11 b/g standards offer 11 channels. Although 802.11 b/g has 11 channels, only three channels are nonoverlapping. As a result, the nonoverlapping channels to use in 802.11 b/g are 1, 6, and 11.”

14. Section 7. Page 183. Question 15. The question is a little ambiguous. It should read: “ What are the two wireless Infrastructure modes?”

15. Section 8. Page 216. Question 32 Answer. There is a technical error in the answer. The answer should read:

“16 subnets with 14 hosts in each network. 

If you subnet 192.168.1.0 with a 28-bit mask (255.255.255.240), you have 16 networks with 14 hosts in each network. If you look at the network address and the subnet mask in binary, you can see that in the last octet, you have 4 bits for networks and 4 bits for hosts as follows:



11000000.10101000.00000000.00000000
11111111.11111111.11111111.11110000

You can apply these bits to the following formulas:


2ⁿ = amount of subnets; where n  is the amount of masked bits.


2ⁿ-2 = amount of usable hosts; where n is the amount of masked bits.

Therefore, 2⁴ = 16 networks and 2⁴-2 = 14 usable hosts.
16. Section 9. Page 226. Question 10 Answer. There is a technical error in the first sentence. The first sentence should read: “ To resume a suspended Telnet session, issue the resume session-number user EXEC command.”

17. Section 9. Page 236. Question 25 Answer. There is a technical error in the first sentence. The show controllers command is a user EXEC command. 

18. Section 9. Page 236. Question 27 Answer. There is a technical error in the first sentence. The show controllers serial-interface-type serial-number command is a user EXEC command.

19. Section 9. Page 239. Question 33. Clarification to the question is needed. The question should be: “When you view the configuration on Cisco devices, only the enable secret password is encrypted. How do you encrypt all plaintext and enable passwords?”

20. Section 9. Page 240. Question 33 Answer. Should read: “To encrypt all plaintext and the enable password, use the service password-encryption global command, as follows:

RouterA(config)#service password-encryption
ICND 2

1. Section 4. Page 444. Question 24 Answer. There is a technical error. The answer should read: “ 255.255.255.224 uses 3 subnet bits and provides 8 usable subnets (2^3 = 8) This leaves 5 bits for host addresses, which gives you 30 usable addresses (2⁵ - 2 = 30).

2. Section 4. Page 446. Question 25 Answer. There is a technical error. The answer should read: 

“255.255.248.0. 

If you look at this subnet mask in binary you will see that there are 5 subnet bits for the network address

11111111.11111111.11111000.00000000

If you use the subnet equation (2⁵=32) there will be 32 available networks that will be provided with the subnet mask, which fulfils the requirement for 18 networks and allows adequate growth. This leaves you will 11 bits to be assigned to hosts which gives you 2046 (2^11-2=2046) address, giving you more than enough IP addresses to be assigned to hosts. If you use a subnet mask of 255.255.240.0 you will meet the requirement of 1200 hosts (2^12-2=4094 available hosts) but not have enough networks (2⁴=16 available networks).

3. Section 4. Page 450. Question 29 Answer. There is a technical error in the answer. The answer should read:

“If you subnet 192.168.1.0 with a 28-bit mask (255.255.255.240), you have 16 networks with 14 hosts in each network. If you look at the network address and the subnet mask in binary, you can see that in the last octet, you have 4 bits for networks and 4 bits for hosts as follows:



11000000.10101000.00000000.00000000
11111111.11111111.11111111.11110000

You can apply these bits to the following formulas:



2ⁿ = amount of subnets; where n  is the amount of masked bits.

2ⁿ-2 = amount of usable hosts; where n is the amount of masked bits.

Therefore, 2⁴ = 16 networks and 2⁴-2 = 14 usable hosts.

4. Section 7. Page 524. Question 14 Answer. There is an option missing in the access-list command syntax. The access-list command syntax should be: “access-list access-list number {permit | deny } source-address [wildcard-mask] [log]”

5. Section 7. Page 534. There is an option missing in the access-list command syntax. The command syntax should be: “access-list access-list-number {permit | deny } protocol source-address source-wildcard [operator port] destination-address destination-wildcard [operator port] [log]”
ICND1 Study Sheets

1. Section 6: Configuring a Cisco Switch. Understanding Switch Security. Under the heading Configuring and Applying vty Access Lists, there is an option missing in the access-list command syntax. The access-list command syntax should be: “access-list access-list number {permit | deny } source-address [wildcard-mask] [log]”

2. Section 6: Configuring a Cisco Switch. Troubleshooting Switch Issues. Identify and Resolving Access Port Issues. Under the heading Media-Related Issues there is a grammatical error in the first sentence. The first sentence should read: “ Media-related issues might be reported as an access issue; for example, a user might say they he or she cannot access the network.”

3. Section 8: Exploring the Functions of Routing. Constructing a Network Addressing Scheme. Under the heading Default Subnet Masks, there is a technical error in the third sentence. The third sentence should read:”With each bit of subnetting beyond the default, you can create 2ⁿ subnets.”

4. Section 8. Table 8-2 There is an error. In the second line in the table, the Number of Subnets should be 255, not 254. Also in the fourth line in the table, the Number of Subnets should be 1024, not 1022.

5. Section 8: Exploring the Functions of Routing. Under the heading How to Implement Subnet Planning. There is a technical error in Step 2. In the last sentence the part in parentheses, the formula is incorrect. The part in parentheses should read: “(The formula 2ⁿ yields only 16 subnets for 4 bits, so 5 bits must be used.)”

6. Section 9: Configuring a Cisco Router. Router Security. Under the heading Configuring and Applying vty Access Lists, there is an option missing in the access-list command syntax. The access-list command syntax should be: “access-list access-list number {permit | deny } source-address [wildcard-mask] [log]”

7. Section 10: Understanding WAN Technologies. There is an error in Figure 10-8. See the attached jpg titled ICND1 Figure 10-8 for the correct image.

8. Section 10: Understanding WAN Technologies. Under the heading Configuring PPP Authentication, in the command example” ppp authentication chap pap” needs to be bold. Currently it is not.

ICND 2 Study Sheets

1. Section 3: Troubleshooting Switched Networks. Troubleshooting Port Connectivity Problems. Under the heading Cable Type, in the third paragraph there is a spelling error. The first sentence should read: “Crossover cables typically connect similar devices, such as when connecting one switch to another.”

2. Section 4: Routing Operations and VLSM. There is an error in Firgure 4-3. Currently is shows the EIGRP Administrative Distance = 100. The Administrative Distance should be 90.

3. Section 7: Managing Traffic with ACLs. Under the heading Configuring Standard IP Access Lists, there is an option missing in the access-list command syntax. The access-list command syntax should be: “access-list access-list number {permit | deny } source-address [wildcard-mask] [log]”

4. Section 7: Managing Traffic with ACLs. Under the heading Configuring Extended IP Access Lists, there is an option missing in the access-list command syntax. The command syntax should be: “access-list access-list-number {permit | deny } protocol source-address source-wildcard [operator port] destination-address destination-wildcard [operator port] [log]”
5. Section 8: Managing Address Space with NAT and IPv6. There is an error in figure 8-2. See the attached jpg titled ICND2 Figure 8-2 for the correct image.

6. Section 8: Managing Address Space with NAT and IPv6. Under the heading Configuring PAT, there is a missing word in the configuration example. The third line in the example reads: 

“RouterA(config)#acess-list 99 permit 10.0.0.1”


It should read:



“RouterA(config)#access-list 99 permit 10.0.0.1”

7. Section 8: Managing Address Space with NAT and IPv6. Under the heading Configuring PAT, there is a missing word in the configuration example. The ninth line in the example reads:
“RouterA(config-if)#ip nat ouside”


It should read:
“RouterA(config-if)#ip nat outside”
Corrected figure for ICND1: Figure 10-8
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Corrected figure for ICND2: Figure 8-2
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