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Corrections for December 27, 2011
	Pg
	Error
	Correction

	228
	Chapter 6, First paragraph

Reads:

To learn more about private VLANs and their configuration, consult Building Cisco Multilayer Switched Networks (BCMSN) Authorized Self Study  Guide, Fourth Edition, available from Cisco Press.
	Should read:

To learn more about private VLANs and their configuration, consult “CCNP SWITCH 642-813 Official Certification Guide” (ISBN-10 1587202433, ISBN-13: 9781587202438), available from Cisco Press.


Corrections for September 19, 2011
	Pg
	Error
	Correction

	358
	Chapter 10, second sentence after Example 10-2

Reads: 

This ACL permits only packets that contain source addresses from the 12.2.1.0/24 network and denies all others. 
	Should read:

This ACL permits only packets that contain source addresses from the 12.1.1.0/24 network and denies all others.


Corrections for July 11, 2011
	Pg
	Error
	Correction

	545
	Chapter 15, Example 15-3, second line

Reads:

Router1(config)# crypto ipsec transform-set MYSET esp-aes esp-sha
	Should read:

Router1(config)# crypto ipsec transform-set MYSET esp-aes esp-sha-hmac

	359
	Chapter 10, Example 10-4 (moving the word any)

Reads:

R2(config)# access-list  114 permit icmp 12.2.1.0 0.0.0.255 any echo
R2(config)# access-list  114 permit icmp 12.2.1.0 0.0.0.255 any parameter-problem
R2(config)# access-list  114 permit icmp 12.2.1.0 0.0.0.255 any packet-too-big

R2(config)# access-list  114 permit icmp 12.2.1.0 0.0.0.255 any source-quench
	Should read:

R2(config)# access-list  114 permit icmp any 12.2.1.0 0.0.0.255 echo

R2(config)# access-list  114 permit icmp any 12.2.1.0 0.0.0.255 parameter-problem

R2(config)# access-list  114 permit icmp any 12.2.1.0 0.0.0.255 packet-too-big

R2(config)# access-list  114 permit icmp any 12.2.1.0 0.0.0.255 source-quench


Corrections for October 13, 2010
	Pg
	Error
	Correction

	93
	Chapter 3, Configuring Privilege Levels, second paragraph, third sentence

Reads:

By default, when you attach to a router, you are in user mode, which has a privilege level of 0.
	Should read:

By default, when you attach to a router, you are in user mode, which has a privilege level of 1.

	98
	Chapter 3, Example 3-17, Fifth line

Reads:

R1(config)# login on failure log
	Should read:

R1(config)# login on-failure log

	120
	Chapter 4, Setting AAA Authentication for Login, Third bullet point

Reads:

aaa authentication login tty-in is used to specify a login authentication list named tty-in using the line password configured on the router.
	Should read:

aaa authentication login tty-in line is used to specify a login authentication list named tty-in using the line password configured on the router.

	130
	Chapter 4, Additional Features of Cisco Secure ACS 4.0 for Windows, First bullet point, fourth sentence:

Reads:  This evaluation of the host credentials can enforce many specific policies, such as OS patch level and antivirus digital audio tape (DAT) file version.
	Should read:

This evaluation of the host credentials can enforce many specific policies such as, the requirement of a specific OS patch level or version of an antivirus definition file.

	138
	Chapter 4, TACACS+ Authentication, Step 2

Reads:

2. The NAC requests a username from the TACACS+ server.
	Should read:

2. The NAC requests a username prompt from the TACACS+ server.


	220
	Chapter 6, Using Dynamic ARP Inspection, fourth paragraph, second sentence

Reads:

However, the attacker sends GARP messages to PC1, telling PC1 that the MAC address corresponding to 192.167.0.1 is BBBB.BBBB.BBBB, which is the attacker’s MAC address.
	Should read:

However, the attacker sends GARP messages to PC1, telling PC1 that the MAC address corresponding to 192.168.0.1 is BBBB.BBBB.BBBB, which is the attacker’s MAC address.

	236
	Chapter 6, Figure 16-16 EAP-MD5, Bottom right arrow

Reads:

EAP Challenge Request
	Should read:

EAP Success Notification

	292
	Chapter 8, CHAP in Securing San Devices, first sentence

Reads:

CHAP is the mandatory protocol for iSCCI, as chosen by the Internet Engineering Task Force (IETF).
	Should read:

CHAP is the mandatory protocol for iSCSI, as chosen by the Internet Engineering Task Force (IETF).

	337
	Chapter 10, Figure 10-10, Inside ACL (Incoming Traffic)

Reads:

permit ip 75.0.0.0.0.0.0.255 any
	Should read:

permit ip 75.1.1.0 0.0.0.255 any

	341
	Chapter 10, Figure 10-12, far right side

Reads:

Pre-FSIP Server 62.3.3.3
	Should read:

SIP Server 62.3.3.3


	341
	Chapter 10, First Paragraph under Figure 10-12
Reads:

The first example shows how a client establishes a pre-Fast Serial Interface Processor (pre-FSIP) session to the pre-FSIP server and then a voice call controlled by pre-FSIP.  You can see that the application inspection firewall dynamically inspects and allows response traffic from the pre-FSIP server.  In addition, the Layer 5 traffic is being inspected, and the pre-FSIP inspection engine recognizes a pre-FSIP call setup by understanding the pre-FSIP protocol INVITE message on this layer.  Notice that the inspection engine dynamically reads the used media port for the Real-time Transport Protocol (RTP) data stream and dynamically allows that traffic to pass through the firewall.
	Should read:
The first example shows how a client establishes a Session Initiation Protocol (SIP) session to the SIP server and then a voice call controlled by SIP.  You can see that the application inspection firewall dynamically inspects and allows response traffic from the SIP server.  In addition, the Layer 5 traffic is being inspected, and the SIP inspection engine recognizes a SIP call setup by understanding the SIP protocol INVITE message on this layer.  Notice that the inspection engine dynamically reads the used media port for the Real-time Transport Protocol (RTP) data streams and dynamically allows that traffic to pass through the firewall.

	356
	Chapter 10, Table 10-13 Blocked Services, Ninth line down

Reads:

Service
Port
Transport

Internet Relay chat (IRC)
667
TCP
	Should read:

Service
Port
Transport

Internet Relay chat (IRC)
6667
TCP

	358
	Chapter 10, Example 10-2, third line down
Reads:

R2(config)# interface e0/1
	Should read:
R2(config) # interface e0/0


	359
	Chapter 10, Example 10-4 (moving the word any)
Reads:

R2(config)# access-list  114 permit icmp 12.2.1.0 0.0.0.255 any echo
R2(config)# access-list  114 permit icmp 12.2.1.0 0.0.0.255 any parameter-problem
R2(config)# access-list  114 permit icmp 12.2.1.0 0.0.0.255 any packet-too-big

R2(config)# access-list  114 permit icmp 12.2.1.0 0.0.0.255 any source-quench
	Should read:
R2(config)# access-list  114 permit icmp any 12.2.1.0 0.0.0.255 echo

R2(config)# access-list  114 permit icmp any 12.2.1.0 0.0.0.255 parameter-problem

R2(config)# access-list  114 permit icmp any 12.2.1.0 0.0.0.255 packet-too-big

R2(config)# access-list  114 permit icmp any 12.2.1.0 0.0.0.255 source-quench

	360
	Chapter 10, Last paragraph, last sentence

Reads:

The command transport input ssh also denies SSH access to R2 from any other hosts.
	Should read:

The command transport input ssh also denies TELNET access to R2 from any other hosts.

	400
	Chapter 11, Table 11-4, Last box under Description, third sentence:

Reads: However, if you configure this response using IOS-based IOS, be aware that you might block one of your own users, whose IP address is being spoofed by the attacker.
	Should read:

However, if you configure this response using IOS-based IPS, be aware that you might block one of your own users, whose IP address is being spoofed by the attacker.

	410
	Chapter 11, Creating IPS Rules, 

Adding last sentence to first paragraph.


	Add as last sentence:

The example beginning on Page 410 creates an IPS filter which causes IPS to scan all traffic except Telnet traffic.


	444
	Chapter 12, First Paragraph, First Sentence

Reads: One downside of symmetric algorithms is that they can be up to 1000 times slower than symmetric algorithms.
	Should read:

One downside of asymmetric algorithms is that they can be up to 1000 times slower than symmetric algorithms.

	454
	Chapter 12, Last Paragraph, First Sentence

Reads: Symmetric encryption algorithms such as RSA and Diffie-Hellman (DH) are considered trustworthy for confidentiality.
	Should read:

Asymmetric encryption algorithms such as RSA and Diffie-Hellman (DH) are considered trustworthy for confidentiality.

	497
	Chapter 14, Step 4, second sentence
Reads:
This also serves to authenticate that the message is indeed from Addison, because Matthew is the only person with this private key.
	Should read:
This also serves to authenticate that the message is indeed from Addison, because Addison is the only person with this private key.

	545
	Chapter 15, Example15-3, second line

Reads:

Router1(config)# crypto ipsec transform-set MYSET esp-aes esp-sha
	Should read:

Router1(config)# crypto ipsec transform-set MYSET esp-aes esp-sha-hmac

	545
	Chapter 15, Example 15-3, fourth line

Reads:

Router1(config)# access-list 101 permit ip 10.1.1.0 0.0.0.255  192.168.0.0 0.0.255  
	Should read:

Router1(config)# access-list 101 permit ip 10.1.1.0 0.0.0.255  192.168.0.0 0.0.0.255  

	545
	Chapter 15, Figure 15-4, fourth line

Reads:

Router2(config)# access-list 101 permit ip 192.168.0.0 0.0.0.255  10.1.1.0 0.0.255
	Should read:
Router2(config)# access-list 101 permit ip 192.168.0.0 0.0.0.255  10.1.1.0 0.0.0.255


This errata sheet is intended to provide updated technical information.  Spelling and grammar misprints are updated during the reprint process, but are not listed on this errata sheet.

Revised 12/27/2011

