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Symbols

 

(*, G) common shared tree structure, 232
(S, G) shortest path tree structure, 232

 

Numerics

 

56/64-kbps CSU/DSU back-to-back 
connections, 444

802.1Q
GVRP

configuring, 164
dynamic VLAN creation, 165
example configuration, 165–166

trunking
native VLAN switching, 154
voice traffic transport, 418

802.1X port authentication, configuring, 322–324

 

A

 

abbreviated commands, typing, 7
access layer, applying QoS to voice traffic, 425–429
Access layer functionality, 27
access ports, 145
accessing

modules, 49
switch devices

authentication, 316–318
permit lists, 319–320
SSH, 321–322

ACEs (access control entries), 372, 386
ACLs, VLAN ACLs, 309

COS configuration, 310–311
IOS configuration, 311–314

activating MISTP instances, 185
active commands, disabling, 10
adding entries to switching table, 73
addresses, well-known IP multicast, 473–485
adjacency table (CEF), 212–215
AF (Assured Forwarding) service levels, 369
aggressive mode (UDLD), 179
aging time (switching table), setting, 74
alias commands, 58
applying QoS policies, 395–397

assigned ICMP type codes, 458–461
assigned IP protocol numbers, 447–458
assigning

IP management address, 39
static switching table entries, 73
traffic to QoS policies, 386–392
VLAN ports

dynamic, 145–148
static, 145
verifying, 148

asynchronous back-to-back connections, 443
ATM LANE ( Asynchronous Transfer Mode LAN 

Emulation), 99
configuring, 100–105
displaying information, 107
example configuration, 105–106

authentication, 322–324
configuring, 316–317
example configuration, 318–319
RADIUS, 317–318
TACACS, 317

authorization
passwords, recovering, 44
privileged passwords, 43
user-level passwords, 42

auto trunking mode (COS), 153
autoconfig, 39
automatic IP management address assignment, 38

 

B

 

back-to-back connections
56/64-kbps CSU/DSU, 444
asynchronous, 443
Ethernet, 443
T1/E1 CSU/DSU, 445

backward compatibility, alias commands, 58
banners

character limitations, 37
configuring, 36–37
example configuration, 37

BID (bridge ID), 176
blocking state (STP), 178
boot parameters, synchronizing, 61–62
booting

from ROM Monitor, 18
images from Flash, 57
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BPDUs (bridge protocol data units), 176
BPDU Filtering, 195
BPDU Skewing, 192
TC bit set, 179

bridged virtual interfaces, configuring, 129–131
subinterfaces, 131–132
verifying configuration, 133

broadcast domains, design principles, 30
broadcast suppression, 299–300

configuring, 300–301
time-based, 301
verifying configuration, 303

BUS (Broadcast and Unknown Server), 99

 

C

 

cabling, maximum distances, 440–441
card modules, Supervisor redundancy, 59
Catalyst 2900MXL series switches, 21
Catalyst 2950 series switches, 22
Catalyst 3500XL switches, 21, 169
Catalyst 3550 series switches, 22
Catalyst 4000 series switches, 23
Catalyst 5000 series switches, 22
Catalyst 6000 series switches, 23
CDP (Cisco Discovery Protocol), 154

configuring, 63–65
CEF (Cisco Express Forwarding)

configuring, 211–213
displaying information, 213–215
tables, 211–213

CGMP (Cisco Group Management Protocol), 237
configuring, 238
displaying information, 239
example, 238

character limitations of banners, 37
Cisco IOS, 24

trunking modes, 152–153
class maps, QoS, 391–392
classification of frames

Layer 2, 367–368
Layer 3, 368–369

clearing module configurations, 50–51
closing Telnet sessions, 7
collapsed core design, 26
collecting RMON statistics, 343–344
command history, 7
command line (IOS), regular expressions, 12–13
command set (ROM Monitor), 17–19

commands
editing, 5
help, 7
output, filtering, 11
ping, verifying packet reachability, 357–358
recalling, 7
session, 49, 112
set length, 6
show modules, 112
switchport trunk encapsulation, 153
traceroute, router discovery, 358–360

community string values, configuring SNMP 
access, 337

community VLANs, creating, 168
compact mode (SFM), 514
config-sync mode (MSFC), 221–225
configuration mode (IOS), 9
configuring

broadcast suppression, 300–303
CDP, 63–65
CEF, 211–213
CGMP, 238
default gateways, 39
DNS services, 40–41
FlexWAN module, 516–517
GMRP, 240–241
GVRP, 164

dynamic VLAN creation, 165
example, 165–166

HSRP, 226–227
HTTP services, 41
IDSM, 496–504
IGMP snooping, 234–236
IOS Web browser interface, 15–16
IP management address, 38–39
Layer 2 interfaces

ATM LANE, 99–106
EtherChannel, 86–92
Ethernet, 79–86
port selection, 77–78
switching table, 73–76
Token Ring, 95–98

Layer 3 EtherChannels, 117–119
Layer 3 Ethernet interfaces, 113–115
Layer 3 routing tables, 134–135
Layer 3 switching, 112–113
MLS, 205–209
MSFC

config-sync mode, 222–225
SRM, 219–220

NAM, 504–513

 

BPDUs (bridge protocol data units)
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NDE, 216–217
packet tracing, 357–358
passwords

privileged, 43
user-level, 42

permit lists, 319–320
port authentication, 322–324
port security, 306–308
power-supply redundancy, 355
private VLANs, 167–169
protocol filtering, 303–304
QoS

Catalyst 2900XL/3500XL, 373–374
class maos, 391–392
congestion avoidance, 398–399
data exports, 406–408
example, 400–404
ingress port queues, 379–381
policers, 382–386
policies, 386–397
port-based traffic classification, 374–379

RGMP, 242–243
SFM, 514–515
SLB, 247–259

DFP, 267–268
example, 269–273
firewall load balancing, 275–290
probes, 291–295
sticky connections, 259–266

SNMP, 336
access, 337–340
example, 344–345
notifications, 341–343
RMON support, 343–344

SPAN, 346–347
destination port, 347
example, 352–354
RSPAN, 349–351
source, 348–349

SSH, 321–322
STP, 181–186, 192-196
Supervisor Engine

banners, 36–37
prompts, 35

switch authentication, 316–317
RADIUS, 317–318
TACACS, 317

system time, 66–69
terminal screen length, 6

trunking, 151–152
encapsulation method, 153–154
example, 155–156
identifying trunk link, 155
removing VLANs from trunk link, 

154–155
VLAN ACLs, 309

COS configuration, 310–311
IOS configuration, 311–314

VLANs
bridged virtual interfaces, 129–132
dynamic port assignment, 145–148
example port assignment, 149–150
interfaces, 128–133
static port assignment, 145
verifying port assignment, 148

voice, 416–421
access layer, 425–429
core layer, 430–432
distribution layer, 430–431
IP phone support, 421

voice modules
on Catalyst 4000/4224, 433
on Catalyst 6000, 434

VTP, 140–141, 157–158
changing versions, 161
example, 162–163
modes, 159
pruning, 160
setting passwords, 158
verifying operation, 162

WAN interfaces, 121
FlexWAN, 122–123
Gigabit Ethernet, 124–125
POS, 125–126
VIP2, 121–122

congestion avoidance thresholds, 398–399
connections (back-to-back)

56/64-kbps CSU/DSU, 444
asynchronous, 443
Ethernet, 443
T1/E1 CSU/DSU, 445

connector pinouts, 442
context-sensitive help, 7, 10–11
controlling traffic, protocol filtering, 303–304
COPS (Common Open Policy Service), 410–412
copying system files, 55–56
core layer

applying QoS to voice traffic, 430–432
functionality, 27

 

core layer
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COS-based (Catalyst Operating System) switches, 
24–25. 

 

See also

 

 IOS-based switches
ATM LANE

configuring, 99–105
displaying information, 107
example, 105–106

commands
editing, 5
history, 7

context-sensitive help, 7
EtherChannel

configuring, 87–92
displaying information, 94

Ethernet
configuring, 79–84
displaying information, 85–86

GVRP
configuring, 164
dynamic VLAN creation, 165
example configuration, 165–166

Layer 2 port selection, 77–78
modes, 4
refreshing input, 6
session timeout values, configuring, 8
STP, configuring, 181–186
syntax checking, 5–6
Telnet sessions, closing, 7
Token Ring

configuring, 95–98
displaying information, 98

trunking modes, 152–153
VLANs, creating, 145
VTP off mode, 159

creating
community VLANs, 168
isolated VLANs, 168
private edge VLANs, 169
traffic policers, 382–386
VLANs, 140–141

example, 144
extended range, 143
standard range, 142

 

D

 

databases, VTP
configuring, 140–141
domain name, specifying, 140
dynamic VLAN configuration, 146–148

date and time, system calendar configuration, 67
debouncing port state changes, 81
default destination port, defining for 

switching table, 75
default gateways, configuring, 39
default power allocations (voice ports), 417
default VLANs, 145
defining

QoS policies, 392–395
switching table default destination port, 75

deleting files from Flash, 54–55
design principles of switched networks, 25–31
designated port election (STP), 176
desirable trunking mode (COS), 153
deterministic frame distribution, 87
DFP (Dynamic Feedback Protocol), 267–268
DHCP (Dynamic Host Configuration Protocol), 

PHBs, 369
DiffServ (Differentiated Services), 368
disabled state (STP), 178
disabling

active commands, 10
DTP on trunks, 152
HTTP server, 15
modules, 50
system logging, 331

discarding packets, 178
displaying

ATM LANE information, 107
CEF information, 213–215
CGMP information, 239
EtherChannel information, 94
file systems devices, 51–54
GMRP information, 241
HSRP information, 228
IDSM information, 504
IGMP snooping information, 237
installed modules, 49
IOS terminal sessions, 14
Layer 2 information, 85–86
MLS information, 210–211
module configurations, 50
MSFC config-sync mode information, 225
NAM information, 514
NDE information, 218
power management information, 355
QoS information, 405
QoS management information, 412
RGMP information, 243
SFM information, 516

 

COS-based (Catalyst Operating System) switches
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SLB firewall load balancing information, 291
SLB information, 274
SNMP information, 345
SPAN information, 354
SRM information, 220
STP information, 187
switching table information, 75
syslog message information, 334
Token Ring information, 98
voice module information, 435
voice port information, 422

distribution layer
applying QoS to voice traffic, 430–431
functionality, 27

DNS (Domain Name System) services, 
configuring, 40–41

domain names, VTP, 157
domains, QoS, 365
downloading VMPS database files, 147
drop precedence categories (AF), 369
DSCP (Differentiated Services Code Point), 369

class selector, 369
fields, 370

DTP (Dynamic Trunking Protocol), 152
dynamic port assignment (VLANs), 145–148
dynamic pruning (VTP), 160
dynamic VLAN creation (GVRP), 165

 

E

 

editing
commands, 5
IOS command line, 10

EF (Expedited Forwarding) class, 369
egress scheduling, tuning, 399
election processes, STP, 176
enabling trunking, 152
encapsulation type, specifying on trunks, 153–154
ending IOS terminal sessions, 14
environmental monitoring, 356
errors, COS syntax, 5–6
ESI (End-System Identifier), NSAP addresses, 100
EtherChannel, 86–87

configuring, 87–92
displaying information, 94
example configuration, 92

Ethernet
back-to-back connections, 443
configuring, 79–84

displaying information, 85–86
type codes, 485–492
VLANs, configurable parameters, 142

exporting QoS data, 406–408
extended VLANs, 141

creating, 143
extending with IRB, 519–522
VLAN number ranges, 140

external routers, 207–209

 

F

 

facility types (syslog servers), 329
FIB (Forwarding Information Base) table, 211, 215
fields of DSCP, 370
file systems

alias command, 58
deleting files from Flash, 54–55
Flash memory, booting images from, 57
navigating, 51–54
system files, moving, 55–56

filtering
IOS command output, 11–12
traffic with VLAN ACLs, 309

COS configuration, 310–311
IOS configuration, 311–314

firewalls, SLB load balancing, 275–286
displaying information, 291
example, 286–290

fixed mode (GVRP), 164
Flash memory

booting images from, 57
removing files, 54–55

FlexWAN modules
configuring, 516–517
extended VLANs, enabling, 143
interfaces, configuring, 122–123

flow-through mode (SFM), 514
forbidden mode (GVRP), 164
forgotten passwords, recovering, 44
Forward Delay timer (STP), 192
Forward Delay interval, adjusting, 193
forwarding state (STP), 178
frames

deterministic distribution, 87
Layer 2 classification, 367–368
Layer 3 classification, 368–369

 

frames
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G

 

GARP timers, 240
gateway address, configuring, 39
GBIC, types of, 439
Gigabit Ethernet interfaces, configuring, 124–125
GMRP (GARP Multicast Router Protocol), 239

configuring, 240–241
displaying information, 241

group membership, IGMP join requests, 233–234
GVRP (GARP VLAN Registration Protocol), 164

configuring, 164–166
dynamic VLAN creation, 165

 

H

 

hardware clock, configuring, 67
Hello Timer (STP), 192–193
help command (IOS), 7, 10–11
help errors (COS), 5–6
hierarchy of switched networks, 25–27
high availablity, versioning, 62–63
HSRP (Hot Standby Routing Protocol), 225

configuring, 226–227
displaying information, 228
example, 227–228

HTTP services
configuring, 41
disabling, 15

 

I

 

ICMP (Internet Control Message Protocol) 
type codes, 458–461

IDSM (Intrusion Detection System Module)
configuring, 496–504
displaying information, 504
performing hardware upgrades, 501–502
removing from switch chassis, 497
service packs, applying, 503

IEEE 802.1Q, GVRP
configuring, 164–165
example configuration, 165–166

IFS (IOS file system), 58
deleting files from Flash, 54–55
Flash memory, booting images from, 57

navigating, 51–54
system files, moving, 55–56

IGMP Fast-Leave Processing, 234
IGMP snooping, 233–234

configuring, 234–236
displaying information, 237
example, 236

images
IOS Supervisor Engine, synchronizing, 60–61
versioning, 63

improving STP stability, 179
ingress port queues (QoS), tuning, 379–381
in-profile traffic, 372
installed modules, viewing, 49
internal DSCP value

applying to QoS theory, 366
mapping to egress CoS values, 397–398

IOS-based switches
ATM LANE

configuring, 99–105
displaying information, 107
example, 105–106

command line
editing, 10
regular expressions, 12–13

command output, searching, 11–12
context-sensitive help, 10–11
EtherChannel

configuring, 87–92
displaying information, 94

Ethernet
configuring, 79–84
displaying information, 85–86

file system, 51
Layer 2 port selection, 77–78
password recovery process, 46–48
standby Supervisor, forcing changes in, 60
STP, configuring, 181–186
terminal sessions, 13

configuring timeout values, 15
displaying, 14
ending, 14
resuming, 14
screen format, 14

Token Ring
configuring, 95–98
displaying information, 98

user interface features, 10
user modes, 8–9
Web browser interfaces, configuring, 15–16

 

GARP timers
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IP management address
configuring, 38–39
DNS service configuration, 40–41
gateway address, 39
HTTP service configuration, 41

IP multicast, well-known addresses, 473–485
IP phones, example configuration, 421
IP port numbers, well-known, 461–473
IP precedence fields, 370
IP protocol numbers, well-known, 447–458
IRB (integrated routing and bridging), extending 

VLANs, 519–522
isolated VLANs, creating, 168

 

J-K-L

 

join requests, IGMP, 233–234
join timer (GMRP), 241
Layer 2 classification, 367–368
Layer 2 interfaces

ATM LANE
configuring, 99–105
displaying information, 107
example configuration, 105–106

EtherChannel, 86–92
configuring, 87–92
displaying information, 94
example configuration, 92

Ethernet
configuring, 79–84
displaying information, 85–86

port selection, 77–78
switching table

assigning static entries, 74
configuring aging time, 74
displaying information, 75
example, 75–76
removing entries, 74

Token Ring
configuring, 95–98
displaying information, 98
example configuration, 98

Layer 3 classification, 368–369
Layer 3 EtherChannels

configuring, 117–119
verifying configuration, 119–120

Layer 3 Ethernet interfaces
configuring, 113–115
verifying configuration, 116

Layer 3 routing tables
configuring, 134–135
route verification, 135

Layer 3 switching, configuring, 112–113
learning state (STP), 178
LEC (LAN Emulation Client), 100
LECS (LAN Emulation Configuration Server), 99
LES (LAN Emulation Server), 99
listening state (STP), 178
load balancing

SLB, 245
configuring, 247–259
DFP, 267–268
displaying information, 274
example, 269–273
firewall load balancing, 275–291
probes, 291–295
stick connections, configuring, 259–266

STP, example, 189, 191
logging messages, 327–328

to syslog server, 328–332
displaying information, 334
rate-limiting, 333
severity level, 333–334
severity levels, 329–330
time stamping, 332

"long mode", default port cost, 177–178
loop detection, STP

configuring, 181–186
convergence tuning, 192–196
displaying information, 187
example, 180
example of poor root placement, 187
improving stability, 179
load balancing example, 189–191
topology changes, 178–179
topology navigation, 196–200

loop prevention, STP, 175
BID, 176
BPDUs, 176
election processes, 176
path costs, 177–178
port states, 178
tiebreakers, 177

lost passwords, recovering, 44

 

lost passwords, recovering
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M

 

manual system time configuration, 66–69
mapping internal DSCP values to egress CoS values, 

397–398
marking

Layer 2 frames, 367–368
Layer 3 frames, 368–369

MaxAge timer (STP), 192–193
memory buffer, setting for system logging, 331
messages, logging, 327–328

to syslog server, 328–334
rate-limiting, 333
severity level, 333–334
severity levels, 329–330
time stamping, 332

microflow policers, 383
MISTP instance activation, 185
MLS (Multilayer Switching), 204–205

configuring, 205, 207
displaying information, 210–211
example, 209–210
external routers, 207–209
flow mask, 206

modes of operation
COS, 4
GVRP, 164
VTP, 159

modules
accessing, 49
configurations, clearing, 51
FlexWAN, configuring, 516–517
IDSM, 495

configuring, 496–504
displaying information, 504
removing from switch chassis, 497
upgrading, 501–502

NAM
configuring, 504–513
displaying information, 514
removing from switch chassis, 508

powering on/off, 50
resetting, 50
SFM

configuring, 514–515
displaying information, 516

viewing configurations, 49–50
monitoring environmental conditions, 356
MOTD (Message of the Day) banners, 36–37

moving system files, 55–56
MSFC (Multilayer Switch Feature Card)

redundancy, config-sync mode, 221–225
SRM, 219

configuring, 219–220
displaying information, 220

mtu parameter, Ethernet VLAN configuration, 142
multicast

addressing, tree structures, 232
CGMP, 237

configuring, 238
displaying information, 239
example, 238

GMRP, 239
configuring, 240–241
displaying information, 241

IGMP snooping, 233–234
configuring, 234–236
displaying information, 237
example, 236

packets, flooding suppression, 302
RGMP

configuring, 242–243
displaying information, 243

 

N

 

NAM (Network Analysis Module)
configuring, 504–513
displaying information, 514
removing from switch chassis, 508

name parameter, Ethernet VLAN configuration, 142
native VLAN (802.1Q) switching, 154
navigating 

IFS, 51–54
STP topology, 196–200

NDE (netflow data export), 215
configuring, 216–217
displaying information, 218
example, 218

nested Telnet sessions, 13
NetFlow Collector, 218
network management, SNMP, 335

configuring, 336–340
displaying information, 345
example, 344–345
notifications, 341–343
RMON support, 343–344

 

manual system time configuration
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saving configuration file to TFTP server, 340
network media

connector pinouts, 442
maximum cabling distances, 440–441

nonegotiate trunking mode (COS), 153
normal mode (UDLD), 179
normal range, VLAN numbers, 140
normal registration mode (GVRP), 164
normal routing table (CEF), 211
notifications, SNMP

defining recipients, 341
traps, 342–343

NSAP addresses, 100

 

O

 

off mode (VTP), 159
off trunking mode (COS), 153
on trunking mode (COS), 152
operating systems, 23

backward compatibility, alias commands, 58
Cisco IOS, 24
COS, 24–25

out-of-profile traffic, 372

 

P

 

packets, tracing, 357–358, 361
passwords

privileged, configuring, 43
recovering, 44–48
setting for VTP, 158
user-level, configuring, 42

path costs, STP, 177–178
pause frames, 81
permanently deleting files from Flash, 55
permit lists

configuring, 319–320
example, 320

PHBs (per-hop behaviors), 369
ping command, verifying packet reachability, 

357–358
pinouts, 442
policers, creating, 382–386
policies, QoS, 386–390

applying, 395–397
COPS, 410–412
defining, 392–395

policing traffic, 372
port authentication, configuring, 322–324
port-based traffic classification, 374–379
port numbers, well-known, 461–473
port security, 306

configuring, 306–307
example, 308–309
verifying configuration, 308
violations, 308

ports (VLAN)
dynamic assignment, 145–148
Layer 2, selecting, 77–78
static assignment, 145

example, 149–150
verifying, 148

trunking, 151–154
POS interfaces, configuring, 125–126
power allocations, voice ports, 415–416
powering modules on/off, 50
power-supply redundancy, 355
Prefix field (NSAP addresses), 100
primary Supervisor, changing backup Supervisor 

configuration, 60
private edge VLANs, creating, 169
private VLANs

configuring, 167–169
example configuration, 170–172
verifying operation, 169

privileged EXEC mode (IOS), 9
privileged mode (COS), 4
privileged passwords

configuring, 43
recovering, 44

probes, traceroute, 359–360
prompts

configuring, 35
example configuration, 37

protected ports, creating private edge VLANs, 169
protocol filtering, 303

example, 305–306
verifying configuration, 304

pruning VTP, 160

 

Q

 

QoS (quality of service)
capabilities among Catalyst switch 

families, 367
configuring on Catalyst 2900XL/3500XL, 

373–374

 

QoS (quality of service)
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congestion-avoidance thresholds, 398–399
DHCP, PHBs, 369
DiffServ, 368
displaying information, 405
domains, 365
DSCP fields, 370
egress scheduling, tuning, 399
example, 400–404
exporting data, 406–408
ingress port queues, tuning, 379–381
internal DSCP value, 366, 397–398
Layer 2 classification and marking, 367–368
Layer 3 classification and marking, 368–369
management, 409, 412
network design principles, 30
policies, 386–390

applying, 395–397
class maps, 391–392
COPS, 410–412
defining, 392–395

policing, 372
queuing, 371
traffic classification, port-based, 374–379
traffic policing, 382–386
voice traffic, 422–424

access layer configuration, 425–429
core layer configuration, 430–432
distribution layer configuration, 430–431

queuing, 371

 

R

 

RADIUS (Remote Authentication Dial-In User 
Service), configuring, 317–318

rate-limiting syslog messages, 333
reachability, verifying with ping command, 357–358
recalling commands, 7
recipients of SNMP notifications, defining, 341
recovering lost passwords, 44
redisplaying command input (COS), 6
redundancy

high availability, enabling, 62–63
HSRP, 225

configuring, 226–227
displaying information, 228
example, 227–228

MSFC
config-sync mode, 221–225

SRM, 219–220
of network building blocks, 28–29
Supervisor Engine slots, 59
synchronizing boot parameters, 61–62

redundant power supplies, 355
regular expressions, 12–13
removing

files from Flash, 54–55
IDSM module from switch chassis, 497
NAM module from switch chassis, 508
switching table entries, 74
VLANs from trunk links, 154–155

resetting modules, 50
restricting traffic with VACLs, example, 314–315
resuming IOS terminal sessions, 14
RGMP (Router-port Group Management Protocol)

configuring, 242–243
displaying information, 243

RMON history statistics, collecting, 343–344
rollover cables, 443
ROM Monitor, 16

command set, 17–19
saving configuration variables, 18

root bridge election (STP), 176
root port election, 176
router discovery, traceroute command, 358–360
routing tables, configuring, 134–135
RPF (Reverse Path Forwarding), 212
RSPAN (Remote SPAN)

configuring, 349–350
destination port, configuring, 351
source, configuring, 350

RTP (Real-Time Transport Protocol), 423

 

S

 

saving ROM Monitor configuration variables, 18
scaling trunks, 30
SCCP (Skinny Client Control Protocol), 423
screen format, IOS terminal sessions, 14
searching IOS command output, 11–12
security

firewalls, SLB load balancing, 275–291
IDSM, 495

configuring, 496–504
displaying information, 504
performing hardware upgrades, 501–502

 

QoS (quality of service)
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permit lists
configuring, 319–320
example configuration, 320

port authentication, configuring, 322–324
port security

configuring, 306–307
example, 308–309
verifying configuration, 308
violations, 308

SNMP, defining policies, 339–340
SSH, configuring, 321–322
switch authentication, 316–317

example configuration, 318–319
RADIUS, 317–318
TACACS+, 317

VLAN ACLs, 309
COS configuration, 310–311
IOS configuration, 311–314

selecting
IDSM service packs, 503
Layer 2 ports, 77–78

Selector field (NSAP addresses), 100
server farms

load balancing, 245
configuring, 247–266
DFP, 267–268
SLB, 269–274

SLB probes, 291–295
server mode (VTP), 157
service contact ports, 462
service packs (IDSM), selecting, 503
session command, 49, 112
session timeout values, configuring, 8
set length command, 6
setting switch buffer size, 331
severity level of syslog messages, setting, 333–334
SFM (Switch Fabric Module)

configuring, 514–515
displaying information, 516

show commands, syntax, 6
show modules command, 112
SLB, 245

configuring, 247–259
DFP, configuring, 267–268
displaying information, 274
example, 269–273
firewall load balancing, 275–286

displaying information, 291
example, 286–290

probes, configuring, 291–295
sticky connections, configuring, 259–266

SNMP (Simple Network Management Protocol), 
335

access, configuring, 337–340
configuration files, saving, 340
configuring, 336
displaying information, 345
example, 344–345
notifications, 341–343
RMON support, 343–344

SPAN (Switched Port Analyzer)
configuring, 346–347
destination port, configuring, 347
displaying information, 354
example, 352–354
RSPAN, configuring, 349–351
source, configuring, 348–349

Spanning Tree MAC reduction, enabling on 
extended range VLANs, 143

SRM (single router mode), 219
configuring, 219–220
displaying information, 220

SSH (Secure Shell), configuring, 321–322
SSRP (Simple Server Redundancy Protocol), 100
standard VLANs, 141–142
standby Supervisor, system redundancy, 59
state parameter, Ethernet VLAN configuration, 142
static port assignment (VLANs), 145

example, 149–150
verifying, 148

static switching table entries, assigning, 73
statistics (QoS), exporting, 406–408
sticky connections, 259–266
STP (Spanning Tree Protocol), 175

BID, 176
BPDUs, 176, 179
configuring, 181–186
convergence tuning, 192–196
displaying information, 187
election processes, 176
example, 180
examples, 187
improving stability, 179
load balancing, examples, 189–191
path costs, 177–178
port states, 178
tiebreakers, 177
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topology changes, 178–179
topology navigation, 196–200

STP Root Guard, enabling, 184
Supervisor Engine

banners, configuring, 36–37
boot parameter, synchronizing, 61–62
forcing changes in backup Supervisor, 60
high availability, versioning, 62–63
IOS images, synchronizing, 60–61
prompts, configuring, 35
system redundancy, 59

suppressing broadcasts, 299–301
time-based, 301
verifying configuration, 303

switch authentication
configuring, 316–317
example, 318–319
RADIUS, configuring, 317–318
TACACS+, configuring, 317

switch operating systems, 23
IOS-based, 24
COS-based, 24–25

switch ports
path costs, “short mode”, 177–178
STP states, 178

switched networks, design principles, 25–31
switches, booting in rommon mode, 18
switching table

aging time, configuring, 74
configuring, 73
default destination port, defining, 75
displaying information, 75
example configuration, 75–76
removing entries, 74

switching VTP versions, 161
switchport trunk encapsulation command, 153
synchronizing

boot parameters, 61–62
IOS images, 60–61

synchronous logging, 332
syntax

COS-based commands, 5–6
show commands, 6

syslog server, message logging, 328–331
displaying information, 334
rate-limiting, 333
severity levels, 329–330, 333–334
to terminal sessions, 331–332
time stamping, 332

system time
example configuration, 69
manual configuration, 66–69

 

T

 

T1/E1 CSU/DSU back-to-back connections, 445
TACACS (Terminal Access Controller Access 

Control Server), configuring, 317
TCN BPDUs, 178–179
Telnet

closing sessions, 7
SSH, configuring, 321–322

temperature monitoring, 356
terminal screen length, configuring, 6
terminal sessions, IOS, 13

configuring timeout values, 15
displaying, 14
ending, 14
resuming, 14
screen format, 14

tiebreakers (STP), 177
time-based broadcast suppression, 301
time stamping syslog messages, 332
time zone, configuring, 66
timeout values, IOS terminal session 

configuration, 15
timers

GARP, 240
STP convergence tuning, 192–196

token bucket algorithm, 372
Token Ring

configuring, 95–98
displaying information, 98
example configuration, 98

topology changes (STP), 178–179
ToS (Type of Service) byte, 368
traceroute command, router discovery, 358–360
tracing packets, 357–358, 361
traffic

broadcast suppression, 299–300
configuring, 300–301
time-based, 301
verifying configuration, 303

controlling with protocol filtering, 303–304
load balancing, SLB, 245–274
out-of-profile, 372
policing, 372, 382–386
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QoS policies, 386–390
applying, 395–397
class maps, 391–392
defining, 392–395

restricting with VLAN ACLs, 309
COS configuration, 310–311
IOS configuration, 311–314

transferring system files, 55–56
traps (SNMP), 342–343
truncated mode (SFM), 514
trunking

802.1Q, voice traffic transport, 418
configuring, 151–152
DTP, disabling, 152
encapsulation method, specifying, 153–154
example, 155–156
identifying trunk link, 155
removing VLANs from trunk lins, 154–155
scaling, 30
verifying VLAN port assignments, 155
VTP

changing modes, 159
changing versions, 161
configuring, 157–158
example, 162–163
pruning, 160
server mode, 157
setting passwords, 158
verifying operation, 162

tuning
egress scheduling, 399
ingress port queues, 379–381

type codes, Ethernet, 485–492

 

U

 

UDLD (Unidirectional Link Detection), 179
unicast packets, flooding suppression, 302
upgrading IDSM hardware, 501–502
uplink failover of switched networks, 26
usage errors (COS), 5–6
user interface features

COS-based switches, 4
IOS-based switches, 10

user mode 
COS-based switches, 4
IOS Software, 8–9

user-level passwords
configuring, 42
recovering, 44

 

V

 

VACLs, example, 314–315
verifying

broadcast suppression configuration, 303
Layer 3 EtherChannel configuration, 119–120
Layer 3 Ethernet interface configuration, 116
Layer 3 routing table routes, 135
port security, 308
private VLAN operation, 169
STP operation, 196, 198–200
VLAN interface configuration, 133
VLAN port assignments, 155
VTP operation, 162
WAN interface configuration, 126

versioning Supervisor Engine, 62–63
versions of VTP, switching, 161
viewing

ATM LANE information, 107
CEF information, 213–215
CGMP information, 239
EtherChannel information, 94
file system devices, 51–52, 54
GMRP information, 241
HSRP information, 228
IDSM information, 504
IGMP snooping information, 237
installed modules, 49
Layer 2 information, 85–86
MLS information, 210–211
module configurations, 50
MSFC config-sync mode information, 225
NAM information, 514
NDE information, 218
QoS information, 405
QoS management information, 412
RGMP information, 243
SFM information, 516
SLB information, 274
SNMP information, 345
SPAN information, 354
SRM information, 220
STP information, 187
switching table information, 75
Token Ring information, 98
voice module information, 435
voice port information, 422

VIP2 WAN interfaces, configuring, 121–122
VLAN database mode (IOS), 9

 

VLAN database mode (IOS)
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VLANs (virtual LANs)
ACLs, 309

COS configuration, 310–311
IOS configuration, 311–314

creating, 140–141
example, 144
for COS devices, 145

Ethernet, configurable parameters, 142
extended range, creating, 143
extending with IRB, 519–522
interfaces

bridged virtual interfaces, configuring, 
129–131

configuring, 128–129
example configuration, 133
subinterface configuration, 131–132
verifying configuration, 133

ports
dynamic assignment, 145–148
static assignment, 145
verifying assignment, 148

private edge VLANs, creating, 169
private VLANs

configuring, 167–169
example configuration, 170–172
verifying operation, 169

standard range, creating, 142
trunking

configuring, 151–152
example, 155–156
identifying trunk link, 155
removing VLANs from trunk link, 

154–155
specifying encapsulation method, 

153–154
VTP

changing versions, 161
configuring, 140–141, 157–158
example configuration, 162–163
modes, 159
pruning, 160
server mode, 157
setting passwords, 158
verifying operation, 162

VMPS (VLAN Membership Policy Server)
client configuration, 147–148
server configuration, 147

voice
access layer configuration, 425
configuring, 416–421
IP phone support, example, 421

over 802.1Q trunks, 418
QoS, 422, 424

access layer configuration, 425–429
core layer configuration, 430–432
distribution layer configuration, 430–431

voice modules
Catalyst 4000 access gateway, configuring, 433
Catalyst 6000, configuring, 434
displaying information, 435

voice ports
displaying information, 422
power allocations, 415–416

VTP (VLAN Trunking Protocol)
configuring, 140–141, 157–158
domain names, specifying, 140, 157
example configuration, 162–163
modes, 159
off mode (COS), 159
pruning, 160
server mode, 157
setting passwords, 158
verifying operation, 162
versions, changing, 161

 

W

 

WAN interfaces
configuring, 121
example configuration, 126–127
FlexWAN, configuring, 122–123
Gigabit Ethernet, configuring, 124–125
POS, configuring, 125–126
verifying configuration, 126
VIP2, configuring, 121–122

Web browser interface, configuring, 15–16
well-known numbers

Ethernet type codes, 485–492
ICMP type codes, 458–461
IP multicast addresses, 473–485
IP port numbers, 461–473
IP protocol numbers, 447–458

 

X

 

XOR (exclusive-OR) operation, 87

 

VLANs (virtual LANs)
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