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CSC VPN model, 481–485, 488
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deployment considerations, 

490–492, 494–500

devices, 449

inter-AS VPNs, 461–467, 469–476, 

478–481

routing/forwarding instance, 451

VPNv4 route and label propagation, 

453–455

MSDP (case study), 548–554

PIM-SM, 531

NEXT_HOP attribute, 18

next-hop reachability, 591

next-hop-self command, 19, 329, 469

next hop unchanged, 468

NLRI (Network Layer Reachability Information), 

437

NO_ADVERTISE community, 20

no bgp default route-target filter command, 465

NO_EXPORT community, 20

no ip cef table consistency-check command, 42

no ip prefix-list seq command, 114

non-packet-based networks, 439

non-VPN transit providers, 476–478

Notification messages, 27

NSAP address family configuration, 594

NSF (Non-Stop Forwarding) feature, 87

null adjacency, 41
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Open messages, 27

optimum switching, 36

ORF (Outbound Route Filtering), 91, 96, 123

ORIGIN attribute, 17

ORIGINATOR_ID attribute, 20, 261

OSPF, max-metric feature, 86

outbound filtering, 230

outbound load balancing, 232

Outbound Route Filtering (ORF), 91, 96, 123

Overload bit (OL-bit), 85
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P (Provider) routers, 449

packet forwarding, 479

packet-forwarding databases, 33

packets

BGP reception process, 67

forwarding labeled, 446–448

packet-switching, 446

partial routing, 222, 229

partitioning, 493–494

path attributes, 17

Path MTU Discovery (PMTUD), 65

paths, 446

best-path selection, 25

BGP, memory use, 53

eBGP vs. iBGP, 26

forwarding, 450

selection, 19, 24

switching, 33

cache-based, 35–37

CEF, 38–39, 42–45

comparison of, 46

process, 33

PE (Provider edge) routers, 449

AS_PATH manipulation, 457

Allow-AS, 460

AS Override, 458
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automatic route filtering, 456

carrying loopback addresses in iBGP, 475

layers, 450

loopback addresses, 478

VRF, 451

peer filtering (ISP networks), 413

peer groups, 7

BGP dynamic peer group feature, 77

in route reflection environment, 292

peer templates, 77–78

update groups, 80–81

update replication, 75

peer policy templates, 78

peer session templates, 77

peering, 400

filters, 238

private, 401

peering point abuse

default routing, 416

GRE tunneling, 418

third-party next-hop traffic manipulation, 417

peer-RPF rules

e(m)BGP sessions, 540–542

i(m)BGP sessions, 538

mesh groups, 546

no (m)BGP session, 543

penultimate-hop LSRs, 446

performance

BGP convergence, 62

defined, 62

examples, 62–63

optimization interdependencies, 82

queue optimization, 67–70, 72–73

TCP protocol concerns, 64–65

tuning (case study), 97–100, 103

update generation, 74–82

BGP network features, 83

failure mitigation, 83–87

prefix update optimization, 91–96

CEF, 38

MPLS VPNs, 492

process switching effects, 34

per-packet load sharing, 44–45

per-session, 44

per-session load sharing, 44

PIM (Protocol-Independent Multicast), 519, 531

PIM-SM networks, 531

PMTUD (Path MTU Discovery), 65

policies

aggregation and deaggregation, 130–133

BPA (BGP policy accounting), 143–144

conditional advertisement, 123

examples, 124, 127–129

forms, 124

control techniques, 109

filter lists, 114–119

filter processing order, 123

policy lists, 122

regular expressions, 109–112

route maps, 120–121

customer (ISPs)

advertisement suppression communities, 

405

local preference manipulation, 404

enforcing, 8

inbound traffic, 242

Local AS feature, 135–136

outbound traffic, 245

QoS (ISPs), 407, 410

QoS Policy Propagation, 138

configuring traffic lookup, 140

enforcing policing on an interface, 140

example, 141–142

setting FIB policy entries based on BGP 
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policy lists, 122

pop operation, 446

prefix lists, 114–115

prefixes

advertising, 256–257

communities, 20

distribution (hierarchical VPNs), 486

exception adjacencies, 41

FIB entries, 40

filtering for IPv6, 570

injecting, 18, 200

Martian address space, 229

outbound filtering, 230

standard peering filters, 239

update optimization, 91

BGP ORF feature, 96

BGP soft reconfiguration, 94

route flap dampening, 91–93

route refresh, 95

transmit (TX) side loop detection, 95

private ASN, 399

private communities, 20

private peering, 400–401

process switching, 33–34

processing VPN packets, 455

Protocol-Independent Multicast (PIM), 519

protocols

label exchange, 443

MSDP

case study, 548–554

configuring, 536

SA, 535

stability, 6

provider backbone convergence, 500

Provider edge routers. 
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 PE routers
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 P routers

provider-based summarization, 237

public peering, 400

public peering security risks, 416

default routing, 416

GRE tunneling, 418

third-party next-hop traffic manipulation, 417
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push operation, 446
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QoS
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QoS Policy Propagation, 138–139

configuring traffic lookup, 140

enforcing policing on an interface, 140

example, 141–142

QoS Policy Propagation via BGP (QPPB), 407
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configuring traffic lookup, 140
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example, 141–142
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reachability attributes, 437

reachability between RRs and PE routers, 502

read-only mode, 82

received labels, 444

redistribute command, 31

redistribution (ASBR receiving behavior), 467

redundancy

affected by migration, 333

clustering in RR environments, 259

regular expressions, 109

AS_PATH pattern matching, 113

components, 110–111

use in Cisco IOS software, 112

reliability, 6, 222

remote site aggregation, 192

replication, 81

RFC 1918 addressing, 229

RIB (Routing Information Base), 9, 13, 32

control plane, 13

failures, 32

forwarding information base (FIB), 14

lookup operations supported by Cisco IOS, 33

RIPv2, configuration example, 452

RO_Limit, 82

route aggregation, 394

route dampening, 394

route flap dampening, 91–93

route flapping, 87

route maps, 120–122. 
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Route Origin extended community, 437

route processors. 
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route reflection, 254

clustering, 259

vs. confederation, 303–304

design examples, 266–276

clustering design, 288

enabling deterministic-MED, 278

enforcing IGP metric settings, 286

iBGP mesh, 277

resetting next hop, 290

RR with peer groups, 292

setting IGP metrics, 279–285

functionality, 255

hierarchical route reflection, 264–265

loop-prevention mechanisms, 260–263

MSDP, 547

rules for prefix advertisement, 256–257

route reflection-based network, 362

route reflectors (RRs), 470

BGP-based DCN network design, 585
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route refresh, 91, 95

routers

aggregation, 391

ASBRs, 461

BGP-IGP routing exchange, 31

control plane, 13

core, 389

edge, 394

exchanging BGP capabilities, 29

forwarding plane, 13

MPLS networks, 438

MPLS VPNs, 449
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aggregate, 455

automatic filtering, 456

ORIGIN attribute, 25

untagged, 455

route-target import command, 499

routing

default, 221, 416

filtering, 230

full Internet tables, 222
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Routing Descriptor Blocks (RDBs), 16

Routing Information Base. 
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routing/forwarding instance (VRF), 451

RPs (route processors), 42

Anycast RP, 548

consistency checking, 43

RR-based network, migrating to confederation-

based networks (case study)

migration procedures, 347–350, 353–361

starting configurations, 343–346

RRs (route reflectors), 470

carrying loopback addresses in iBGP, 475

designing RR-based MPLS VPNs, 492

establishing eBGP connectivity, 473

in MPLS VPNs, 494

partitioning, 493–494

tuning, 495

RTs (route targets), 497

design examples for MPLS, 498

design examples for MPLS VPNs, 497

extended community, 436
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S field (frame-based label header), 440

SA (Source Active) messages, 535–537

SAFIs (subsequent address family identifiers), 28

scalability, 7

CEF, 38

DCNs, 583

iBGP, 253

confederation, 294–303

method comparison, 303–304

route reflection. 
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resource consumption on PE devices, 491

RR design, 492–494
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scan-rib, 43

scan-rp, 43

SDP, peer-RPF rules for incoming SA messages

e(m)BGP sessions, 542

mesh groups, 546
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security

IPv4 vs. IPv6, 563

ISP networks, 412

DDoS defense (case study), 419–421

graded route map dampening, 416

peer filtering, 413

public peering risks, 416–418

TCP MD5 signatures, 412

selective packet discard (SPD), 69–70

set metric-type internal command, 19

shared trees, 518

shim headers, 440

show buffers command, 72

show cef interface command, 47

show interface statistics command, 47

show ip bgp command, 25

show ip bgp neighbor command, 28

show ip bgp summary command, 16

show ip cache verbose command, 35

show ip cef command, 40

show mpls forwarding command, 447

show mpls ldp bindings command, 444

show mpls ldp neighbor command, 443

signatures (TCP MD5), 412

single-hop multiprotocol eBGP, 465

next hop reset by next-hop set command, 469

redistribution, 467
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Site of Origin (SOO), 437

site-to-site convergence, 500

soft reconfiguration, 91, 94

SOO (Site of Origin), 437

source trees (SPTs), 519

sparse mode, 531

SPD (selective packet discard), 69–70

SPD headroom, 67

SPTs (source trees), 519

stability, 6

standard multihomed network, 226

multiple border router, 229

single border router, 226–227

static route redistribution, 399

streaming (multicast), 517

stub network multihomed design, 223

multiple border routers, 225

single border router, 224

stub network single-homed design, 223

subautonomous systems, 294

subsequent address family identifiers (SAFIs), 28

summarization (provider-based), 237

swap operation, 446

switching (MPLS networks), 438

switching paths, 33

cache-based, 35–37

CEF, 38–39, 42–45
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process, 33–35
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system buffers, 67

default values, 73

show buffers command, 72

system local addressing, 229
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TCP MD5 signatures, 412

TDP (Tag Distribution Protocol), 440

test network addressing, 230

third-party next hop, 18

third-party next-hop traffic manipulation, 417
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topologies

back-to-back VRF, 463

IPv6 network, 574
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VPNs, 497
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load balancing, 231

inbound, 231
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233–235

outbound, 232

loss

avoiding during migration, 320

concerns during network migration, 311

multicast, 515

outbound traffic policies, 245

transit connectivity (ISP networks), 400

transmit (TX) side loop detection, 91, 95

troubleshooting
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bug toolkit, 599

traffic loss during migration, 320

tuning RRs, 495
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unsolicited downstream, 441

unspecified addresses, 567

untagged routes, 455

update groups, 7, 80–81

Update messages, 27

update packing enhancement, 81
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VCI (virtual circuit identifier), 440

verifying

BGP reachability for all prefixes (network 

migration), 324

ES-IS adjacency, 590

routing information during migration, 360

verifying BGP reachability for all prefixes, 324

VIPs (Versatile Interface Processors), 36

VPI (virtual path identifier), 440

VPNs, 435

extranet, 497

hierarchical, 485, 488

hub sites, 460

management, 498

VPNv4, 435
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label distribution, 476

multihop multiprotocol eBGP, 470
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