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Errata: Second Printing

Acknowledgments:
1st paragraph, 3rd sentence: delete carriage return after “superb”

Chapter 1:

Page 11, 2nd paragraph, add this sentence to END of the paragraph: “You can use commercial or open source security scanners and vulnerability assessment tools to validate your network security.”

Chapter 2:

Page 18, 2nd paragraph, first bullet, change bullet to read: “Protocol (Internet Protocol [IP], User Datagram Protocol [UDP], Transmission Control Protocol [TCP], Internet Control Message Protocol [ICMP], and others)”

Chapter 3

Page 34, 3rd paragraph (Note), 1st sentence, delete “Several”

Page 42, 1st paragraph, 2nd bullet, 2nd sentence, add “or VAC+” after “1GE-66”, it should read “. . . throughput of any PIX 1GE-66 or VAC+ card installed . . . “

Page 42, Table 3-2, 2nd row, 1st column, change to “Up to four PIX-1GE-66s or three PIX-1GE-66s and a VAC+"

Chapter 4

Page 57, insert this paragraph after the 2nd paragraph (immediately before the “Enterprise Network Scenario” heading): “Please note that the simplified network diagrams shown in this chapter are for illustrative purposes and should not be used as blueprints for network design. Refer to the SAFE white papers on Cisco.com for more comprehensive discussion of network security considerations and detailed network design examples.”

Examples 4-1, 4-2, 4-3, and 4-4: if possible, we should do the configuration lines in bold and keep the comments (lines starting with !---) in unbold

Page 71, Example 4-2, near middle of page, line “here” should be incorporated into the next line starting with “VPN overview . . .”

Page 74, Example 4-3, near the top of the page, line “reliable.” should be incorporated into the next line starting with “Interface configuration . . .”

Page 78, Example 4-4, near the middle of the page, line “reliable.” should be incorporated into the next line starting with “Interface configuration . . .”

Page 79, Example 4-4, near the bottom of the page, lines “management of” and “software” should be incorporated into the next lines starting with “the PIX 501 . . .” and “version 6.3 . . .”

Page 80, Example 4-4, near the end of the example, line “192.168.100.2” should be incorporated into the preceding line starting with “!--- The PIX is configured . . .”

Page 80, Example 4-4, near the end of the example, line “site” should be incorporated into the next line starting with “to access hosts . . .”

Chapter 6

Page 150, 7th paragraph, 3rd sentence, add “:” after the word “if”

Chapter 7

Page 193, 4th paragraph, 1st sentence, change “tewo” to “two”

Page 211, 3rd paragraph, 1st sentence, change “Configuration” to “Configurations”

Page 214, 3rd paragraph, 2nd sentence, change the entire sentence to “You then create an ACL that defines the source and destination hosts or networks, TCP/UDP port or range of ports, and the applications allowed to flow through the PIX Firewall, and apply it to the desired interface."

Page 214, 4th Note, add to the end of the note: “Version 6.3 will be the last major version of the PIX Firewall Software to include support for the conduit command.”

Page 232, 3rd paragraph, last sentence should read "The DMZ uses nat and global commands to speak with the Partnernet and uses statics and access-lists to receive traffic from the partnernet."
Chapter 8

Page 243, 1st paragraph, 3rd sentence, change “scurity” to “security”

Chapter 9

Figure 9-1, rename “Inside (trusted) Host” to “Inside Host”

Page 298, Task 4, Step 6:

pixfirewall(config)# access-list ACLIN permit tcp 192.168.10.0 255.255.255.0 object-group FTPSERVERS object-group MYSERVICES

should be changed to:

pixfirewall(config)# access-list ACLIN permit tcp any object-group FTPSERVERS object-group MYSERVICES

Page 299, Task 4, Step 7:

pixfirewall(config)# show access-list
access-list ACLIN; 8 elements

access-list ACLIN permit tcp 192.168.10.0 255.255.255.0 object-group FTPSERVERS object-group MYSERVICES

access-list ACLIN permit tcp 192.168.10.0 255.255.255.0 host 192.168.1.11 eq www (hitcnt=2)

access-list ACLIN permit tcp 192.168.10.0 255.255.255.0 host 192.168.1.11 eq ftp (hitcnt=1)

should  be changed to (the changes only affect the last 3 lines of the text shown here):

pixfirewall(config)# show access-list
access-list ACLIN; 8 elements

access-list ACLIN permit tcp any object-group FTPSERVERS object-group MYSERVICES

access-list ACLIN permit tcp any host 192.168.1.11 eq www (hitcnt=2)

access-list ACLIN permit tcp any host 192.168.1.11 eq ftp (hitcnt=1)
Chapter 12

Page 366, sentence that begins "Example 12-2... adding or removing Mail Guard with standard and nonstandard ports," should read "DNS Guard" instead of "Mail Guard"

Page 369, 1st paragraph, 2nd sentence, change “(typical for most configurations)” to “(no Gigabit Ethernet interfaces)”

Chapter 13

Page 406, 2nd paragraph, 2nd sentence, change “From the group to which user is assigned drop-down menu . . .” to “From the Group to which user is assigned drop-down menu . . .”

Page 427, 2nd paragraph, end of paragraph, delete extra period after word “screen”

Chapter 14

Page 449, 4th paragraph, 1st sentence, this sentence should be the last sentence of the 3rd paragraph and not the 1st sentence here.

Page 462, Caution, last sentence, please change “Using” to “Use”

Page 472, Step 18, bold “c:\> ping 192.168.1.10”

Page 472, Chapter 14 Lab, Task 2, Step 1, Substep 5


Change:  ip address MYFAILOVER 172.17.1.2 255.255.255.0

To:  ip address MYFAILOVER 172.17.1.1 255.255.255.0

 
Page 472, Chapter 14 Lab, Task 2, Step 1, Substep 6

Change: failover ip address MYFAILOVER 172.17.1.1 255.255.255.0

To: failover ip address MYFAILOVER 172.17.1.2
Chapter 15

Page 485, 3rd paragraph, delete “, thus” and replace with a “.”. It should read “. . . (UDP) wrapper. NAT-T autodetects NAT devices and . . .”

Chapter 16

Page 501, Table 16-4

Row: "authentication pre-share", delete " This is the default value." from end of the definition.

 

Row: "authentication rsa-sig", add " This is the default value." To the end of the definition.
Page 516, Step 8, unbold “pixfirewall(config)#”

Page 517, Example 16-6, all lines should be preceded with “pix1(config)#” in non-bold font

Chapter 18

Pages 597, 607, 613, Figures 18-1, 18-2, and 18-3. Icons for Netflow routers should be changed to standard router icons (if possible). 

Chapter 21

Page 802, Step 1, 3rd line (code syntax), text after “nameif” should be italicized (as in: “nameif vlan_id if_name security_level”)

Page 802, Step 2, 3rd line (code syntax), replace “interface_name” with “if_name”

Page 802, Step 2, 3rd line (code syntax), text after “ip address” should be italicized (excluding the brackets, as in: “ip address if_name ip_address [netmask]”)

Chapter 22

Page 808, 6th paragraph, 1st sentence, delete “improvements for” and replace with “of”. As in: “. . . Version 6.3 provides up to six times the performance of PIX 501 and 506E devices running earlier versions of the PIX Firewall software.”

Appendix A

Page 818, Chapter 3, Question 2, Answer sentence 2, change “licensees” to “licenses” 

Errata: First Printing

Chapter 3

Page 42, Table 3-2, 2nd row, 1st column, change to “Up to four PIX-1GE-66s or three PIX-1GE-66s and a VAC+"

Chapter 4

Page 53, 3rd paragraph, 2nd sentence, sentence should be “Additional information on network security and planning is available in numerous books written on this topic and on the Internet.”

Page 64, middle of page, add “prefix-list secure-ospf seq 4 permit 0.0.0.0/0 le 32” immediately after line “prefix-list secure-ospf seq 3 deny 172.18.0.0/24”

Page 65, near middle of the page, line starting with “16, “Site-to-Site VPNs,” is a comment line and should start with “!---“

Chapter 5

Page 107, 2nd note, change 501E to 506E.

Page 109, 4th paragraph (1st paragraph under “ip address command” heading), change “127.0.0.1” to “no IP address”.

Chapter 6

Page 157, 4th bullet near top of page, should read: “Only display in the unparseable command list (commands PDM does not understand but handles without preventing further configuration)”

Chapter 7

Page 231, Example 7-18, the first 5 lines were omitted, please add this to the top of the configuration already included:

pixfirewall(config)# nameif ethernet0 outside sec0

pixfirewall(config)# nameif ethernet1 inside sec100

pixfirewall(config)# nameif ethernet2 dmz sec50

pixfirewall(config)# ip address outside 192.168.0.2 255.255.255.0

pixfirewall(config)# ip address inside 10.0.0.1 255.255.255.0

Page 232, Example 7-19, the first 8 lines were omitted, please add this to the top of the configuration already included:

pixfirewall(config)# nameif ethernet0 outside sec0

pixfirewall(config)# nameif ethernet1 inside sec100

pixfirewall(config)# nameif ethernet2 dmz sec50

pixfirewall(config)# nameif ethernet3 partnernet sec40

pixfirewall(config)# ip address outside 192.168.0.2 255.255.255.0

pixfirewall(config)# ip address inside 10.0.0.1 255.255.255.0

pixfirewall(config)# ip address dmz 172.16.0.1 255.255.255.0

pixfirewall(config)# ip address partnernet 172.18.0.1 255.255.255.0

Chapter 14

Page 459, Example 14-4, the last 24 lines were omitted, please add this to the bottom of the output already included:

                Active time: 63 (sec)

                Interface outside (192.168.0.7): Normal

                Interface inside (10.0.0.7): Normal

                Interface DMZ (172.16.0.7): Normal

                Interface MYFAILOVER (172.17.0.7): Normal

                Interface intf4 (0.0.0.0): Link Down (Shutdown)

                Interface intf5 (0.0.0.0): Link Down (Shutdown)

Stateful Failover Logical Update Statistics

        Link : MYFAILOVER

        Stateful Obj    xmit       xerr       rcv        rerr

        General         10295      0          487        0

        sys cmd         75         0          74         0

        up time         0          0          2          0

        xlate           0          0          0          0

        tcp conn        10220      0          411        0

        udp conn        0          0          0          0

        ARP tbl         0          0          0          0

        RIP Tbl         0          0          0          0

        Logical Update Queue Information

                        Cur     Max     Total

        Recv Q:         0       1       146

        Xmit Q:         0       1       2763

Page 464, Table 14-3, Row 2, Column 1, change “if_name” to “Interface if_name”

Page 464, Table 14-3, Row 3, Column 1, change “Interface if_name” to “key”

Page 466, Example 14-6, the last 11 lines were omitted, please add this to the bottom of the output already included:

                Interface outside (192.168.0.7): Normal

                Interface inside (10.0.0.7): Normal

                Interface DMZ (172.16.0.7): Normal

                Interface intf4 (0.0.0.0): Link Down (Shutdown)

                Interface intf5 (0.0.0.0): Link Down (Shutdown)

Stateful Failover Logical Update Statistics

        Link : Unconfigured

LAN-based Failover is Active

        interface MYFAILOVER (172.17.0.1): Normal, peer (172.17.0.7): Normal

Page 468, Figure 14-1, extra link is shown between primary and secondary PIX Firewall. It should be removed.

Chapter 16

Page 519, Example 16-11, line 8 (after the clear isakmp sa command), change the value for “Total” to 0 (currently value is 1)

Chapter 17

Page 559, 1st paragraph (Note), should read “This example shows DES encryption with an MD5 hash. You can choose AES or 3DES and SHA-1 hash for greater security.”

Page 576, Summary, 3rd Bullet – End bullet after “VPN deployments” (it should read “PIX Firewall Version 6.3 adds support for NAT-T, enabling much broader remote access VPN deployments.”

Page 576, Summary, Insert after 3rd Bullet:

· Remote access VPN groups are configured using the vpngroup command.

· PPTP remote access VPNs are configured using the vpdn command.

Chapter 18

Page 622, Summary. Last bullet, change “server-specific” to “version-specific”

Chapter 19

Page 736, 1st bullet, delete “MC”

Chapter 21

Page 802, Step 1, change the first instance of “module” to “name” (should read “Use the nameif command to assign a name and security level to each interface on the module.”)

Page 803, Step 7, change “copy tftp flash:ipdm” to “copy tftp flash:pdm”

Appendix A

Page 821, Chapter 6, Question 5, Answer 2nd sentence, change to “Otherwise, all changes are lost if the PIX Firewall is rebooted.”

Page 824, Chapter 10, Question 5, Answer should be “To prevent private network route updates from propagating to untrusted areas, you must configure the PIX Firewall as an ABR (not ASBR) and configure 2 separate OSPF processes for private and public networks. With a single OSPF process, you must filter type 3 LSAs from your private network to the public network.”
