***No Configurations for Scenario 10-1 thru Scenario 10-4 

***Scenario 10-5 Configuration Part 1 (SPAN) 

Scenario 10-5 Switch-A Configuration Part 1 (SPAN)
hostname Switch-A
!

enable secret cisco

!

vtp mode transparent

!

vlan 2

 name VLAN2

!

monitor session 1 source interface fastEthernet0/2 both
monitor session 1 destination interface fastEthernet0/3
!
interface fastEthernet0/1

 switchport trunk encapsulation dot1q

 switchport mode trunk

 switchport nonegotiate

!

interface fastEthernet0/2

 switchport mode access

 switchport access vlan 2

!

interface fastEthernet0/3

 switchport mode access

!

interface vlan 1

 no shutdown

 ip address 192.168.1.1 255.255.255.0

!

line vty 0 4

 password cisco

Scenario 10-5 Switch-B Configuration Part 1 (SPAN)

set system name Switch-B

!

set vtp mode transparent

!

set vlan 2 name VLAN2

set vlan 2 2/2

!

set trunk 2/1 nonegotiate dot1q

set trunk 2/2 off

set trunk 2/3 off

!

set span 2/1 2/3 both filter 2 inpkts enable create
!
set interface sc0 192.168.1.2 255.255.255.0

***Scenario 10-5 Configuration Part 2 (VSPAN) 

Scenario 10-5 Switch-A Configuration Part 2 (VSPAN)

hostname Switch-A

!

enable secret cisco

!

vtp mode transparent

!

vlan 2

 name VLAN2

!

monitor session 1 source vlan fastEthernet0/2 rx

monitor session 1 destination interface fastEthernet0/3 ingress vlan 1

!
interface fastEthernet0/1

 switchport trunk encapsulation dot1q

 switchport mode trunk

 switchport nonegotiate

!

interface fastEthernet0/2

 switchport mode access

 switchport access vlan 2

!

interface fastEthernet0/3

 switchport mode access

!

interface vlan 1

 no shutdown

 ip address 192.168.1.1 255.255.255.0

!

line vty 0 4

 password cisco

***Scenario 10-5 Configuration Part 3 (RSPAN) 

Scenario 10-5 Switch-A Configuration Part 3 (RSPAN)

hostname Switch-A

!

enable secret cisco

!

vtp mode transparent

!

vlan 2

 name VLAN2

!

vlan 100

 remote-span

!

monitor session 1 source interface fastEthernet0/2 rx

monitor session 1 destination remote vlan 100 reflector-port fastEthernet0/24
!
interface fastEthernet0/1

 switchport trunk encapsulation dot1q

 switchport mode trunk

 switchport nonegotiate

!

interface fastEthernet0/2

 switchport mode access

 switchport access vlan 2

!

interface fastEthernet0/3

 switchport mode access

!

interface vlan 1

 no shutdown

 ip address 192.168.1.1 255.255.255.0

!

line vty 0 4

 password cisco

Scenario 10-5 Switch-B Configuration Part 3 (RSPAN)

set system name Switch-B

!

set vtp mode transparent

!

set vlan 2 name VLAN2

set vlan 2 2/2

set vlan 100 name VLAN100 rspan

!

set trunk 2/1 nonegotiate dot1q

set trunk 2/2 off

set trunk 2/3 off

!

set rspan destination 2/3 100 inpkts enable create
!
set interface sc0 192.168.1.2 255.255.255.0

***Scenario 10-5 Configuration Part 4 (RSPAN) 

Scenario 10-5 Switch-A Configuration Part 4 (RSPAN)

hostname Switch-A

!

enable secret cisco

!

vtp mode transparent

!

vlan 2

 name VLAN2

!

vlan 100

 remote-span

!

monitor session 1 source remote vlan 100

monitor session 1 destination interface fastEthernet0/3 ingress vlan 1

!
interface fastEthernet0/1

 switchport trunk encapsulation dot1q

 switchport mode trunk

 switchport nonegotiate

!

interface fastEthernet0/2

 switchport mode access

 switchport access vlan 2

!

interface fastEthernet0/3

 switchport mode access

!

interface vlan 1

 no shutdown

 ip address 192.168.1.1 255.255.255.0

!

line vty 0 4

 password cisco

Scenario 10-5 Switch-B Configuration Part 4 (RSPAN)

set system name Switch-B

!

set vtp mode transparent

!

set vlan 2 name VLAN2

set vlan 2 2/2

set vlan 100 name VLAN100 rspan

!

set trunk 2/1 nonegotiate dot1q

set trunk 2/2 off

set trunk 2/3 off

!

set rspan source 2/2 100 rx
!
set interface sc0 192.168.1.2 255.255.255.0

***Scenario 10-5 Configuration Part 5 (VACL) 

Scenario 10-5 Switch-A Configuration Part 5 (VACL)

hostname Switch-A

!

enable secret cisco

!

vtp mode transparent

!

vlan 2

 name VLAN2

!

vlan 100

 remote-span

!

interface fastEthernet0/1

 switchport trunk encapsulation dot1q

 switchport mode trunk

 switchport nonegotiate

!

interface fastEthernet0/2

 switchport mode access

 switchport access vlan 2

!

interface fastEthernet0/3

 switchport mode access

!

interface vlan 1

 no ip address

!

interface vlan 2

 ip address 192.168.2.1 255.255.255.0

!

line vty 0 4

 password cisco

Scenario 10-5 Switch-B Configuration Part 5 (VACL)

set system name Switch-B

!

set vtp mode transparent

!

set vlan 2 name VLAN2

set vlan 2 2/2

set vlan 100 name VLAN100 rspan

!

set trunk 2/1 nonegotiate dot1q

set trunk 2/2 off

set trunk 2/3 off

!

set security acl ip TELNET permit tcp any any eq telnet capture

set security acl ip TELNET permit any

set security acl capture-ports 2/3
set security acl map TELNET 2
!
commit security acl all

!
set interface sc0 192.168.1.2 255.255.255.0

