***Scenario 9-1 Configurations

Scenario 9-1 XYZSW1 Configuration
hostname XYZSW1
!

no ip domain-lookup
!

enable secret cisco
!

mls qos
mls qos aggregate-police UNTRUSTED 1000000 64000 exceed-action drop
mls qos map cos-dscp 0 8 16 24 32 46 48 56

!

policy-map HOSTX

 class-map VOIP access-group name VOIP

  set ip dscp 46

 class-map VOIP-CONTROL access-group name VOIP-CONTROL

  set ip dscp 26

 class-map BUSINESS access-group name BUSINESS

  set ip dscp 28

 class-map WEB access-group name WEB
  set ip dscp 8

  police 128000 8000

  exceed-action drop
!

policy-map UNTRUSTED

 class-map VOICE access-group 100

  set ip dscp 46

  police aggregate UNTRUSTED

!
interface GigabitEthernet0/1

 description TRUNK TO XYZSW2

 no shutdown

 speed 100

 duplex full

 switchport trunk encapsulation dot1q

 switchport mode trunk

 mls qos trust dscp
 wrr-queue cos-map 1 0 1 2

 wrr-queue cos-map 2 3 4

 wrr-queue cos-map 3 6 7

 wrr-queue cos-map 4 5

 wrr-queue bandwidth 10 40 50 0

 wrr-queue random-detect max-threshold 2 60 80

 wrr-queue dscp-map 1 28

 wrr-queue dscp-map 2 26

 priority-queue out
!

interface GigabitEthernet0/2

 description TRUNK TO XYZSW3

 no shutdown

 speed 100

 duplex full

 switchport trunk encapsulation dot1q

 switchport mode trunk

 mls qos trust cos
 wrr-queue cos-map 1 0 1 2

 wrr-queue cos-map 2 3 4

 wrr-queue cos-map 3 6 7

 wrr-queue cos-map 4 5

 wrr-queue bandwidth 10 40 50 0

 wrr-queue random-detect max-threshold 2 60 80

 wrr-queue dscp-map 1 28

 wrr-queue dscp-map 2 26

 priority-queue out
!

interface GigabitEthernet0/3
 no shutdown

 speed 100

 duplex full

 switchport mode access

 service-policy input HOSTX

!

interface GigabitEthernet0/4

 description TRUNK TO UNTRUSTED NETWORK

 no shutdown

 speed 100

 duplex full

 switchport trunk encapsulation dot1q

 switchport mode trunk

 service-policy input UNTRUSTED
 wrr-queue cos-map 1 0 1 2

 wrr-queue cos-map 2 3 4

 wrr-queue cos-map 3 6 7

 wrr-queue cos-map 4 5

 wrr-queue bandwidth 10 40 50 0

 wrr-queue random-detect max-threshold 2 60 80

 wrr-queue dscp-map 1 28

 wrr-queue dscp-map 2 26

 priority-queue out

!

interface vlan 1

 no shutdown

 ip address 192.168.1.1 255.255.255.0

!

ip default-gateway 192.168.1.5

!

ip access-list extended VOIP

 remark THIS ACL DEFINES VOIP TRAFFIC

 permit udp any range 16384 32767 any range 16384 32767

ip access-list extended VOIP-CONTROl

 remark THIS ACL DEFINES VOIP CONTROL TRAFFIC

 permit tcp any any eq 1720

 permit tcp any any range 11000 11999

 permit tcp any any eq 2000

ip access-list extended WEB

 remark THIS ACL DEFINES DOWNLOADED HTTP CONTENT FROM HOSTX

 permit tcp any eq www any

ip access-list extended BUSINESS

 remark THIS ACL DEFINES BUSINESS TRAFFIC SENT FROM HOSTX

 permit tcp any any eq 10000

!

line vty 0 4

 password cisco

Scenario 9-1 XYZSW2 Configuration

set system name XYZSW2
!

set interface sc0 192.168.1.2 255.255.255.0
set ip route default 192.168.1.5
!

set port speed 2/1-2 100
set port speed 2/3 10

set port duplex 2/1-2 full
set port duplex 2/3 half

set port qos 2/1 trust trust-dscp
set port qos 2/2 trust trust-cos
set port qos 2/3 trust untrusted

!

set trunk 2/1 on dot1q
set trunk 2/2 on dot1q
!

set qos enable
set qos cos-dscp-map 0 8 16 24 32 46 48 56
set qos map 2q2t tx 1 1 0,1,2

set qos map 2q2t tx 1 2 3,4

set qos map 2q2t tx 2 1 6,7

set qos map 2q2t tx 2 2 5

set qos wrr 2q2t 12 48
set qos drop-threshold 2q2t tx queue 2 60 80

!

set qos acl ip XYZR1 dscp 46 udp any range 16384 32767 any range 16384 32767

set qos acl ip XYZR1 dscp 26 tcp any any eq 1720

set qos acl ip XYZR1 dscp 26 tcp any any range 11000 11999

set qos acl ip XYZR1 dscp 26 tcp any any eq 2000

set qos acl ip XYZR1 dscp 28 tcp any any eq 10000

set qos acl ip XYZR1 dscp 8 any

set qos acl map XYZR1 2/3

!

commit qos acl XYZR1

Scenario 9-1 XYZSW3 Configuration

hostname XYZSW3

!

no ip domain-lookup

!

enable secret cisco

!

interface fastEthernet0/1

 description TRUNK TO XYZSW1

 no shutdown

 speed 100

 duplex full

 switchport trunk encapsulation dot1q

 switchport mode trunk

!

interface fastEthernet0/2

 description PHONE X

 no shutdown

 speed auto

 duplex auto

 switchport mode access

 switchport voice vlan dot1p

 switchport priority extend cos 1

 power inline auto

!

interface fastEthernet0/3

 description TRUNK TO HOST Z

 no shutdown

 speed 100

 duplex full

 switchport trunk encapsulation dot1q

 switchport mode trunk

 switchport priority default 0

 switchport priority override

!

interface vlan 1

 no shutdown

 ip address 192.168.1.3 255.255.255.0

!

ip default-gateway 192.168.1.5

!

line vty 0 4

 password cisco

Scenario 9-1 XYZSW4 Configuration

set system name XYZSW4

!

set interface sc0 192.168.1.4 255.255.255.0
set ip route default 192.168.1.5
!

set port speed 2/1 100
set port speed 2/2 auto
set port speed 2/3 100

set port duplex 2/1 full
set port duplex 2/2 auto
set port duplex 2/3 full

!

set trunk 2/1 on dot1q
!

set qos enable
set qos defaultcos 1
set qos map 2q1t 2 1 cos 5
Scenario 9-1 XYZR1 Configuration

hostname XYZR1

!

enable secret cisco

!

clock timezone NZT 12

!

ip dhcp excluded-address 192.168.1.1 192.168.1.99
ip dhcp pool QOSLAB

 network 192.168.1.0 255.255.255.0

 option 150 ip 192.168.1.5

 default-router 192.168.1.5

!

telephony-service

 ip source-address 192.168.1.5

 load 7910 P004G302
 max-ephones 24
 max-dn 48
 dialplan-pattern 1 508339.... extension-length 4
!

ephone-dn 1

 number 4001

 name PHONE X

ephone-dn 2

 number 4002

 name PHONE Y

!

ephone 1

 mac-address 0007.0ea6.398d

 button 1:1

ephone 2

 mac-address 0007.0ea6.33da

 button 1:2

!

tftp-server flash:SEPDEFAULT.cnf
tftp-server flash:P004G302.bin
!
interface ethernet0/0
 no shutdown

 ip address 192.168.1.5 255.255.255.0

!
line vty 0 4

 password cisco

