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	Page
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	Modification

	28
	Table 2-3, Features column, 2nd row
	Old
	Support for VPN Module

	
	
	New
	Support for AIM-VPN Modules

	
	Table 2-3, Features column, 3rd row
	Old
	Support for VPN Module

	
	
	New
	Support for NM-VPN or AIM-VPN Module

	
	Table 2-3, Features column, 4th row
	Old
	Supports VAM

	
	
	New
	Support for SA-VAM or SM-VAM Module

	
	Table 2-3, Features column, 5th row
	Old
	Supports VAM

	
	
	New
	Support for SA-VAM Module

	29
	Table 2-4, Features column, 2nd row
	Old
	10BaseT outside and inside interfaces

	
	
	New
	10/100 Fast Ethernet (FE) outside and inside interfaces

	88
	Table 3-2, Specification column, 1st row
	Old
	Cisco VPN Client (IPSec) for Windows 95, 98, Me, NT4.0, and 2000, including centralized split-tunneling control and data compression.

	
	
	New
	Cisco VPN Client (IPSec) for Windows 95, 98, Me, NT4.0, 2000, and XP, including centralized split-tunneling control and data compression.

	101
	End of Table 3-3
	Add
	Number of Ethernet Ports

2



	
	Table 3-3, Cisco 3005 column, Memory row
	Old
	Fixed

	
	
	New
	Expandable
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	103
	End of Table 3-4
	Add
	Number of Ethernet Ports

3



	
	Table 3-4, Cisco 3015 column, Memory row
	Old
	Fixed

	
	
	New
	Expandable

	
	End of Table 3-5
	Add
	Number of Ethernet Ports

3



	
	Table 3-5, Cisco 3030 column, Memory row
	Old
	Fixed

	
	
	New
	Expandable

	104
	End of Table 3-6
	Add
	Number of Ethernet Ports

3



	
	Table 3-6, Cisco 3060 column, Memory row
	Old
	Fixed

	
	
	New
	Expandable

	
	Table 3-6, Cisco 3060 column, Upgrade capability row
	Old
	N/A

	
	
	New
	Yes

	105
	End of Table 3-7
	Add
	Number of Ethernet Ports

3



	
	Table 3-7, Cisco 3080 column, Memory row
	Old
	Fixed

	
	
	New
	Expandable
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	114
	1st definition (AYT), 1st sentence
	Old
	…firewall by monitoring that firewall to make…

	
	
	New
	…firewall by monitoring the firewall to make…

	
	4th definition (DSP), entire definition
	Old
	Segments the voice signal into frames and stores them in voice packets.

	
	
	New
	Programmable, high-speed processors that provide the ability to respond to changing standards without the need to replace cards or chipsets.

	
	6th definition (IETF), last sentence
	Old
	ISOC.

	
	
	New
	Internet Society (ISOC).

	
	8th definition (L2TP), last sentence
	Old
	L2F

	
	
	New
	L2FP

	
	9th definition (MPPC), first sentence
	Old
	…(PPP) packets between Cisco and Microsoft client devices.

	
	
	New
	…(PPP) encapsulated packets between host and client devices.

	
	4th bullet
	Old
	System date and time of day.

	
	
	New
	System date, time zone, and time of day.

	136
	3rd paragraph from bottom
	Old
	…select the Reboot with Factory/Default Configuration option…

	
	
	New
	…select the Reboot ignoring the configuration file option…

	141
	Last sentence on page
	Old
	Mode Config tab

	
	
	New
	Client Config tab

	158
	2nd paragraph, 1st sentence
	Old
	Cisco VPN 3030 Concentrator

	
	
	New
	Cisco VPN 3015 Concentrator

	208
	2nd paragraph, 4th sentence
	Old
	The IP addresses of the WINS servers are 192.168.44.25 and 12.168.63.25.

	
	
	New
	The IP addresses of the WINS servers are 192.168.44.25 and 192.168.63.25.
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	232
	Last sentence on page
	Old
	The following portions of this section of the chapter go through the processes that are related to the identity certificate and note any differences that can be required for SSL certificates.

	
	
	New
	The following portions of this section of the chapter go through the processes that are related to the identity certificate.

	236
	End of 2nd paragraph
	Add
	This challenge password can be obtained from the CA using some method of off-line exchange such as the telephone or e-mail.

	237
	2nd paragraph, 2nd sentence
	Old
	Additionally, the concentrator checks to see if the serial number of the certificate is listed on a CRL.

	
	
	New
	Additionally, the concentrator must check to make certain that the serial number of the certificate is not listed on a CRL.

	252
	Question 20
	Old
	Which screen,…

	
	
	New
	Using the VPN Client, which screen…

	265
	Table 6-2, Description column, Tunneling protocols row
	Remove
	· NAT

	267
	5th paragraph between bullet points
	Add
	· The Centralized Protection Policy (CPP) feature

	268
	1st paragraph under Cisco Integrated Client, 2nd sentence
	Old
	Central Protection Policy (CPP)

	
	
	New
	Centralized Protection Policy (CPP)

	285
	Table 6-9, Description column, Tunneling protocols row
	Remove
	· NAT

	297
	Question 16.
	Old
	When using the VPN Client, what ICMP should be set?

	
	
	New
	When using the VPN Client, what ICMP Packet Type range should you set when setting filtering rules on the VPN concentrator.

	299
	Scenario 6-1 Answers, Answer 1, 2nd sentence
	Old
	Choose the Custom Firewall option…

	
	
	New
	Choose the Firewall Optional option…

	Page
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	312
	Bottom of page – Client section.
	Add
	The concentrator can also perform automatic VPN Client updates.  Configuring this capability was discussed in Chapter 6, “Configuring the Cisco VPN client firewall Feature”.

	318
	1st paragraph
	Old
	The pull-down menus for all of these options are the same.

	
	
	New
	The pull-down menus for the first three of these options are the same.

	318
	After the Modify Config bullet.
	Add
	The options in the Files pull-down menu are different than the other three.  The options for file access rights are:

· None – No file access or management rights.

· List Files – See a list of files in VPN Concentrator Flash memory.

· Read Files – Read (view) files in Flash memory.

· Read/Write Files – Read and write files in Flash memory, clear or save the event log, and save the active configuration to a file.

The AAA Access Level parameter tells the concentrator to match the level of access for administrators authenticated by a TACACS+ server.  Administrators matching this access level then have the rights assigned in the previous four access rights menus.

	319
	Last sentence
	Old
	Additionally, the group that this access list is applied to is entered.

	
	
	New
	Additionally, the access list is applied to a specific administrator group by selecting the appropriate group from a list on the Add or Modify screens.

	374
	2nd paragraph
	Old
	Unlike PAT mode, the…

	
	
	New
	In Network (LAN) Extension Mode, unlike PAT mode, the…
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	383
	1st paragraph, 2nd sentence
	Old
	The head-end concentrator will authenticate the hardware client and the VPN 3002 Hardware Client and the head-end concentrator will now negotiate and establish the IPSec tunnel.

	
	
	New
	The head-end concentrator will authenticate the hardware client. The VPN 3002 Hardware Client and the head-end concentrator will now negotiate and establish the IPSec tunnel.

	386
	Configure Preshared Keys steps
	Old
	Step 5. Make sure that the Use Certificate box is not checked.
Step 6. Enter the group and password.
Step 7. Enter the user, username, and password.


	
	
	New
	Step 8. Enter the IP address of the concentrator.
Step 9. Make sure that the Use Certificate box is not checked.
Step 10. Enter the group and password.
Step 11. Enter the username and password.


	387
	Table 8-4 headings
	Old
	Network Extension Mode

	
	
	New
	LAN Extension Mode

	391
	Question 5
	Old
	…with the internal server?

	
	
	New
	…with the internal authentication server in the VPN 3005 Concentrator?

	396
	Scenario 8-2, step 5
	Old
	Set up individual authentication for the 3002B sites.

	
	
	New
	Set up individual authentication for both sites.

	397
	Scenario 8-2 Answers, 1st sentence
	Old
	From the head-end, you will not be able to see anything at the remotes sites.

	
	
	New
	From the head-end, you will not be able to see anything at the remote sites.
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	403
	Question 13
	Old
	What client types(s) are permissible to be set on the VPN concentrator for upgrading clients when using the VPN 3002 Hardware Client?

	
	
	New
	When configuring a head-end VPN 3000 Series Concentrator to automatically update a VPN 3002 Hardware Client, what is the syntax of the entry in the Client Type field?

	413
	1st sentence
	Old
	…in this case, Boston.

	
	
	New
	…in this case, 192.156.10.1.

	413
	4th bullet, end of 1st sentence
	Old
	…if Use Client Configured List is set.

	
	
	New
	…if Use Client Configured List is set at the VPN Concentrator as shown in Figure 9-9.

	415
	2nd paragraph, 2nd sentence
	Old
	…since last reboot occurs to determine which…

	
	
	New
	…since last reboot occurred determines which…

	418
	2nd paragraph, 1st sentence
	Old
	…IPSec over TCP/IP…

	
	
	New
	…IPSec over TCP…

	418
	IPSec Over TCP/IP heading
	Old
	IPSec Over TCP/IP

	
	
	New
	IPSec Over TCP

	418
	Last paragraph, 1st sentence, 2nd sentence, and 3rd sentence
	Old
	…IPSec over TCP/IP…

	
	
	New
	…IPSec over TCP…

	437
	Question 27
	Old
	What client types(s) are permissible to be set on the VPN concentrator for upgrading clients when using the VPN 3002 Hardware Client?

	
	
	New
	When configuring a head-end VPN 3000 Series Concentrator to automatically update a VPN 3002 Hardware Client, what is the syntax of the entry in the Client Type field?

	440
	Step 4
	Old
	Configure the VPN concentrators to use IPSec over UDP.

	
	
	New
	Configure the VPN concentrators to use IPSec over TCP.
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	441
	Step 1, 2nd sentence
	Old
	Ensure that Use Client Configured List is set.

	
	
	New
	Ensure that Use Client Configured List is set on the concentrator at the Configuration | User Management | Base Group | Mode Config screen.

	441
	Step 4
	Old
	On the VPN 3002 Hardware Client, go to Configuration | System | Tunneling Protocols | IPSec | IPSec over TCP.  The concentrator must also be configured using the Configuration | System | Tunneling Protocols | IPSec | NAT Transparency | Enable IPSec over TCP screen.  Enable IPSec over TCP/IP.

	
	
	New
	Configuration | System | Tunneling Protocols | IPSec screen and check the IPSec over TCP check box (see Figure 9-8).  The concentrator must also be configured using the Configuration | System | Tunneling Protocols | IPSec | IPSec over TCP screen by checking the Enabled check box (see Figure 9-10).

	453
	1st paragraph, 2nd sentence
	Old
	…from the Network List drop-down…

	
	
	New
	…from the Routing drop-down…

	459
	1st paragraph, last sentence
	Old
	This brings you to the Identity Certificate Screen.

	
	
	New
	This brings you to the Identity Certificate | SCEP screen as shown in Figure 10-13.

	459
	Last paragraph, 1st sentence
	Old
	First, fill out the enrollment screen.

	
	
	New
	Fill out the enrollment screen.

	463
	1st sentence
	Old
	…>Modify screen.

	
	
	New
	…>Modify screen as shown earlier in Figure 10-5.

	463
	Last sentence
	Old
	…for our LAN-to-LAN connection.

	
	
	New
	…for your LAN-to-LAN connection.

	495
	Answer to question 36, at end
	Add
	The ESP header is similar to the AH header in that it also contains the SPI and other related information.

	519
	Question 20
	Old
	Which screen,…

	
	
	New
	Using the VPN Client, which screen…
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	521
	Answer to question 32
	Old
	When caching is disabled, the VPN…

	
	
	New
	When caching is disabled and the No CRL Checking option has not been selected as the CRL Retrieval Policy, the VPN…

	526
	Question 16.
	Old
	When using the VPN Client, what ICMP should be set?

	
	
	New
	When using the VPN Client, what ICMP Packet Type range should you set when setting filtering rules on the VPN concentrator.

	527
	Answer to question 18
	Remove
	a. XAUTH

	527
	Answer to question 19
	Old
	The VPN Client supports the tunneling protocols IPSec, PPTP, L2TP, and L2TP over IPSec.

	
	
	New
	The VPN Client supports the tunneling protocols IPSec, L2TP, L2TP/IPSec, NAT, NAT Transparent IPSec, Ratified IPSec/UDP, IPSec/TCP, and PPTP.

	527
	Answer to question 24
	Old
	…but which were still…

	
	
	New
	…and were…

	534
	Answer to question 4
	Old
	…mode without split tunneling…

	
	
	New
	…mode with split tunneling…

	534
	Question 5
	Old
	…with the internal server?

	
	
	New
	…with the internal authentication server in the VPN 3005 Concentrator?

	534
	Answer to question 10
	Old
	…by the VPN 3002 Hardware Client.

	
	
	New
	…by the VPN Concentrator.
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	538
	Question 13 and answer
	Old
	What client types(s) are permissible to be set on the VPN concentrator for upgrading clients when using the VPN 3002 Hardware Client?

Because only the VPN 3002 Hardware Client is able to be upgraded, the only permissible value is vpn3002.

	
	
	New
	When configuring a head-end VPN 3000 Series Concentrator to automatically update a VPN 3002 Hardware Client, what is the syntax of the entry in the Client Type field?

Use “vpn3002” in the Client Type field when configuring a VPN Concentrator to automatically update a VPN 3002 Hardware Client.

	542
	Answer to question 15
	Old
	You must use IPSec over TCP/IP…

	
	
	New
	You must use IPSec over TCP…

	542
	Answer to question 15
	Old
	…to the same ad.

	
	
	New
	…to the same address.

	543
	Question 27 and answer
	Old
	What client types(s) are permissible to be set on the VPN concentrator for upgrading clients when using the VPN 3002 Hardware Client?

Because only the VPN 3002 Hardware Client is able to be upgraded, the only permissible value is vpn3002.

	
	
	New
	When configuring a head-end VPN 3000 Series Concentrator to automatically update a VPN 3002 Hardware Client, what is the syntax of the entry in the Client Type field?

Use “vpn3002” in the Client Type field when configuring a VPN Concentrator to automatically update a VPN 3002 Hardware Client.

	546
	Answer to question 12, 2nd sentence
	Old
	The default directory is certserv.

	
	
	New
	The default directory is certserv/mscep.

	547
	Answer to question 12, 2nd sentence
	Old
	The default directory is certserv.

	
	
	New
	The default directory is certserv/mscep.


