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SYN floods, 236
system auditing (Cisco IOS firewalls), 69
system prompts, changing, 65
system-defined mapping, 225

T
TACACS, 106
TACACS+, 106

authentication proxy, 266–269
configuring, 140, 143

authentication, 141, 143
encryption key, 141
troubleshooting, 144–145

features of, 108
tacacs-server host command, 140–142
TCP inspection, 243
TCP intercept, 69
TCP/IP weaknesses, 30
technical documents, differing from security 

policy, 14
technology weaknesses, 30
telnet, SSH advantages, 91
telnet connection (Cisco IOS routers), 66
testing

IPSec configuration, 326
security implementations, 18

threats, 38
categories, 31
curiosity, 32
dynamic perimeter security, 49
fun and pride, 32
intruder motivation, 31
lack of understanding, 31
political, 33
profit and theft, 32
responding to, 11
revenge, 32

SNMP, 194
CDP, 199
controlling interactive access, 195
disabling directed broadcasts, 196
NTP, 199
protocol authentication, 197
small server services, 198

weaknesses
security policies, 28
technology, 28–30

thresholds, configuring for CBAC, 240
time-based ACLs, 213–214
timeouts configuring for CBAC, 240
traffic

interception, 34
interesting, 323
signatures, 289

transforms, IPSec, 316, 322
transport input ssh command, 67
transport mode (VPNs), 313
trending, 50, 53
Triple Data Encryption Standard (3DES), 312
Trojan horses, 35
troubleshooting

AAA services, 130–132
Cisco Secure ACS, 182–183
RADIUS configuration, 150–151
SNMP weaknesses, 194

CDP, 199
controlling interactive access, 195
disabling directed broadcasts, 196
NTP, 199
protocol authentication, 197
small server services, 198

TACACS+ configuration, 144–146
tunnel mode (VPNs), 313
tunnels, split tunneling, 363

U–V
UDP inspection, 243
UDP sessions, 237
UNIX, Secure ACSs, 169–170
unstructured threats, 31
crypto key generate rsa command, 348
user accounts, 10, 397
user EXEC mode (Cisco IOS routers), 63
user-defined port mapping, 227

SSH
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username password authentication, 105
verifying

CA configuration, 351
CBAC, 244
Cisco IOS firewall IDS configuration, 292
IPSec configuration, 326
RSA key configuration, 331

vertical scans, 34
virtual terminal (vty) connections, 68
VMS (VPN/Security Management Solution), 

385
VPN/Security Management Solution (VMS), 

385
VPNs (virtual private networks), 47

Cisco Easy VPN. See Easy VPN
configuration parameters, 409
connectivity, 47, 52
endpoints, 307
IPSec, 309
managing enterprise VPN routers, 383–384
planning implementations with RSA keys, 

329
Router MC, 386–394
site-to-site, 307–308
transport mode, 313
tunnel mode, 313

VPNsVMS (VPN/Security Management 
Solution), 385

vtys, restricting access, 90
vulnerabilities, 27, 37

W–X
warning banners, 89–90
web administration (Cisco Secure ACSs), 165
whois queries, 34
Windows

Cisco Secure ACSs, 161, 166
AAA, 162
accounting, 165
authorization, 164
CSAuth, 167
CSDBSync, 168
CSLog, 168

CiscoWorks 2000, 383
workflow, Router MC, 392–393
workstation configuration policy, 10
worms, 35
X.509v3 certificates, 344
xauth, 363, 370
xauth (extended authentication), 363
XTACACS, 106

XTACACS
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