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user-defined port mapping, 227



username password authentication, 105
verifying
CA configuration, 351
CBAC, 244
Cisco 10S firewall IDS configuration, 292
IPSec configuration, 326
RSA key configuration, 331
vertical scans, 34
virtual terminal (vty) connections, 68
VMS (VPN/Security Management Solution),
385
VPN/Security Management Solution (VMS),
385
VPNs (virtual private networks), 47
Cisco Easy VPN. See Easy VPN
configuration parameters, 409
connectivity, 47, 52
endpoints, 307
IPSec, 309
managing enterprise VPN routers, 383-384
planning implementations with RSA keys,
329
Router MC, 386-394
site-to-site, 307-308
transport mode, 313
tunnel mode, 313
VPNsVMS (VPN/Security Management
Solution), 385
vtys, restricting access, 90
vulnerabilities, 27, 37

XTACACS

W-X

warning banners, 89-90
web administration (Cisco Secure ACSs), 165
whois queries, 34
Windows
Cisco Secure ACSs, 161, 166
AAA, 162
accounting, 165
authorization, 164
CSAuth, 167
CSDBSync, 168
CSLog, 168
CiscoWorks 2000, 383
workflow, Router MC, 392-393
workstation configuration policy, 10
worms, 35
X.509v3 certificates, 344
xauth, 363, 370
xauth (extended authentication), 363
XTACACS, 106
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