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flooding, 39

unauthorized access, preventing
on WLAN:Ss, 301



VPNs

Vv

VPN, 201, 231, 236
AES, 232

configuring Cisco PIX Firewall for
client access, 268—272

connection establishment phases,
255-258

encryption modes, 248
extranet, 238
goals of, 239-240
growth in marketplace, 232
implementation strategies, 240-242
IPSec, 243-245

AH, 250

authentication, 246

data integrity, 246

ESP, 250

IKE, 252-253

ISAKMP, 250

transport mode, 249

tunnel mode, 248
ISAKMP, 254
island analogy, 233-235
manageability, 241
reliability, 242

security policies, 70-71, 73-74

site-to-site, 237
encapsulating protocol, 248
router configuration, 260-267

site-to-site VPNs, 233

split tunneling, 242

tunneling, 247

vty ports, applying ACLs, 227
vulnerabilities

external, assessing, 369—-370

internal, assessing, 367-369

of WANSs
abuses by authorized users, 302
DoS attacks, 297-298
misconfigured APs, 300-302
rogue APs, 298-300
sniffing, 295, 297
WarChalkers, 287
WarDriving, 288-292
WarFlying, 292
WarSpamming, 292-293
WarSpying, 294

physical security, assessing, 371

procedural risk assessments,
performing, 373

risk assessments, service providers, 374
remote access, 233, 237 ’ P

SAs, 250-251
scalability, 236, 242

vulnerability scanners, 22, 374-376
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W

WapChalking, 288

WAPs (wireless access points), 281

WarChalking, 286-287
WarDialing, 286
WarDriving, 288292
WarFlying, 292
WarSpamming, 292-293
WarSpying, 294
wave guide antennas, 290-291
websites

INRGI, 214

sample security policies, 81-82

WEP (Wireless Encryption
Protocol), 302-306

WEPcrack, 317
WhatRoute, 17
Wi-Fi, 279
WinNuke, 40
wireless networking, 282
wireless packet sniffers, 315-316
WLANS, 277
ad-hoc, 283
antennas, 290-291
APs, associating, 304
bandwidth limitations, 285-286
benefits of, 280—281

distance limitations, 284

EAP, 307
EAP-Cisco Wireless, 309
EAP-MD?5, 308-309
EAP-TLS, 310
EAP-TTLS, 311
enhancing security, 311-312
hacking tools

AirSNORT, 282, 288, 297, 310,
313, 316-317

NetStumbler, 313-315
packet sniffers, 315-316

IEEE 802.11b standard, 278

IEEE 802.11g standard, 279

infrastructure, 283

MAC address filtering, 307

SSIDs, 289, 303-304

vulnerabilities of
abuses by authorized users, 302
DoS attacks, 297-298
misconfigured APs, 300-302
rogue APs, 298-300
sniffing, 295, 297
WarChalkers, 287
WarDriving, 288-292
WarFlying, 292
WarSpamming, 292-293
WarSpying, 294

WAPs, 281

WEP, 302-306

Wi-Fi, 279
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Xmas tree attacks, 364

zombie computers, 359



